Report VA/ PT DEMO

Contesto
Rapporto di audit eseguito con Fred for security
Installato su una rete aziendale con 30 IP.

Fred for security ha inviato al cliente un
rapporto di 799 pagine, in questa demo sono
state estratte solo le prime 220 pagine.
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Introduzione <
Questo report é il risultato di un "online vulnerabilitgdasimessment”, feseg

comprensione per semplid care il compito di metter sicu
apparecchiature informatiche collegate a Internet.

Questo documento & stato redatto e predisposto per lzo&re n
in

Le vulnerabilita di sistema sono classilcatesémiau Metkgorikass
Informaziobma spiegazione dettagliata per ciascuna ¢ ia di vulner:
Livelli di gravita.

UnExecutive Sumneamsytato redatto appositame per una consu
management. Questo contiene sia inform ioni scritte sia gradci
vulnerability assessment. Tali risultati iRclydono informazioni s
scansione", "chi ha eseguito la scansfone"”, e la quantita di vuln

categoria.

LExecutive Summacyude anche una cdhn sione che riporta il "livello con
del sistema sotto esame.

| dettagli e nomi delle vulne ilita trovat8istetsiodanloe avlu tragriadliodit e
seguire, sono elencati i detta iwCiascuna vulnerabilita e le indicazion
Where possiBMéS R score e And/oJEN(**"a)re present, for further detail
Ogni vulnerabilitda indigfidu viene corredata con un possibile rimedio.

BN

D
N SUN NN N

(*) CVSS is the NIST (National Institute of Standards and Technology) severity scoring s
(**) CVE é l'elenco uG ciale CVE Mitre.
(***) USN e la lista ul ciale di Ubuntu Security Notice.
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Livelli di gravita <

Vulnerabilita di livello Alto 4

Quando viene individuata una vulnerabilita di livello AIto&niO ca

penetrare e compromettere completamente il sistemaw accedere
sensibili. Esiste un elevato rischio di furto o perdita di ti p®ivati e sen
Vulnerabilita di livello Medio

Quando viene individuata una vulnerabilita fdi ivello Medio, signil ce
['accesso a informazioni di sistema che potre portare ad attacchi ¢
alla compromissione del sistema. Cido a s olta potrebbe portare al fur

e sensibili.

Quando viene individuata una rabilita di livello Basso, signil ca gel
ottenere l'accesso a informazioM di sistema che possono aiutare a cond
conseguente furto o perdi dati privati e sensibili.

Informazione

Tutte le voci ivello Informazione forniscono semplicemente inform
disponibili su tema in esame. Non costituiscono un'indicazione
sistema.
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Executive Summary <
Questo report illustra il risultato di wuna scansionadndin sdontizra
informazioni riservate sullo stato della rete. L'accesso a queste 1 ma:

autorizzato puo consentire loro di compromettere la sicurezza #diella rete.

Nome dello ScanNetworkScan_internRtol lo di scansioneBesYcan

Data/ora Inizio 14-09-2023 15:06:5Bata/ora d ne

Durata 162:37:04 (6 days, 18 hours, 37 inuges, 4 seconds)
Versione Scanne9.9.33.1357 Versione (lrmware 57.0.4
Elenco dei sistemdy2.168.0.0, 192.168.0.1, 192.148.0.™192.168.0.3, 192.168.0.4, 19

.0
.0.8, 192.168.0.9, 192.168.0.10, 1
.0.14, 192.168.0.15, 192.168.0.

192.168.0.6, 192.168.0.7, 19
192.168.0.12, 192.168.0.13,
,192.168.0.255

controllati

Questa scansione €& stata esegadtmidall'utente

La scansione di 1 IP ha prodo Si positivi ed e stata interrotta

Livello di Sicurez a@aplessivo

Cat. 1 (livello Critiao ansione eseagditianhddadeterminato che la sicure:

l sistema e ad un livello basso. E' possibile cl
completamente il sistema con una conseguente perdit
sensibili. Si raccomanda di prendere provvedime
aumentare il livello di sicurezza.
Sist I Online

I uenti sistemi erano in linea al momento della scansione:
192.168.0.1, 192.168.0.2, 192.168.0.3, 192.168.0.4, 192.168.0.13, 192.1
192.168.0.27, 192.168.0.29, 192.168.0.30, 192.168.0.34, 192.168.0.37, 1
192.168.0.54, 192.168.0.62, 192.168.0.100, ... ,192.168.0.254

Sistemi OGine

Alcuni sistemi non erano in linea al momento della scansione, quindi son
sopra.
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Sistemi OGine: 192.168.0.0, 192.168.0.5, 192.168.0.6, 192.168.0.7, 192.:
192.168.0.10, 192.168.0.11, 192.168.0.12, 192.168.0.14, 192.168.0.15, 1
192.168.0.19, 192.168.0.20, 192.168.0.21, 192.168.0.22 <
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Analisi dei Risultati y

Un totalé&Odlilpotenziali vulnerabilita sono state individuate nei sigtemi

rapportal Hi0%di vulnerabilita di livello Alto. Le vulnerabilita di i Alt
Target. La vulnerabilita pitMaik Quervteer &se'nt to 0 le's avtmadk liveghlo di "Se\
"Alto', trovata su 1 Target. Il sistema di destinazione C il mac

'192.168.0.2540n un tota3&vdilnerabilita. Sistemi Target pr| di vi@lnerabi

Vulnerabilita per Livello di S Vulnerabilita per Livelo di S

Vulnerabilita

Alto: 1Sl
Medio: Z25
Basso: [2§
Informazion il

ro totale di vulnerabilita

Sistemi Target per Livello di Vulnerabilita medie per ogni

24

Vulnerabilita

Sistemi

0
Alto Medio Basso Informazione Alto Medio Basso Informazione

(1) Numero di target per ogni tipo di Severity
(2) Distribuzione delle vulnerabilita su ciascun Target
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Sistemi Target piu vulnerabili

192.168.0|251|| | 4

192.168.01254 | || |

192.168.01253 | || |

192.168 O.|2

[ ]
192.168 .-
192.168.(0 \
192.168. l-
192.168.0 a-
192.168.E|:|:|

0 27 54 81 108 135 162 9 216 243 270
Vulnerabilits

Target piu vulnerabili, co tagli sulla Severity

Vulner ilita piu comuni
b
Mail Server sent to § les atta...
p
0 1 2
Occorrenze

Elenco delle vulnerabilita piu frequenti, con numero di occorrenz
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Porte piu vulnerabili
<
p
25/tdp \
0 T :
Vulnerabilita
@5

Elenco delle porte piu vulnerabili, in b el numero di vulnerabilita rile
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Traceroute 4

Questo € il risultato di una traceroute da admin ai sistemi esaminat\:

traceroute to 192.168.0.1 (192.168.0.1), 15 hops max, 60 byt&afket
Grad

Hop Nome I P Localita Med(ms) 0
1 192.168.0.1 192.168.0.1 0.350 %D
traceroute to 192.168.0.2 (192.168.0.2), 15 hops max, te packets
Hop Nome I P Localita d(ms) Gral co

1 192.168.0.2 192.168.0.2 G "D
A protezione del sistema esaminato & statg tr 0 un dispositivo di 0 Itr

si tratta di un sistema di 0rewall o di un gouter con ACL (Access Control
tale dispositivo, in caso di una caWli cond gurazione il sist
vulnerabilita.

traceroute to 192.168.0.3 (192.168.0.3 15 hops max, 60 byte packets

Hop Nome I P Localita Med(ms) Grad co

1 192.168.0.3 192.168.0. 0.346 D

traceroute to 192.168.0.4.168.0.4), 15 hops max, 60 byte packets
Hop Nome I P Localita Med(ms) Grail co

1 192.168.0.4 192.168.0.4 0.487 "D

traceroute to 68.0.13 (192.168.0.13), 15 hops max, 60 byte packets
Hop NonTe I P Localita Med(ms) Gral co

1 19l 168.0.13 192.168.0.13 6.082 "D

trace to 192.168.0.17 (192.168.0.17), 15 hops max, 60 byte packets

p Nome I P Localita Med(ms) Gral co
1 * * - - -
2 192.168.0.17 192.168.0.17 0.876 "D

traceroute to 192.168.0.25 (192.168.0.25), 15 hops max, 60 byte packets

Hop Nome I P Localita Med(ms) Gral co
1 192.168.0.25 192.168.0.25 0.739 7

traceroute to 192.168.0.27 (192.168.0.27), 15 hops max, 60 byte packets
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Hop Nome I P Localita Med(ms) Gral co
1 192.168.0.27 192.168.0.27 1.010 D
<
traceroute to 192.168.0.29 (192.168.0.29), 15 hops max, 60 byte packets
Hop Nome I P Localita Med(ms) Gral co
1 192.168.0.29 192.168.0.29 0.762 —

traceroute to 192.168.0.30 (192.168.0.30), 15 hops max, 60 b&packets

Hop Nome I P Localita Med(ms \aﬂ co

1 192.168.0.30 192.168.0.30 2.660 "]

traceroute to 192.168.0.34 (192.168.0.34), 15 hops X, 60 byte packets

Hop Nome I P Localita Med(ms) Gral co
1 192.168.0.34 192.168.0.34 @1 "D
traceroute to 192.168.0.37 (192.168.0.37 hops max, 60 byte packets

Hop Nome I P L lita Med(ms) Gral co
1 192.168.0.37 192.168.0.37 0.342 7

traceroute to 192.168.0.40 (19 68.0.40), 15 hops max, 60 byte packets

Hop Nome
1 192.168.0.40

Localita Med(ms) Grail co
0.402 [—— )

traceroute to 192.168f0 46 (192.168.0.46), 15 hops max, 60 byte packets

Hop Nome I P Localita Med(ms) Gral co
1 192.16 6 192.168.0.46 2.518 =

traceroute 19%168.0.54 (192.168.0.54), 15 hops max, 60 byte packets

Hop ome I P Localita Med(ms) Gral co
1 192.168.0.54 192.168.0.54 0.322 7

ticgroute to 192.168.0.62 (192.168.0.62), 15 hops max, 60 byte packets

op Nome I P Localita Med(ms) Gral co
1 192.168.0.62 192.168.0.62 2.401 7D

A protezione del sistema esaminato & stato trovato un dispositivo di G Itr
si tratta di un sistema diGrewall o di un router con ACL (Access Control
tale dispositivo, in caso di una cattiva conligurazione il sist
vulnerabilita.

traceroute to 192.168.0.100 (192.168.0.100), 15 hops max, 60 byte packe
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Hop Nome IP Localita Med(ms) Gral co
1 192.168.0.100 192.168.0.100 0.347 7

4

A protezione del sistema esaminato & stato trovato un dispositivo di O Itr
si tratta di un sistema diO0rewall o di un router con ACL (Access Control
tale dispositivo, in caso di una cattiva condgurazione il § sist
vulnerabilita.

traceroute to 192.168.0.101 (192.168.0.101), 15 hops max, G&e packe

Hop Nome I P Localita Med(ms) zraﬁ co
1 192.168.0.101 192.168.0.101 0.484 D>

traceroute to 192.168.0.120 (192.168.0.120), 15 hopymaX, 60 byte packe

Hop Nome I P Localita M ms) Gral co
1 192.168.0.120 |192.168.0.120 <0.4,9 "D
traceroute to 192.168.0.121 (192.168.0.1 15 hops max, 60 byte packe

Hop Nome I P ocalilta Med(ms) Gral co
1 192.168.0.121 192.168.0.121 0.236 7

traceroute to 192.168.0.201 (1 168.0.201), 15 hops max, 60 byte packe

Hop Nome I P Localita Med(ms) Grail co
1 192.168.0.201 |192 .201 0.336 "D
traceroute to 192.16840.205 (192.168.0.205), 15 hops max, 60 byte packe
Hop Nome I P Localita Med(ms) Gral co
1 192.168, 05 |192.168.0.205 0.335 "D

de Istema esaminato & stato trovato un dispositivo di O Itr

si tratta sistema didrewall o di un router con ACL (Access Control
tale dispo o, in caso di una cattiva conldgurazione il sist
vulne lita.

trgflerote to 192.168.0.222 (192.168.0.222), 15 hops max, 60 byte packe

p Nome IP Localita Med(ms) Gral co
1 192.168.0.222 192.168.0.222 2.047 7

A protezione del sistema esaminato & stato trovato un dispositivo di O Itr
si tratta di un sistema diOGrewall o di un router con ACL (Access Control
tale dispositivo, in caso di una cattiva condgurazione il sist

vulnerabilita.

traceroute to 192.168.0.225 (192.168.0.225), 15 hops max, 60 byte packe
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Hop Nome IP Localita Med(ms) Gral co
1 192.168.0.225 [192.168.0.225 0.549 D
<
A protezione del sistema esaminato & stato trovato un dispositivo di O Itr
si tratta di un sistema diO0rewall o di un router con ACL (Access Control
tale dispositivo, in caso di una cattiva condgurazione il § sist
vulnerabilita.

traceroute to 192.168.0.235 (192.168.0.235), 15 hops max, G&e packe

Hop Nome I P Localita Med(ms) zraﬁ co
1 192.168.0.235 192.168.0.235 0.343 D>

A protezione del sistema esaminato & stato trovato diSpositivo di G Itr
si tratta di un sistema di Grewall o di un router coR AQL (Access Control
tale dispositivo, in caso di una cattiva co urazione il sist
vulnerabilita. < ,

traceroute to 192.168.0.248 (192.168.0.2 )o 15 hops max, 60 byte packe

Hop Nome I P ocal™a Med(ms) Gral co
1 192.168.0.248 192.168.0.248 0.475 7

A protezione del sistema esami to & stato trovato un dispositivo di O Itr
si tratta di un sistema diOre di un router con ACL (Access Control
tale dispositivo, in caso una cattiva condgurazione il sist

vulnerabilita.

traceroute to 192.168.2.24 192.168.0.249), 15 hops max, 60 byte packe

Hop Nome I P Localita Med(ms) Gral co
1 192.168.0.249 |192.168.0.249 0.484 "D
traceroute to 1 68.0.251 (192.168.0.251), 15 hops max, 60 byte packe
Hop m e I P Localita Med(ms) Gral co
1 192868.0.251 | 192.168.0.251 0.539 "D
A otegione del sistema esaminato e stato trovato un dispositivo di O Itr
s tpfitta di un sistema di Grewall o di un router con ACL (Access Control
tal dispositivo, in caso di una cattiva <condgurazione il sist

vulnerabilita.
traceroute to 192.168.0.253 (192.168.0.253), 15 hops max, 60 byte packe

Hop Nome I P Localita Med(ms) Gral co
1 192.168.0.253 192.168.0.253 0.284 7

A protezione del sistema esaminato é stato trovato un dispositivo di G Itr
si tratta di un sistema diGrewall o di un router con ACL (Access Control
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tale dispositivo, in caso di una cattiva condgurazione il sist
vulnerabilita.

traceroute to 192.168.0.254 (192.168.0.254), 15 hops max, 60 byte pack!

Hop Nome I P Localita Med(ms) Grail co
1 192.168.0.254 192.168.0.254 0.485 —

\&

C
2
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Sistemi operativi

Sono stati identid cati i seguenti sistemi operativi: !
192.168.0.1

Sistema Target:

BN -

N Microsoft Windows \
Sistema Target: 192.168.0.2

N

Microsoft Windows
N\

Sistema Target: 192.168.0.3 < ,

§ﬁ§ Linux 2.2.x-3.x

Sistema Target: 192.168.0.4 6

N
-

Sistema Target: 192.168.0@
Non €& stato possibile igen are il sistema operativo per questo target.

Sistema Target: 192.1 .0.17

Microsoft Windows

Non e stato posgidbile identil care il sistema operativo per questo target.
Sistema Target? 2.168.0.25
s Micros indows

Sisgem@ . Target: 192.168.0.27

aﬁ\ Linux 2.2.x-3.x

Sistema Target: 192.168.0.29

§ﬁ§ Linux

Sistema Target: 192.168.0.30
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BN
_ Windows XP

Sistema Target: 192.168.0.34

_ Microsoft Windows
Sistema Target: 192.168.0.37 &

§ﬁ§ Linux 3.x \

Sistema Target: 192.168.0.40

§ﬁ§ Linux 3.x
Sistema Target: 192.168.0.46 O

BN -

_ Microsoft Windows

Sistema Target: 192.168.0.54 :c
§ﬁ§ Linux 2.2.x-3.x

Sistema Target: 192.168.

§ﬁ§ Linux

®

Sistema Targe 2.168.0.100
Q Linux

Siste arget: 192.168.0.101
N Windows XP

Sistema Target: 192.168.0.120

§ﬁ§ Linux 2.2.x-3.X

Sistema Target: 192.168.0.121

Non é stato possibile identil care il sistema operativo per questo target.
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Sistema Target: 192.168.0.201
Non e stato possibile identili care il sistema operativo per questo target.

Sistema Target: 192.168.0.205

Non e stato possibile identil care il sistema operativo per questo%et.

Sistema Target: 192.168.0.222 &
BN
_ Windows XP \

Sistema Target: 192.168.0.225
Non €& stato possibile identil care il sistema operadivo §er questo target.
Sistema Target: 192.168.0.235
Non é stato possibile identil care il sistemg op tivo per questo target.

Sistema Target: 192.168.0.248
a;% Ubuntu Linux 6

Sistema Target: 192.168.0.24

§ﬁ§ Ubuntu Linux O

Sistema Target: 192. .0.251

§ﬁ§ Linux 2.2.x-

Sistema T t:

92.168.0.253

2.2.x-3.Xx

SQma Target: 192.168.0.254

Linux 3.x
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Porte e servizi individuati

Le seguenti porte e servizi sono state individuate sui sistemi esami

ati:

Porte e Servizi per: 192.168.0.1
Porta Protocollo Stato Servizio
25 tcp open Simple Mail Transfer \
80 tcp open World Wide Web HTTP
135 tcp open DCE endpoint resolution
139 tcp open NETBIOS Session Servi
445 tcp open Microsoft-DS
3389 tcp open MS WBT Server
5985 tcp open WBEM WS-Man empgnt HTTP
50007 tcp open
137 udp open NBTStat
1434 udp open ms-s
Porte e Servizi per: 192.168.0.2
Porta Protocollo Stato Servizio
21 tcp open le“Transfer [Control]
53 tcp open D¥main Name Server
80 tcp open World Wide Web HTTP
88 tcp en Kerberos
135 tcp n DCE endpoint resolution
139 tcp 0 n NETBIOS Session Service
389 tcp open Lightweight Directory Access Protocol
443 tcp open http protocol over TLS/SSL
445 tc open Microsoft-DS
464 cp open kpasswd
593 t open HTTP RPC Ep Map
636 tcp open Idap protocol over TLS/SSL (was sldap)
808 cp open Oracle-VP2
9, tcp open cisco RSRB Priority 1 port
1 tcp open Microsoft-SQL-Server
172 tcp open pptp
1801 tcp open Microsoft Message Que
2103 tcp open Zephyr serv-hm connection
2105 tcp open MiniPay
2107 tcp open BinTec Admin
3268 tcp open Microsoft Global Catalog
3269 tcp open Microsoft Global Catalog with LDAP/SSL
3306 tcp open MySQL
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Porta
3389
5504
5985
6004
6005
6006
6007
6009
6010
6011
6067
6161
7070
28000
583
53
137
1434
123

P
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
udp
udp
udp
udp
udp

rotocollo Stato Servizio
open MS WBT Server
open fcp-cics-gwl
open WBEM WS-Management HTTP
open
open
open
open
open
open \
open
open
open PATROL Internet Srv Mgr
open ARCP
open NX License Manage
open DNS
open DNSStatusRe est
open NBTStat
open ms-sql
open ntp

Porte e Servizi per: 192.168.0.3

Porta Protocollc Stato Servizio
22 tcp open Th® Secure Shell (SSH) Protocol
80 tcp open orld Wide Web HTTP
88 tcp opgn Kerberos
389 tcp e Lightweight Directory Access Protocol
443 tcp op http protocol over TLS/SSL
514 tcp open cmd
636 tcp open Idap protocol over TLS/SSL (was sldap)
1514 tcp open Fujitsu Systems Business of America, Inc
2012 t open
2014 t open
2015 tcp open
2020 p open
5 0 tcp open
5 tcp open T-Mobile SMS Protocol Message O
808 tcp open
9084 tcp open IBM AURORA Performance Visualizer
9443 tcp open WSO2 Tungsten HTTPS

Porte e Servizi per: 192.168.0.4

Porta Protocollo Stato Servizio
135 tcp open DCE endpoint resolution
139 tcp open NETBIOS Session Service
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Porta Protocollo Stato Servizio
445 tcp open Microsoft-DS
3389 tcp open MS WBT Server
5985 tcp open WBEM WS-Management HTTP
137 udp open NBTStat

Porte e Servizi per: 192.168.0.13

Nessuna Porta o Servizio individuati su questo sistema.

Porte e Servizi per: 192.168.0.17 \
Porta Protocollo Stato Servizio

80 tcp open World Wide Web HTTP

443 tcp open http protocol over TL SL

4343 tcp open UNICALL

8080 tcp open HTTP Alternate ee ffort 80)

8081 tcp open Sun Proxy A in ice

Porte e Servizi per: 192.168.0.25

Porta Protocollo Stato Servizio
22 tcp open The Secure Shell (SSH) Protocol
518 tcp open omain Name Server
54 tcp open Clearinghouse
80 tcp open orld Wide Web HTTP
8081 tcp ope Sun Proxy Admin Service
8082 tcp en Utilistor (Client)
8083 tcp 0 n Utilistor (Server)
8084 tcp 0 n
53 udp open DNS
58 udp open DNSStatusRequest
Porte e S per: 192.168.0.27

Port P¥otocollo Stato Servizio
22 open The Secure Shell (SSH) Protocol
8 tcp open World Wide Web HTTP

tcp open http protocol over TLS/SSL

Porte e Servizi per: 192.168.0.29

Porta Protocollo Stato Servizio
80 tcp open World Wide Web HTTP
82 tcp open XFER Utility
554 tcp open Real Time Streaming Protocol (RTSP)
5196 tcp open
6060 tcp open
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Porta Protocollo Stato Servizio
7070 tcp open ARCP
7100 tcp open X Font Service
20000 tcp open DNP
30000 tcp open
30001 tcp open Pago Services 1
30002 tcp open Pago Services 2
49152 tcp open
Porte e Servizi per: 192.168.0.30 \
Porta Protocollo Stato Servizio
22 tcp open The Secure Shell (SSH) Protgcol
23 tcp open Telnet
80 tcp open World Wide Web HTTP
1506 tcp open Universal Time daemg@n (utcd)
1513 tcp open Fujitsu Systems Busi ssfof America, Inc
161 udp open SNMPv3
161 udp open snmp-public

Porte e Servizi per: 192.168.0.34

Porta Protocollo Stato Servizio
22 tcp open Secure Shell (SSH) Protocol
538 tcp open omain Name Server
54 tcp ope XNS Clearinghouse
80 tcp open World Wide Web HTTP
8081 tcp pgn Sun Proxy Admin Service
8082 tcp en Utilistor (Client)

8083 tcp open Utilistor (Server)
8084 tcp open
53 open DNS
538 open DNSStatusRequest
Porte per: 192.168.0.37
or Protocollo Stato Servizio
tcp open File Transfer [Control]
25 tcp open Simple Mail Transfer
80 tcp open World Wide Web HTTP
139 tcp open NETBIOS Session Service
427 tcp open Server Location
445 tcp open Microsoft-DS
515 tcp open spooler
631 tcp open IPP (Internet Printing Protocol)
8080 tcp open HTTP Alternate (see port 80)
9100 tcp open PDL Data Streaming Port
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Porta Protocollo Stato Servizio
20080 tcp open
137 udp open NBTStat
161 udp open SNMPv3
161 udp open snmp-public

Porte e Servizi per: 192.168.0.40

Porta Protocollo Stato Servizio
21 tcp open File Transfer [Control] \
25 tcp open Simple Mail Transfer
80 tcp open World Wide Web HTTP
139 tcp open NETBIOS Session Servige
427 tcp open Server Location
445 tcp open Microsoft-DS
515 tcp open spooler
631 tcp open IPP (Internet Pr i Protocol)
8080 tcp open HTTP Altegfia (see port 80)
9100 tcp open PDL Data e ing Port
20080 tcp open
137 udp open NBTS
161 udp open SNMPv3
161 udp open nmp-public

Porte e Servizi per: 192.168.0.

Porta Protocollo tato Servizio
135 tcp open DCE endpoint resolution
139 tcp open NETBIOS Session Service
3389 tcp open MS WBT Server
5040 tcp open
56000 tcp open
58 dp open DNS
53 dp open DNSStatusRequest
137 p open NBTStat

Popte eNServizi per: 192.168.0.54

orta Protocollo Stato Servizio
80 tcp open World Wide Web HTTP
443 tcp open http protocol over TLS/SSL
515 tcp open spooler
631 tcp open IPP (Internet Printing Protocol)
3911 tcp open Printer Status Port
8080 tcp open HTTP Alternate (see port 80)
9100 tcp open PDL Data Streaming Port
161 udp open snmp-public
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Porte e Servizi per: 192.168.0.62

Porta Protocollo Stato Servizio
80 tcp open World Wide Web HTTP
82 tcp open XFER Utility
554 tcp open Real Time Streaming Protocol (RTSP)
6060 tcp open
20000 tcp open DNP
30000 tcp open
30001 tcp open Pago Services 1 \
30002 tcp open Pago Services 2

Porte e Servizi per: 192.168.0.100

Porta Protocollo Stato Servilo
22 tcp open The Secure Shell ( ) Protocol
80 tcp open World Wide Web H P
427 tcp open Server Locati
443 tcp open http protocol r #LS/SSL
902 tcp open self doc ntin elnet Door
5989 tcp open WBEM C L (HTTPS)
8000 tcp open iRDMI
8300 tcp open Transport Management Interface
9080 tcp open e GLRPC

Porte e Servizi per: 192.1 2.101

Porta Protocollo Stato Servizio
22 tcp n The Secure Shell (SSH) Protocol
80 tcp op World Wide Web HTTP
427 tcp open Server Location
443 tcp open http protocol over TLS/SSL
902 tc open self documenting Telnet Door
5989 p open WBEM CIM-XML (HTTPS)
8000 tc open iRDMI
8300 tcp open Transport Management Interface
9080 tcp open Groove GLRPC
PoWle e Servizi per: 192.168.0.120

Porta Protocollo Stato Servizio
22 tcp open The Secure Shell (SSH) Protocol
80 tcp open World Wide Web HTTP
443 tcp open http protocol over TLS/SSL
17988 tcp open
17990 tcp open
161 udp open SNMPv3
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Porte e Servizi per: 192.168.0.121

Porta Protocollo Stato Servizio
22 tcp open The Secure Shell (SSH) Protocol
80 tcp open World Wide Web HTTP
443 tcp open http protocol over TLS/SSL
17988 tcp open
17990 tcp open
161 udp open SNMPvVv3
Porte e Servizi per: 192.168.0.201 \
Porta Protocollo Stato Seryizi
23 tcp open Telnet
4370 tcp open ELPRO V2 Proto | T#innel

Porte e Servizi per: 192.168.0.205

Porta Protocollo Stato Servizio
23 tcp open Tednet
4370 tcp open V2 Protocol Tunnel

Porte e Servizi per: 192.168.0.222

Porta Protocollo Servizio
23 tcp e n Telnet
80 tcp @ World Wide Web HTTP
Porte e Servizi per: £168.0.225

Porta Protocollo Stato Servizio
135 tcp open DCE endpoint resolution
139 tcp open NETBIOS Session Service
445 (o open Microsoft-DS
BB p open spooler
683 tc open CORBA IIOP
1112 tcp open Intelligent Communication Protocol
1 1 tcp open Microsoft Message Que

tcp open Zephyr serv-hm connection

210 tcp open MiniPay
2107 tcp open BinTec Admin
49154 tcp open
49155 tcp open
55555 tcp open
137 udp open NBTStat

Porte e Servizi per: 192.168.0.235
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Porta Protocollo Stato Servizio
5000 tcp open

Porte e Servizi per: 192.168.0.248

Porta Protocollc Stato Servizio
22 tcp open The Secure Shell (SSH) Protocol
80 tcp open World Wide Web HTTP
111 tcp open SUN Remote Procedure Call
443 tcp open http protocol over TLS/SSL \
2049 tcp open
9390 tcp open OpenVAS Transfer Protocol
32767 tcp open FileNet BPM WS-ReliableMegsagi Client
111 udp open RPCCheck
111 udp open rpc

Porte e Servizi per: 192.168.0.249

Porta Protocollc Stato rvizio
22 tcp open The Secur hell SH) Protocol
80 tcp open World Wid e) HTTP
111 tcp open SUN Remote®™rocedure Call
443 tcp open htt rotocol over TLS/SSL
2049 tcp open
9390 tcp open Op VAS Transfer Protocol
32767 tcp open ileNet BPM WS-ReliableMessaging Client
111 udp open PCCheck
111 udp o) n rpc

Porte e Servizi per: 192°.168.0.251

Porta tocollo Stato Servizio
21 tcp open File Transfer [Control]
80 cp open World Wide Web HTTP
4649 p open
5963 tcp open Indy Application Server
80Q0 tcp open iRDMI
1 tcp open
60 0 tcp open

Porte e Servizi per: 192.168.0.253

Porta Protocollo Stato Servizio
22 tcp open The Secure Shell (SSH) Protocol
80 tcp open World Wide Web HTTP
443 tcp open http protocol over TLS/SSL
541 tcp open uucp-rlogin
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Porte e Servizi per: 192.168.0.254

Porta Protocollo Stato Servizio
22 tcp open The Secure Shell (SSH) Protocol
80 tcp open World Wide Web HTTP
443 tcp open http protocol over TLS/SSL
541 tcp open uucp-rlogin
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Segnalatori di Versione individuati <

| seguenti Segnalatori di Versione (Version Banner) sono stati letti Sui s
Si consiglia vivamente di riconl gurare questi segnalatori ¢ info
informazione al atto.

Segnalatori di Versione per: 192.168.0.1 \

Nome SMTP Mail Server Version Banner

Porta 25

Dettagli 220 CERT-SERVER Microsoft ESMTP MAIL Service, V #on: 10.0.17763.1697 re
15:17:55 +0200

Soluzionét is highly adviceable to conli gure this output regflurn bogus or no informatior
UNIX:
Sendmail
1:Open up the sendmail.cfdle
2:Find the line saying O SmtpGreeti essagye= PARAMETERS (Where thle parar
codes)
3:Change the line to O SmtpGreetingM age=%j] (And nothing more).
WINDOWS:
This is a more complicated p ess if running exchange and it is therefor recom
level.
If you have already re dt version please ignore this warning.

Nome HTTP Version Ba er

Porta 80

Dettagli Microsoft-11S/10.0

Soluzionét is highly recommended to conl gure this output to return bogus or no informat

already that please ignore this warning. AttackString: HEAD / HTTP/1.0
Nome HT ersion Banner
Porta 59
Dettag icroSoft-11S/10.0
Soluzi highly recommended to conl gure this output to return bogus or no informat

Iready done that please ignore this warning. AttackString: HEAD / HTTP/1.0

Segnalatori di Versione per: 192.168.0.2

Nome BIND/NAMED Version Banner
Porta 53
Dettagli Microsoft DNS 6.1.7601 (1DB15F75)

Soluzionét is recommended to conl gure the bind to return bogus information. This can b
named.conf version "" . If you have already made it return bogus information pl
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Nome FTP Version Banner
Porta 21

Dettagli 220-FileZilla Server 0.9.60 beta;220-written by Tim Kosse (tim.kosse @ IeziIIa-{
https://G lezilla-project.org/

Soluzionét is highly recommended to conl gure this output to return bogus or no informat
that already please ignore this warning.

Nome HTTP Version Banner
Porta 80
Dettagli Microsoft-11S/7.5

Soluzionét is highly recommended to conl gure this output to return gusr no informat
already done that please ignore this warning. AttackStrin AD / HTTPR/1.0
Nome HTTP Version Banner

Porta 5985
Dettagli Microsoft-11S/7.5

Soluzionét is highly recommended to conl gure this outpft tofreturn bogus or no informat
already done that please ignore this warni . A String: HEAD / HTTP/1.0

Nome HTTPS Version Banner
Porta 443
Dettagli Microsoft-11S/7.5

Soluzionét is highly recommended to conl gure this output to return bogus or no informat
already done that please ign this warning. AttackString: HEAD / HTTPR/1.0

Segnalatori di Versione p 92.168.0.3

Nome SSHd Version Ba r
Porta 22

Dettagli SSH-2.0- NnSSH_7.4

Soluzionét is hi commended to cond gure this output to return bogus or no informat
that alre lease ignore this warning.

Nome HT rsion Banner

Porta 84

DettagNgJetty(9.4.20.v20190813)

ugiondt is highly recommended to conl gure this output to return bogus or no informat
already done that please ignore this warning. AttackString: HEAD / HTTPR/1.0

Nome HTTP Version Banner
Porta 9443
Dettagli Jetty(9.4.20.v20190813)

Soluzionét is highly recommended to conl gure this output to return bogus or no informat
already done that please ignore this warning. AttackString: HEAD / HTTR/1.0

Nome HTTPS Version Banner
Porta 9443
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Dettagli Anonymous

Soluzionét is highly recommended to conl gure this output to return bogus or no informat
already done that please ignore this warning. AttackString: HEAD / HTTR/1.0 <

Segnalatori di Versione per: 192.168.0.4

Nome HTTP Version Banner
Porta 5985
Dettagli Microsoft-HTTPAPI/2.0

Soluzionét is highly recommended to conl gure this output to retur us or no informat
already done that please ignore this warning. AttackStrin /| HTTR/1.0

Segnalatori di Versione per: 192.168.0.13

Nessuno

Segnalatori di Versione per: 192.168.0°.1

Nome RTSP Version Banner
Porta 80
Dettagli

Soluzionét is highly recommeng conli gure this output to return bogus or no informat
already done that pledg gnore this warning. AttackString: OPTIONS * RTSP/1.

Nome RTSP Version Ba r
Porta 8081

Dettagli

Soluzionét is hi commended to cond gure this output to return bogus or no informat
alre y d that please ignore this warning. AttackString: OPTIONS * RTSP/1.

Nome HT rsion Banner

Porta

Dettag

lugiondt is highly recommended to conl gure this output to return bogus or no informat
already done that please ignore this warning. AttackString: HEAD / HTTRP/1.0

Nome HTTP Version Banner
Porta 8080
Dettagli

Soluzionét is highly recommended to conl gure this output to return bogus or no informat
already done that please ignore this warning. AttackString: HEAD / HTTR/1.0

Nome HTTP Version Banner
Porta 8081
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Dettagli

Soluzionét is highly recommended to conl gure this output to return bogus or no informat
already done that please ignore this warning. AttackString: HEAD / HTTR/1.0 <

Nome HTTPS Version Banner
Porta 443
Dettagli

Soluzionét is highly recommended to conl gure this output to return bogus og no informat
already done that please ignore this warning. AttackString: HEAD®¥/ TP/1.0

Nome HTTPS Version Banner \

Porta 4343
Dettagli

Soluzionét is highly recommended to conl gure this output to, ret bogus or no informat
already done that please ignore this warning. Attac ring: HEAD / HTTP/1.0

Segnalatori di Versione per: 192.168.0.2

Nome BIND/NAMED Version Banner
Porta 53
Dettagli Microsoft DNS 6.1.7601 (1DB15F75)

Soluzionét is recommended to cond gu the bind to return bogus information. This can b
named.conf version "" . If ve already made it return bogus information pl

Nome SSHd Version Banner
Porta 22
Dettagli SSH-2.0-dropbe

Soluzionét is highly recomWended to conl gure this output to return bogus or no informat
that already please%gnore this warning.

Segnalato i Versione per: 192.168.0.27
Nome SHdWersion Banner
Porta

Dgfiftagli SH-2.0-OpenSSH_6.2

ionét is highly recommended to conli gure this output to return bogus or no informat
that already please ignore this warning.

Nome HTTP Version Banner
Porta 80
Dettagli Hydra/0.1.8

Soluzionét is highly recommended to conl gure this output to return bogus or no informat
already done that please ignore this warning. AttackString: HEAD / HTTRP/1.0
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Segnalatori di Versione per: 192.168.0.29

Nome HTTP Version Banner
Porta 82
Dettagli gSOAP/2.7

Soluzionét is highly recommended to conl gure this output to return bogus or noc" rmat
already done that please ignore this warning. AttackString: HEAD / BTTPR/1%

Nome HTTP Version Banner
Porta 82 \

Dettagli gSOAP/2.7

Soluzionét is highly recommended to conl gure this output to return§Yogus or no informat
already done that please ignore this warning. AttackStWnhg: EAD / HTTR/1.0

Nome HTTP Version Banner
Porta 30000
Dettagli gSOAP/2.7

Soluzionét is highly recommended to conl gure thig€ oytput to return bogus or no informat
already done that please ignore this warni .MttackString: HEAD / HTTPRP/1.0

Nome HTTP Version Banner
Porta 30001
Dettagli gSOAP/2.7

Soluzionét is highly recommended t ure this output to return bogus or no informat
already done that please ign this warning. AttackString: HEAD / HTTRP/1.0
Nome HTTP Version Banner

Porta 30001
Dettagli gSOAP/2.7
Soluzionét is highly recommended to conl gure this output to return bogus or no informat

already d that please ignore this warning. AttackString: HEAD / HTTP/1.0
Nome HTTR Ver Banner
Porta 49
DettagligSO .7
Soluzg is highly recommended to conl gure this output to return bogus or no informat

already done that please ignore this warning. AttackString: HEAD / HTTR/1.0

Segnalatori di Versione per: 192.168.0.30

Nome SSHd Version Banner
Porta 22
Dettagli SSH-2.0-Mocana SSH 6.3

Soluzionét is highly recommended to cond gure this output to return bogus or no informat
that already please ignore this warning.
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Segnalatori di Versione per: 192.168.0.34

Nome BIND/NAMED Version Banner 4
Porta 53
Dettagli Microsoft DNS 6.1.7601 (1DB15F75)

Soluzionét is recommended to conli gure the bind to return bogus information. T4 an b
named.conf version "" . If you have already made it return bogus inf@rmalti pl

Nome SSHd Version Banner
Porta 22 \

Dettagli SSH-2.0-dropbear

Soluzionét is highly recommended to conl gure this output to return§Yogus or no informat
that already please ignore this warning.

Segnalatori di Versione per: 192.168.0.37

Nome FTP Version Banner
Porta 21
Dettagli 220 (vsFTPd 2.2.2)

Soluzionét is highly recommended to cond gure s output to return bogus or no informat
that already please ignhore this warning.

Nome SMTP Mail Server Version B ner
Porta 25
Dettagli 220 192.168.0.37 ES

Soluzionét is highly advic ble to
UNIX:
Sendmail
1:Open up the sendmail.cfdle
2:Find th ine saying O SmtpGreetingMessage= PARAMETERS (Where thle parar

>ndmail 8.14.3/8.14.3; Tue, 19 Sep 2023 15:34:57 +C

con gure this output to return bogus or no informatior

codes)

3:Chang line to O SmtpGreetingMessage=%j (And nothing more).

W I OWS:

Th i more complicated process if running exchange and it is therefor recom
leve

u have already removed the version please ignore this warning.

HTTP Version Banner
Por 80
Dettagli Apache

Soluzionét is highly recommended to conl gure this output to return bogus or no informat
already done that please ignore this warning. AttackString: HEAD / HTTPR/1.0

Nome HTTP Version Banner
Porta 631
Dettagli Apache
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Soluzionét is highly recommended to conl gure this output to return bogus or no informat
already done that please ignore this warning. AttackString: HEAD / HTTPR/1.0

Nome HTTP Version Banner {

Porta 8080

Dettagli Apache

Soluzionét is highly recommended to conl gure this output to return bogus or no rmat
already done that please ignore this warning. AttackString: HEAD /MATTRP/1.°0

Nome HTTP Version Banner

Porta 20080 \

Dettagli Apache

Soluzionét is highly recommended to conl gure this output to regurn gus or no informat

already done that please ignore this warning. AttackSt g: EAD / HTTPR/1.0

Segnalatori di Versione per: 192.168.0.40

Nome FTP Version Banner
Porta 21
Dettagli 220 (vsFTPd 2.2.2)

Soluzionét is highly recommended to conl gure this output to return bogus or no informat
that already please ignore thjig warning.

Nome SMTP Mail Server Version BaWner
Porta 25
Dettaglii 220 192.168.0.40 ESM ndmail 8.14.3/8.14.3; Thu, 27 Oct 2016 07:33:56 +0
Soluzionét is highly advi able to cond gure this output to return bogus or no infojrmatior
UNIX:
Sendmail
1:0Open up the sendmail.cfidle
2:Find t e saying O SmtpGreetingMessage= PARAMETERS (Where thle parar
codes)
3:Chgnge line to O SmtpGreetingMessage=%j (And nothing more).
W I WS :
Th S more complicated process if running exchange and it is therefor recom
evels

ou have already removed the version please ignore this warning.

N e HTTP Version Banner
Por 80
Dettagli Apache

Soluzionét is highly recommended to conl gure this output to return bogus or no informat
already done that please ignore this warning. AttackString: HEAD / HTTPRP/1.0

Nome HTTP Version Banner
Porta 631
Dettagli Apache
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Soluzionét is highly recommended to conl gure this output to return bogus or no informat
already done that please ignore this warning. AttackString: HEAD / HTTPR/1.0

Nome HTTP Version Banner {

Porta 8080

Dettagli Apache

Soluzionét is highly recommended to conl gure this output to return bogus or no rmat
already done that please ignore this warning. AttackString: HEAD /MATTRP/1.°0

Nome HTTP Version Banner

Porta 20080 \

Dettagli Apache

Soluzionét is highly recommended to conl gure this output to regurn gus or no informat

already done that please ignore this warning. AttackSt g: EAD / HTTPR/1.0

Segnalatori di Versione per: 192.168.0.46

Nome BIND/NAMED Version Banner
Porta 53
Dettagli Microsoft DNS 6.1.7601 (1DB15F75)

Soluzionét is recommended to conli gure the bind to return bogus information. This can b
named.conf version "" . If yo ave already made it return bogus information pl

Nome HTTP Version Banner
Porta 56000
Dettagli wugg

Soluzionét is highly reco epded to conl gure this output to return bogus or no informat
already done tha ease ignore this warning. AttackString: HEAD / HTTP/1.0

Segnalatori di ione per: 192.168.0.54

Nome HT Vgftsion Banner

Porta 911

Detta AP/2.7

Sgfuzion is highly recommended to cond gure this output to return bogus or no informat

already done that please ignore this warning. AttackString: HEAD / HTTRP/1.0

Nome HTTP Version Banner
Porta 3911
Dettagli gSOAP/2.7

Soluzionét is highly recommended to conl gure this output to return bogus or no informat
already done that please ignore this warning. AttackString: HEAD / HTTR/1.0

Segnalatori di Versione per: 192.168.0.62
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Nome HTTP Version Banner
Porta 82
Dettagli gSOAP/2.7 <

Soluzionét is highly recommended to conl gure this output to return bogus or no informat
already done that please ignore this warning. AttackString: HEAD / HTTR/1.0

Nome HTTP Version Banner
Porta 82
Dettagli gSOAP/2.7

Soluzionét is highly recommended to conl gure this output to return bog or no informat
already done that please ignore this warning. AttackString: EA HTTR/1.0

Nome HTTP Version Banner
Porta 30000
Dettagli gSOAP/2.7

Soluzionét is highly recommended to conl gure this outp to return bogus or no informat
already done that please ignore this warning. tacl@®String: HEAD / HTTP/1.0

Nome HTTP Version Banner
Porta 30001
Dettagli gSOAP/2.7

Soluzionét is highly recommended to conl gure S output to return bogus or no informat
already done that please ignore this warning. AttackString: HEAD / HTTRP/1.0

Nome HTTP Version Banner
Porta 30001
Dettagli gSOAP/2.7

Soluzionét is highly recomgfende o conl gure this output to return bogus or no informat
already done th pMase ignore this warning. AttackString: HEAD / HTTP/1.0

Segnalatori di @ ione per: 192.168.0.100

Nome S d ersion Banner
Porta 2
Detta SH-2.0-OpenSSH_8.1

SoluzioWet is highly recommended to conl gure this output to return bogus or no informat
at already please ignore this warning.

Segnalatori di Versione per: 192.168.0.101

Nome SSHd Version Banner
Porta 22
Dettagli SSH-2.0-OpenSSH_8.1

Soluzionét is highly recommended to conl gure this output to return bogus or no informat
that already please ignore this warning.
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Segnalatori di Versione per: 192.168.0.120

Nome SSHd Version Banner 4
Porta 22
Dettagli SSH-2.0-mpSSH_0.2.1

Soluzionét is highly recommended to conl gure this output to return bogus or noc" rmat
that already please ignore this warning.

Segnalatori di Versione per: 192.168.0.121 \

Nome SSHd Version Banner
Porta 22
Dettagli SSH-2.0-mpSSH_0.2.1

Soluzionét is highly recommended to conl gure this outpfit to_return bogus or no informat
that already please ignore this warning.

Segnalatori di Versione per: 192.168. 1

Nome Telnet Version Banner

Porta 23

Dettagli ZEMB800 login:

Soluzione It is highly advicea to nid gure this output to return bogus or no informa

Segnalatori di Version per: 192.168.0.205

Nome Telne rsion Banner

Porta 23

Dettagli M8 ogin:

Soluzione | s highly adviceable to conligure this output to return bogus or no informa

S alatlori di Versione per: 192.168.0.222

N o HTTP Version Banner
Porta 80
Dettagli Web Switch

Soluzionét is highly recommended to conl gure this output to return bogus or no informat
already done that please ignore this warning. AttackString: HEAD / HTTPR/1.0

Nome Telnet Version Banner
Porta 23
Dettagll EIE IR IR I Ik I I I Ik Sk Sk Sk Sk S S 3 User ACCGSS LOgIn ********************--User:
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Soluzione It is highly adviceable to conl gure this output to return bogus or no informat

<
Segnalatori di Versione per: 192.168.0.225
Nessuno
Segnalatori di Versione per: 192.168.0.235 \
Nessuno

Segnalatori di Versione per: 192.168.0.248

Nome SSHd Version Banner
Porta 22
Dettagli SSH-2.0-OpenSSH_7.6p1 Ubuntu-4ubuntu

Soluzionét is highly recommended to conl gur his oUtput to return bogus or no informat
that already please ignore this warn

Nome HTTP Version Banner
Porta 80
Dettagli nginx

Soluzionét is highly recommengfe a conligure this output to return bogus or no informat
already done that ple&s ghore this warning. AttackString: HEAD / HTTP/1.0

Nome HTTP Version Ba r
Porta 443
Dettagli nginx

Soluzionét is hi commended to cond gure this output to return bogus or no informat
alre y that please ignore this warning. AttackString: HEAD / HTTP/1.0

Nome HT ersion Banner

Porta 3

Dettag nginx

uziondt is highly recommended to conl gure this output to return bogus or no informat
already done that please ignore this warning. AttackString: HEAD / HTTPR/1.0

Segnalatori di Versione per: 192.168.0.249

Nome SSHd Version Banner
Porta 22
Dettagli SSH-2.0-OpenSSH_7.6p1 Ubuntu-4ubuntu0.3

Soluzionét is highly recommended to conl gure this output to return bogus or no informat
that already please ignore this warning.
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Nome HTTP Version Banner
Porta 80
Dettagli nginx <

Soluzionét is highly recommended to conl gure this output to return bogus or no informat
already done that please ignore this warning. AttackString: HEAD / HTTR/1.0

Nome HTTP Version Banner
Porta 443
Dettagli nginx

Soluzionét is highly recommended to conl gure this output to return bog or no informat
already done that please ignore this warning. AttackString: EA HTTR/1.0

Nome HTTPS Version Banner
Porta 443
Dettagli nginx

Soluzionét is highly recommended to conl gure this outp to return bogus or no informat

already done that please ignore this warning. tacl@®String: HEAD / HTTP/1.0
Segnalatori di Versione per: 192.168 0. 1
Nome FTP Version Banner
Porta 21
Dettagli 220 Nucleus FTP Server (V 1.7) ready.

Soluzionét is highly recommendegd _to c@nl gure this output to return bogus or no informat

that already please ig 6 his warning.

Nome HTTP Version B ne
Porta 80
Dettagli Henry/1.1

Soluzionét is highd#™Mgecommended to conl gure this output to return bogus or no informat
already that please ignore this warning. AttackString: HEAD / HTTP/1.0

Segn ri di Versione per: 192.168.0.253

N e SHd Version Banner
I, 22
Det®agli SSH-2.0-WAmM_R

Soluzionét is highly recommended to conl gure this output to return bogus or no informat
that already please ignore this warning.

Segnalatori di Versione per: 192.168.0.254

Nome SSHd Version Banner
Porta 22
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Dettagli SSH-2.0-WAmM_R

Soluzionét is highly recommended to conl gure this output to return bogus or no informat
that already please ignore this warning. <

N
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Elenco delle Vulnerabilita

Sistema Target: 192.168.0.1

24

23

19

Vulnerabilita Vulnerabilita

Alto

Informazion| 3

Medio Basso Informazione

Livello rischio

IIAIIIIIIIIII

Vulnerabilita

Mail Server sent attack
Mailto Files ack
Windows TerWgigial Services RDP

Microsoft SQL Jerver

service listening 445 TCP Possible Vulnerable Remote Exploits

er Decode Vulnerability
Ar?.cap Information Disclosure

isghng Web Security Header Tag Permissions-Policy
MYssing Web Security Header Tag Content-Security-Policy
Missing Web Security Header Tag Referrer-Policy
Lethal Attack 1 HTTP Crawler Cross Site Scripting Rel ected XSRF
Missing Web Security Header Tag Strict-Transport-Security
Missing Web Security Header Tag X-Content-Type-Options
Missing Web Security Header Tag X-Xss-Protection HTTP
NetBIOS service listening 137 UDP
Possible Service/Game: pc game port Identid ed
Web Login Box #check?2
HTTP only port without SSL found
Lethal Attack 1 HTTP Internal Server Error
MAC address obtained via NetBIOS
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Livello rischio Vulnerabilita

It is possible to obtain remote NetBIOS name table

NetBIOS service listening 139 TCP 4
All Protocols Tested

SMTP Ehlo Command

Mailserver Help Command information

Interesting directory HTTP /home/ Identil ed

Interesting directory HTTP /workstation/ Identid ed

Interesting directory HTTP /Home/ Identil ed \

Interesting directory HTTP
/G leadmin/gymfyn/Almenp?d/Kurser/Midtvejs_Matemat erialer/Matemat
kkens_metoder/ lIdentid ed

Identill ed Operating System Check #2 Microsoft Wi ows via Banner

MAC Address 00-50-56-8c-c5-05 VMware, Inc.

System Time Revealed ICMP TimeStamp

Remote system answers to PING command

System time via remote Web Server

SEO Check HTTP code 302 usage

IS Identid ed

Web Server Application Firewall: son: The server header is dil erent whi

Interesting directory HTTP /certid cates/ Identil ed

Interesting directory H /Account/ ldentid ed

System Time Revealed vi. ICMP TimeStamp Request

Interesting direct TP /Home/lndex/ Identid ed

Interesting dirgct TP /Tempor?ra%20Iinternetd ler/Low/Content.l|E5/ lde

Interesting regtory HTTP /account/ Identid ed
Interesting dirqctory HTTP /account/login/ Identil ed
Direct HTTP 334390 & HTTPS 0 Connections
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Sistema Target: 192.168.0.2

Vulnerabilita Vulnerabilita p

2%
24

29

[N

(=)

Alto Medio Basso Informazione

Livello rischio Vulngrab
Microsoft SQL Server
Messagequeue Server Execution O rd ow

MSSql service listening

Windows Terminal Ser RD P

Microsoft Messag Queing Service

RPC Port idengil e

NetBIOS sericgllistening 445 TCP Possible Vulnerable Remote Exploits

Game: Orbz B er Overld ow

SCADA Web Client Alaram Server /| Schneider /| PowerSCADA System lIdentid

Q@ eb Security Header Tag X-Xss-Protection HTTP
fissimpleanonexistanti le Information Disclosure

Web Security Header Tag Permissions-Policy

Web Security Header Tag Content-Security-Policy

Missing Web Security Header Tag Referrer-Policy

Missing Web Security Header Tag Strict-Transport-Security
Missing Web Security Header Tag X-Frame-Options

Missing Web Security Header Tag X-Content-Type-Options
MySQL Service running

Microsoft Windows RPC

X11 Server / Microsoft Windows RPC over HTTP

X11 Server

Point-To-Point (PPTP) Protocol tcp port 1723 identid ed
Lethal Attack 1 HTTP Crawler Cross Site Scripting XSS
Lethal Attack 1 HTTP Crawler Cross Site Scripting Rell ected XSRF

Q
o iITinnnni
s B LEE nunuun
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Livello rischio Vulnerabilita

Microsoft Windows 2107 tcp RPC
Microsoft Windows 2105 tcp RPC 4
X11 Snid AttackServer
Microsoft Windows 2103 tcp RPC
DNS Recursion Allowed
Lightweight Directory Access Protocol (LDAP)
NetBIOS service listening 139 TCP
NetBIOS service listening 137 UDP \
Possible Service/Game: Tales of Pirates Identil ed
Possible Service/Game: kerberos Grewall o0 can leak ing system lden
It is possible to obtain remote NetBIOS name tabl
LDAP Service
MAC address obtained via NetBIOS
Web Server Path Disclosure
HTTP only port without SSL found
Possible Service/Game: Star Wars Id 10
NTPd Service found PORT 123 T
Identil ed Operating System Che #4 Microsoft Windows via Banner
All Protocols Tested
Web Server Application wall: Reason: The server header is did erent wh
IS Identid ed
Identil ed Operating ste Windows 7 or 8 via Packet Check #3
SSL Client Inform
SSL Certil c information
Target port f nd slow to scan or scanner is being blocked by Grewall/ips s
System time via remote Web Server
Rem ystem answers to PING command
Syst me Revealed ICMP TimeStamp

C Address e0-23-0-6e-03-df Adapter manufacturer: UNKNOWN

em Time Revealed via. ICMP TimeStamp Request

Direct HTTP 334616 & HTTPS 1 Connections
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Sistema Target: 192.168.0.3

Vulnerabilita Vulnerabilita p
14
14
14
8
6
4
2
Alto Medio Basso Informazione
Livello rischio Vulngrab
. SCADA System RSH RUGGEDCO 10 Overd ow
|| Backdoor WinRemoteShell / IBM Ti li ODBC Command Execution
|| SSH Service Accessible
| zoom remote exploit P ntid ed
|| Missing Web Security He er Tag Permissions-Policy
|| Missing Web Sec eader Tag Referrer-Policy
|| Missing Web cu eader Tag X-Frame-Options
| Missing We urity Header Tag X-Xss-Protection HTTP
|| Jetty Web Serv§yr File Geronimo cal2.jsp Cross Site Scripting
|| Rsh service on TCP port 514
| rvice found on UDP 514

ht Directory Access Protocol (LDAP)
TR only port without SSL found
L P Service
Web Server Path Disclosure
Possible Service/Game: kerberos Grewall o0 can leak operating system lden
Possible Service/Game: OpenEye Server Identil ed
Possible Service/Game: X10 AirSight XX39A Identild ed
All Protocols Tested
Interesting directory HTTP /vci/downloads/ Identil ed
Possible Web Server Application Firewall: The site http://192.168.0.3:9084
MAC Address 00-0c-29-55-3a-09 VMware, Inc.
Identil ed Operating System Linux 2.2.x-3.x via Packet Check #3

SSL Client Information

SSL Certilcate information
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Livello rischio Vulnerabilita
|| Target port found slow to scan or scanner is being blocked by Grewall/ips s
[ | Target port found slow to scan or scanner is being blocked by Grewall/ips 4
|| System time via remote Web Server
| Remote system answers to PING command
|| Direct HTTP 501636 & HTTPS 2 Connections

Sistema Target: 192.168.0.4 \

Vulnerabilita Vulnerabj
10
9
8
7
6
5
4
3
2
. AIt.o:-
=
o Medio Basso Informak Informazio M p
Livello rischio Vulnerabilita
| Windows TermWgal Services RDP
|| NetBIOS service listening 445 TCP Possible Vulnerable Remote Exploits
ible to obtain remote NetBIOS name table
ess obtained via NetBIOS
HPTP only port without SSL found
I0S service listening 137 UDP
NetBIOS service listening 139 TCP
All Protocols Tested
|| System Time Revealed via. ICMP TimeStamp Request
| MAC Address 00-50-56-8c-¢c3-03 VMware, Inc.
] System Time Revealed ICMP TimeStamp
| Remote system answers to PING command
|| System time via remote Web Server
[ | Identil ed Operating System Linux 2.2.x-3.x via Packet Check #3
[ | Identil ed Operating System Check #2 Microsoft Windows via Banner
| Direct HTTP 167181 & HTTPS 0 Connections
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Sistema Target: 192.168.0.13

Vulnerabilita Vulnerabilita

e o %

Alto Medio Basso Informazione

Informazio

Livello rischio Vulngrab [§i#a
|| MAC Address 28-29-86-04-61-5 by Schneider Electric
| Remote system answers to PING c mand

| Direct HTTP 0 & HTTPS 0_Connections

Sistema Target: 192.168.

Vulnerabi a Vulnerabilita

Alto: [l
Medio [N
r@ Bassof0]

Alto Medio Basso Informazione Informazio Ml P
Livello rischio Vulnerabilita
| Directory OCR ANPR Camera Traversal LFI
|| File sgms/auth Authentication Bypass
|| File /swarm.cgi Aruba Instant Remote Command Execution (RCE)
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Livello rischio Vulnerabilita

|| File 80%eeNu(*CNuLg@-00 yig\RY£ye... e..s[f[M{Nasp Information Disclosure webshe

| File Jspspy%20web~shell%20V1.0%20[MAMEH20Q Q%H20410588.jsp Informatid
Disclos
ure webshell

| File MYSQL%20Manager%20-Asp.net%20Silic%20G Nou(migp28sipcker%20frmy
Information Disc
losure webshell

|| File response_packet_from_icmpsh_slave_containing_output_gf§ommand_w
Discl
osure webshell \

| File shell~ Information Disclosure webshell

All Protocols Tested

System Time Revealed via. ICMP TimeStamp Requ t

MAC Address d0-15-a6-cc-28-64 Adapter manufa§turey: UNKNOWN
System Time Revealed ICMP TimeStamp

Remote system answers to PING command

System time via remote Web Server

Sistema Target: 192.168.0.25

Vulnerabilita Vulnerabilita

Alto: [l
Medio 2

Bassof3]

Informazio [iEH P

Medio Informazione

Basso

lo rischio Vulnerabilita

| SSH Service Accessible
| DNS Recursion Allowed
| 8081 Port Identid cation
HTTP only port without SSL found
ASP.NET path disclosure
Possible Service/Game: directtv Identil ed
[ | Identid ed Operating System Check #2 Microsoft Windows via Banner
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Livello rischio Vulnerabilita
- All Protocols Tested
|| System Time Revealed via. ICMP TimeStamp Request
[ | MAC Address e0-23-0-6e-03-df Adapter manufacturer: UNKNOWN
] System Time Revealed ICMP TimeStamp
| Remote system answers to PING command
|| Identil ed Operating System Linux 2.2.x-3.x via Packet Check #
| Direct HTTP 334382 & HTTPS 0 Connections

N

Sistema Target: 192.168.0.27

Vulnerabilita VulneraWilita

18
14

14

2. Alto: [l
Medio: [H0]
r@ BassofT]

0

- H Informazion 5
Alto Medio Basso Mg mazione

Livello rischio Vulnerabilita
[ | Mis g

Veb Security Header Tag X-Frame-Options
|| iSSIMY eb Security Header Tag Strict-Transport-Security
|| Fie /js/home.js Information Disclosure
. /home.html| Information Disclosure
|| Missing Web Security Header Tag Permissions-Policy
SSL PFS Forward Secrecy Check
Q Missing Web Security Header Tag Content-Security-Policy
Missing Web Security Header Tag X-Xss-Protection HTTP
| Missing Web Security Header Tag Referrer-Policy
|| Missing Web Security Header Tag X-Content-Type-Options
HTTP only port without SSL found
Interesting directory HTTP /help/ Identil ed
Interesting directory HTTP /../ lIdentil ed
Interesting directory HTTP /%00/ Identild ed

Interesting directory HTTP /%00/interact.sh/ Identil ed
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Livello rischio Vulnerabilita
- All Protocols Tested
|| System Time Revealed via. ICMP TimeStamp Request <
[ | Identil ed Operating System Linux 2.2.x-3.x via Packet Check #3
| SSL Client Information
| SSL Certil cate information
|| Target port found slow to scan or scanner is being blocked by Gffewall/ips s
|| System time via remote Web Server
| Remote system answers to PING command \
|| System Time Revealed ICMP TimeStamp
[ | MAC Address b0-7d-47-37-98-d4 Cisco Systems, Inc
[ ] File /login.html admin interface identil ed

Sistema Target: 192.168.0.29

Vulnerabilita Vulnerabilita

24

19

14

14

Alto: BN
Medio: [
Bassof7]

Informazion 7

Informazione

Livello risc Vulnerabilita

Apple RTSP quicktime Remote Preauth Code Execution

|
|| X Font Service found on the remote system
Q Microsoft(R) Biztalk Server Vulnerability
ctf australia 2014 /| SCADA PLC RUGGEDCOM DNP3 System Identid ed
| Missing Web Security Header Tag X-Content-Type-Options
[ | uTorrent Peer to Peer Web Server

| Web Server Authentication Method NTLM Disclosure

|| Missing Web Security Header Tag Strict-Transport-Security

|| Missing Web Security Header Tag Referrer-Policy

|| Missing Web Security Header Tag Content-Security-Policy
|

Missing Web Security Header Tag Permissions-Policy
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Livello rischio Vulnerabilita

Web Server Authentication Method Basic Disclosure
Missing Web Security Header Tag X-Xss-Protection HTTP
Sage Content Management System Cross Site Scripting
Oracle 9iAS Access of SOAP documentation

File userslist.asp Path Disclosure

ASP.NET path disclosure

Possible Service/Game: Star Wars Identid ed

Possible Service/Game: freephoneline Identil ed \
HTTP only port without SSL found

Lethal Attack 1 HTTP Possible CGI

Identil ed Operating System Check #2 Linux via Ba er
All Protocols Tested

Interesting directory HTTP /../ Identil ed

Identid ed Operating System Check #2 LinufjviajBanner

MAC Address 48-ea-63-bb-4f-55 Zheji g Uniview Technologies Co.,
Interesting directory HTTP /[.../.../...
Interesting directory HTTP /..... entid
Interesting directory HTTP /...... d tid ed
Interesting directory HTTP /............... / Identid ed

Interesting directory HT .. ldentid ed

Interesting directory H "%00/ Identid ed

Interesting direct TTPY/..%00 Identid ed
Interesting direct TP /%00/ Identid ed
Interesting digfectory HTTP /%00/interact.sh/ Identid ed
System time W& remote Web Server

Remote system answers to PING command

Dire TP 784276 & HTTPS 0 Connections

Ltd.
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Sistema Target: 192.168.0.30

Vulnerabilita Vulnerabilita
61
5] 20.0%
4
3
2
1
Alto Medio Basso Informazione Infornasio
Livello rischio Vulngrab N#o
|| SSH Service Accessible
|| Target ip address system reverse al c
| Telnet Service
HTTP only port without ound

SNMP service detected oMyudp

All Protocols Tes
MAC Address 20-6 -9f-33-80 Hewlett Packard Enterprise
Remote sys nswers to PING command

Identid ed Ope ing System Windows XP via Packet Check #3
Direct HTTP 5805 & HTTPS 0 Connections
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Sistema Target: 192.168.0.34

Vulnerabilita Vulnerabilita

9

8 ¢

7

61

5

4

3

2

1

Alto Medio Basso Informazione [nformazio

Livello rischio Vulngrab [§i#a
| SSH Service Accessible

| DNS Recursion Allowed

| 8081 Port Identid cation

HTTP only port without ound
ASP.NET path disclosure

Possible Service/ @ directtv Identid ed
ne f

[ | Identil ed Opepati stem Check #2 Microsoft Windows via Banner
[ All Protocol§TghSted

|| System Time ealed via. ICMP TimeStamp Request

| MAC Address ac-86-74-6f-8f-c0 Open Mesh, Inc.

|| Sys ime Revealed ICMP TimeStamp

| emo ystem answers to PING command

|

Igfengil ed Operating System Linux 2.2.x-3.x via Packet Check #3
ect HTTP 335610 & HTTPS 0 Connections
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Sistema Target: 192.168.0.37

Vulnerabilita Vulnerabilita
14
14
14
8
6
4
2
Alto Medio Basso Informazione
Livello rischio Vulngrab
|| NetBIOS service listening 445 TP ssible Vulnerable Remote Exploits
|| Missing Web Security Header Tag ict-Transport-Security
|| DeleGate Web Server Denjal of Service
] vsftpd DoS
|| VMware ESXI / Possible vell Client running Port 427 TCP
|| Missing Web Sec eader Tag Permissions-Policy
|| Missing Web cu eader Tag Content-Security-Policy
] Missing We urity Header Tag Referrer-Policy
|| Missing Web S urity Header Tag X-Content-Type-Options
|| NetBIOS User Name Retrieval #1
|| Op pbios Shares Without Username and Password
] pen bios Shares
| ndgmail Man in the Middle Attacks

L of Netbios service lists installed

HTTP only port without SSL found

NetBIOS service listening 137 UDP

MAC address obtained via NetBIOS

It is possible to obtain remote NetBIOS name table
HP Laserjet or brand Printer Identil ed

NetBIOS service listening 139 TCP

SNMP service detected on udp

Printer Spooler access port 515 TCP

SMTP Ehlo Command

All Protocols Tested

Mailserver Help Command information
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Livello rischio Vulnerabilita
|| Possible Web Server Application Firewall: The site http://192.168.0.37:631
|| System Time Revealed via. ICMP TimeStamp Request <
[ | Identil ed Operating System Linux 3.x via Packet Check #3
|| System time via remote Web Server
| Remote system answers to PING command
|| System Time Revealed ICMP TimeStamp
| MAC Address 00-80-91-b9-bb-29 TOKYO ELECTRIC CO.,LTD
|

Direct HTTP 503536 & HTTPS 0 Connections \

Sistema Target: 192.168.0.40

Vulnerabilita Vuln lita
14
14
14
8
6
4
2 Alto: [l
Medio: 2]
Bassof 9]
Alto Medio Basso Info UBHOHAICIO !
Livello rischio Vulnerabilita
|| etB service listening 445 TCP Possible Vulnerable Remote Exploits
|| M#ssing Web Security Header Tag Strict-Transport-Security
| Gate Web Server Denial of Service
[ ] vsftpd DoS
VMware ESXI| / Possible Novell Client running Port 427 TCP
Missing Web Security Header Tag Permissions-Policy
Missing Web Security Header Tag Content-Security-Policy
] Missing Web Security Header Tag Referrer-Policy
|| Missing Web Security Header Tag X-Content-Type-Options
|| NetBIOS User Name Retrieval #1
|| Open Netbios Shares Without Username and Password
|| Open Netbios Shares
|| Sendmail Man in the Middle Attacks

List of Netbios service lists installed
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Livello rischio Vulnerabilita

HTTP only port without SSL found
NetBIOS service listening 137 UDP <
MAC address obtained via NetBIOS

It is possible to obtain remote NetBIOS name table

HP Laserjet or brand Printer Identild ed

NetBIOS service listening 139 TCP

SNMP service detected on udp

Printer Spooler access port 515 TCP \

SMTP Ehlo Command

All Protocols Tested

Mailserver Help Command information

Possible Web Server Application Firewall: The e hhtp://192.168.0.40:631
System Time Revealed via. ICMP TimeStam equest

Identid ed Operating System Linux 3.x via ck Check #3

System time via remote Web Server

Remote system answers to PING com d

System Time Revealed ICMP Ti tamp

MAC Address 00-80-91-b8-52-1b™0 O ELECTRIC CO.,LTD

Direct HTTP 503536 & HTTPS 0 Connections

Sistema Target: 192.168.0

Vulnerabiliga Vulnerabilita
9
8
7
6]
5
4 @
2
il
1 Alto: [l
Medio 8]
Bassof 5]
Alto Medio Basso Informazione Informazio Ml P
Livello rischio Vulnerabilita
|| Windows Terminal Services RDP
|| Missing Web Security Header Tag X-Xss-Protection HTTP
|| Missing Web Security Header Tag Strict-Transport-Security
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Livello rischio Vulnerabilita
|| Missing Web Security Header Tag Permissions-Policy
[ ] DNS Recursion Allowed
|| Missing Web Security Header Tag Content-Security-Policy
| Missing Web Security Header Tag Referrer-Policy
|| Missing Web Security Header Tag X-Frame-Options
|| Missing Web Security Header Tag X-Content-Type-Options

NetBIOS service listening 139 TCP

NetBIOS service listening 137 UDP \
It is possible to obtain remote NetBIOS name table

MAC address obtained via NetBIOS

HTTP only port without SSL found

Identid ed Operating System Check #2 Microsoft indpws via Banner
All Protocols Tested

Identid ed Operating System Linux 2.2.x-3.3viajPacket Check #3
Remote system answers to PING com nd

System Time Revealed ICMP TimeSta

MAC Address 00-28-f8-30-ae-2b el Cofporate

System Time Revealed via. ICM i Stamp Request

Direct HTTP 2608 & HTTPS 0 Connections

Sistema Target: 192.168.0

Vulnerabiliga Vulnerabilita
9
8
7
6
5
4
2
il
1 Alto: [l
Medio 6N
Bassof7]
Alto Medio Basso Informazione Informazio Ml
Livello rischio Vulnerabilita
|| Microsoft(R) Biztalk Server Vulnerability
|| Missing Web Security Header Tag Permissions-Policy
|| Easycom/safecom Print Server Remote Denial of Service
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Livello rischio Vulnerabilita
. CUPS Service ldentid ed
|| SSL PFS Forward Secrecy Check
|| Missing Web Security Header Tag X-Xss-Protection SSL
|| Missing Web Security Header Tag Referrer-Policy SSL

ASP.NET path disclosure

Printer Spooler access port 515 TCP

HTTP only port without SSL found

SNMP service detected on udp \
unsafe Web Security Header Tag Content-Security-Poli

HP Laserjet or brand Printer Identil ed

Oracle 9iAS Access of SOAP documentation

All Protocols Tested

Identid ed Operating System Linux 2.2.x-3.x a Packet Check #3
MAC Address e0-70-ea-fa-de-fa HP Inc.

SSL Client Information

SSL Certil cate information

Target port found slow to scan cann€r is being blocked by Grewall/ips s

Remote system answers to PING*®omghand

Direct HTTP 167834 & HTTPS 2 Connections

Sistema Target: 192.168.0

Vulnerabiliga Vulnerabilita

Alto: B
Medio: [
Bassof 8]
Alto Medio Basso Informazione Jioiiezliol 7

Livello rischio Vulnerabilita

| Apple RTSP quicktime Remote Preauth Code Execution

|| Microsoft(R) Biztalk Server Vulnerability

|| Missing Web Security Header Tag X-Content-Type-Options
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Livello rischio Vulnerabilita

uTorrent Peer to Peer Web Server

Web Server Authentication Method Basic Disclosure

Web Server Authentication Method NTLM Disclosure

ctf australia 2014 /| SCADA PLC RUGGEDCOM DNP3 System Identil e«
Missing Web Security Header Tag Strict-Transport-Security

Missing Web Security Header Tag Referrer-Policy

Missing Web Security Header Tag Permissions-Policy

Sage Content Management System Cross Site Scripting \
Missing Web Security Header Tag X-Xss-Protection HT

Missing Web Security Header Tag Content-Security-P
ASP.NET path disclosure

File userslist.asp Path Disclosure

Possible Service/Game: freephoneline Idenig d

Internal IP disclosure Check #3 192.168.

Oracle 9iAS Access of SOAP documengftion

unsafe Web Security Header Tag Con t- curity-Policy
HTTP only port without SSL fou

Lethal Attack 1 HTTP Possible

[ All Protocols Tested
| Interesting directory HT ool ..l 1dentild ed
|| Identil ed Operating Sy heck #2 Linux via Banner
|| Interesting directag TTPY/../ Identil ed
|| MAC Address 48- 89-94-cf Zhejiang Uniview Technologies Co., Ltd.
] Interesting digfectory HTTP /..... / Identid ed
|| Interesting d ctory HTTP /...... / Identid ed
|| Interesting directory HTTP /............... / Identid ed
[ | Inte g directory HTTP /.. Identil ed
| Inte g directory HTTP /..%00/ Identid ed
|| nperesting directory HTTP /..%00 Identid ed
|| tgffesting directory HTTP /%00/ Identil ed
Interesting directory HTTP /%00/interact.sh/ Identid ed
Identil ed Operating System Linux 2.2.x-3.x via Packet Check #3
|| System time via remote Web Server
| Remote system answers to PING command
- Direct HTTP 648478 & HTTPS 0 Connections
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Sistema Target: 192.168.0.100

Vulnerabilita Vulnerabilita
14 &
14
17
1d
8
6
4
2
Alto Medio Basso Informazione
Livello rischio Vulngrab
|| SSH Service Accessible
|| Missing Web Security Header Tag ss-Protection HTTP
|| VMWare ESXi / Novell Grogupwise Messenger Detection TCP
] VMware ESXI / Possibl Il Client running Port 427 TCP
|| Missing Web Security He er Tag Permissions-Policy
|| Allaire /%3f.jsp J irectory browsing Vulnerability
|| Missing Web cu eader Tag Referrer-Policy
|| Missing We urity Header Tag X-Frame-Options

VMware Auther§ication Daemon
VMware Auth Service Identid cation
Po @ ervice/Game: Remote Potato Identil ed
0SSil Service/Game: X-Lite Identid ed
b,Server Path Disclosure
P only port without SSL found
All Protocols Tested
SSL Client Information
Identid ed Operating System Linux 2.2.x-3.x via Packet Check #3
System Time Revealed via. ICMP TimeStamp Request
SSL Certid cate information
File /ui/index.html Information Disclosure
Interesting directory /ui/ HTTPS
Interesting directory // HTTPS
Interesting directory /.// HTTPS
Interesting directory /./ HTTPS

Interesting directory /%3f/ HTTPS
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Livello rischio Vulnerabilita
|| System time via remote Web Server
| Remote system answers to PING command
] System Time Revealed ICMP TimeStamp
[ | MAC Address 08-fl-ea-93-cd-fe Hewlett Packard Enterprise
|| Direct HTTP 167885 & HTTPS 160331 Connections

Sistema Target: 192.168.0.101 \
Vulnerabilita Vulnerabj
14
14
14
8
6
4
2
Alto Medio Basso Informag
Livello rischio Vulnerabilita
|| SSH Service cessible
|| Missing Web Security Header Tag X-Xss-Protection HTTP
| Misg Veb Security Header Tag Referrer-Policy
|| MW & SXi / Novell Groupwise Messenger Detection TCP
| VMware ESXI / Possible Novell Client running Port 427 TCP
[ | ire /%3f.jsp JRun Directory browsing Vulnerability
| Missing Web Security Header Tag Permissions-Policy
Missing Web Security Header Tag X-Frame-Options
VMware Authentication Daemon
VMware Auth Service Identil cation

HTTP only port without SSL found

Possible Service/Game: Remote Potato lIdentil ed
Possible Service/Game: X-Lite ldentid ed

Web Server Path Disclosure

All Protocols Tested

System Time Revealed via. ICMP TimeStamp Request

Identid ed Operating System Windows XP via Packet Check #3
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Livello rischio Vulnerabilita
- SSL Client Information
| SSL Certid cate information
[ ] File /ui/index.html Information Disclosure
|| System time via remote Web Server
| Remote system answers to PING command
|| System Time Revealed ICMP TimeStamp
|| MAC Address 08-fl-ea-93-c4-50 Hewlett Packard Enterprise
|

Direct HTTP 167885 & HTTPS 56380 Connections \

Sistema Target: 192.168.0.120

Vulnerabilita Vuln lita
8
T
64
54
4
3
2
1 Alto: [l
Medio [
Bassof 2]
Alto Medio Basso Info Informazio [l §
Livello rischio Vulnerabilita
| SH ice Accessible

|| sing Web Security Header Tag Strict-Transport-Security
|| ing Web Security Header Tag Content-Security-Policy
|| Target ip address system reverses tral c
Worldspan gateway Denial of Service
Q WorldSpan Res Gateway Denial of Service
Missing Web Security Header Tag Permissions-Policy
] Missing Web Security Header Tag Referrer-Policy
HTTP only port without SSL found
SNMP service detected on udp
All Protocols Tested

Remote system answers to PING command

Identid ed Operating System Linux 2.2.x-3.x via Packet Check #3

SSL Client Information
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Livello rischio Vulnerabilita
| SSL Certilcate information
|| System time via remote Web Server

[ | Direct HTTP 4538 & HTTPS 160331 Connections

Sistema Target: 192.168.0.121

v
Vulnerabilita Vulnerabilita
8
7
6
5 11.8% ‘
4
3
2
1 Alto: [l
Medio [
Bassof 2]
0 Alto Medio Basso Informazione Informazio MY
Livello rischio Vulnerabilita
- SSH Service Acce :
|| Missing We egurity Header Tag Strict-Transport-Security
|| Missing Web curity Header Tag Content-Security-Policy
|| Worldspan gateway Denial of Service
| Tar address system reverses trad c
|| orl n Res Gateway Denial of Service
|| sing Web Security Header Tag Permissions-Policy
|| ing Web Security Header Tag Referrer-Policy

HTTP only port without SSL found

SNMP service detected on udp

All Protocols Tested

MAC Address 08-fl-ea-93-c4-4e Hewlett Packard Enterprise
SSL Client Information

SSL Certid cate information

System time via remote Web Server

Remote system answers to PING command

Direct HTTP 4476 & HTTPS 160331 Connections
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Sistema Target: 192.168.0.201

Vulnerabilita Vulnerabilita
7
64
54
4
3
2
1
Alto Medio Basso Informazione
Livello rischio Vulngrab N#o
|| Telnet Service Default Passwor
|| Login interface identid ed on the t et telnet service
| Telnet Service
Possible Service/Game Wolf Identil ed
|| All Protocols Tested
|| System Time Revg via. ICMP TimeStamp Request
| MAC Address 30-1 -11-a2-45 Private
] System TimeégRgNealed ICMP TimeStamp
| Remote syste nswers to PING command
|| Direct HTTP 51 & HTTPS 0 Connections
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Sistema Target: 192.168.0.205

Vulnerabilita Vulnerabilita
7
64
54
4
3
2
1
Alto Medio Basso Informazione
Livello rischio Vulngrab N#o
|| Telnet Service Default Passwor
|| Login interface identid ed on the t et telnet service
| Telnet Service
Possible Service/Game Wolf Identil ed
| All Protocols Tested
|| System Time Revg via. ICMP TimeStamp Request
| MAC Address 30-1 -11-e9-a0 Private
] System TimeégRgNealed ICMP TimeStamp
| Remote syste nswers to PING command
|| Direct HTTP 51 & HTTPS 0 Connections
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Sistema Target: 192.168.0.222

Vulnerabilita Vulnerabilita
16
14
12
16
8
6
4
2
Alto Medio Basso Informazione
Livello rischio Vulngrab
|| File post.php Information Discl
| Upload /0 le.asp identid ed
|| Missing Web Security Header Tag Permissions-Policy
] Missing Web Security X-Frame-Options
|| Finger accessable via we
|| Missing Web Sec Content-Security-Policy
[ | Missing Web cu Referrer-Policy
|| Missing We urity Header Tag Strict-Transport-Security
|| Missing Web S urity Header Tag X-Content-Type-Options
|| Missing Web Security Header Tag X-Xss-Protection HTTP
| Fil i Cross Site Scripting
. ile IN accessible on remote web server
|| gip interface identid ed on the target telnet service
. net Service
|| File /if.cgi Cross Site Scripting
Access to /search
HTTP only port without SSL found
MRTG Conl guration Generator Path Disclosure
All Protocols Tested
Interesting directory HTTP /docs/NED?action=retrieve&location=. lIdentii ed

Interesting directory HTTP /doc/%3C?=ROOT_DIR?%3Eruntime/styles//aqual
Interesting directory HTTP /dir.php?dir=\.\./\.\./\.\./etc/ Identi( ed

System Time Revealed via. ICMP TimeStamp Request

Possible Web Server Application Firewall: The site http://192.168.0.222:80
Identid ed Operating System Windows XP via Packet Check #3
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Livello rischio Vulnerabilita

SEO Check Too many same keywords on a webpage

Remote system answers to PING command

System Time Revealed ICMP TimeStamp

MAC Address e€8-94-f6-67-4b-ec TP-LINK TECHNOLOGIES CO.,LTD.

Direct HTTP 167776 & HTTPS 0 Connections

Sistema Target: 192.168.0.225 \

Vulnerabilita Vulnerabj

Alto: [l
Medio BN
Bassof@]

Informazio [iEH P

Alto Medio Basso Informa

Livello rischio Vulnerabilita

. Messagequeu erver Execution Overl ow

|| ctf Malware Backdoor Port Identid ed

| posg tf port Malware Backdoor Port Identid ed

|| now ickdoor port 55555 / Telnet service identid ed

|| Mgtrosoft Message Queueing Service

| I0S service listening 445 TCP Possible Vulnerable Remote Exploits

| Microsoft Windows 2103 tcp RPC

Microsoft Windows 2107 tcp RPC

Microsoft Windows 2105 tcp RPC

It is possible to obtain remote NetBIOS name table
MAC address obtained via NetBIOS

Possible Service/Game: QNAP Identil ed

NetBIOS service listening 137 UDP

NetBIOS service listening 139 TCP

Printer Spooler access port 515 TCP

All Protocols Tested

MAC Address f0O-bc-c9-15-16-57 PFU LIMITED
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Livello rischio Vulnerabilita
|| Remote system answers to PING command

[ | Direct HTTP 63 & HTTPS 0 Connections

Sistema Target: 192.168.0.235

Vulnerabilita Vulnerabilita
4
3
2
1
Alto Medio Basso Informazione Informazio M P
Livello rischio Vulnerabilita
|| Possible UPNP on port 5000
MAC Address d8- c7-4a-a0 Microchip Technology Inc.
| Remote sys nswers to PING command
Direct HTTP HTTPS 0 Connections
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Sistema Target: 192.168.0.248

Vulnerabilita Vulnerabilita
20
18
14
14
13
14
8
6
4
2
Alto Medio Basso Informazione
Livello rischio Vulngrab
| SSH Service Accessible
| RPC Port identid ed
|| RPC port-mapper Vulnerahility
] NFS Service running
|| Missing Web Security He er Tag Permissions-Policy
|| Missing Web Sec eader Tag Content-Security-Policy
|| Missing Web cu eader Tag Referrer-Policy
|| Missing We urity Header Tag Strict-Transport-Security
|| Missing Web S urity Header Tag X-Content-Type-Options
|| Missing Web Security Header Tag X-Frame-Options
|| Mis ﬂ@ eb Security Header Tag X-Xss-Protection HTTP
TTP y port without SSL found
rvices via RPC
NVAS Service Identil cation
SSL Client Information
Identil ed Operating System Check #2 Ubuntu Linux via Banner
| All Protocols Tested
| SSL Certil cate information
| Remote system answers to PING command
] Interesting directory /vpns/../] HTTPS
|| Interesting directory /vpn/../ HTTPS
|| Interesting directory /unix/ALEX/Xserver2.10/../../../ HTTPS
| Interesting directory /unix/ALEX/Xserver2.00/../../..]/ HTTPS
[ | Interesting directory /unix/ALEX/Xserver2.0/../../../ HTTPS
|| Interesting directory /unix/ALEX/Xserver/../../..] HTTPS
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Livello rischio Vulnerabilita
|| Interesting directory /accounts/../ HTTPS
|| Interesting directory // HTTPS
|| Interesting directory /.// HTTPS
|| Interesting directory /./ HTTPS
|| System time via remote Web Server
| Direct HTTP 167868 & HTTPS 160331 Connections
Sistema Target: 192.168.0.249 \
Vulnerabilita Vulnerabi
25
19
15
143
9
6
3 Alto: BN
Medio 8N
Bassof3]
0 Alto Medio Basso piclinzion ¥

Livello rischio Vulnerabilita

|| SSH Service Accessible

identid ed

eb Security Header Tag Strict-Transport-Security
sing Web Security Header Tag X-Xss-Protection HTTP
ing Web Security Header Tag X-Frame-Options

RPC port-mapper Vulnerability

|
|
|
|
NFS Service running
Q Missing Web Security Header Tag X-Content-Type-Options
|
|

Missing Web Security Header Tag Permissions-Policy
Missing Web Security Header Tag Content-Security-Policy
Missing Web Security Header Tag Referrer-Policy

HTTP only port without SSL found

OpenVAS Service ldentid cation

Services via RPC

SSL Client Information

Identid ed Operating System Check #2 Ubuntu Linux via Banner
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Livello rischio Vulnerabilita

Identil ed Operating System Linux 2.2.x-3.x via Packet Check #3
All Protocols Tested

SSL Certid cate information

MAC Address 00-50-56-a2-0d-52 VMware, Inc.

Interesting directory /vpns/../ HTTPS

Interesting directory /vpn/../ HTTPS

Interesting directory /unix/ALEX/Xserver2.10/../../../ HTTPS
Interesting directory /unix/ALEX/Xserver2.00/../../../ HTTP\
Interesting directory /unix/ALEX/Xserver2.0/../../..1 HT
Interesting directory /unix/ALEX/Xserver/../../..] HTT
Interesting directory /accounts/../ HTTPS

Interesting directory // HTTPS

Interesting directory /.// HTTPS

Interesting directory /./ HTTPS

System time via remote Web Server

Remote system answers to PING com d

Direct HTTP 167868 & HTTPS 16, 31 C nections

Sistema Target: 192.168.0.251

Vulnerabilita Vulnerabilita

Alto BN
Medio: [HHE]
Bassof 4]
Alto Medio Basso Informazione Infermazions__J g
Livello rischio Vulnerabilita
|| Lethal Attack 1 HTTP Blind SQL Injection
[ ] File /login.htm~ Information Disclosure

File /Login.html Information Disclosure

Missing Web Security Header Tag Content-Security-Policy

File /banner.html Information Disclosure
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Livello rischio Vulnerabilita
|| File /login.htm Information Disclosure
[ ] File /login.html~ Information Disclosure
[ ] File /login.htm~ Information Disclosure
| Missing Web Security Header Tag Permissions-Policy
|| Apache HBase Hadoop database Port Identid cation
|| Missing Web Security Header Tag Referrer-Policy
|| Missing Web Security Header Tag Strict-Transport-Security
| Missing Web Security Header Tag X-Content-Type-Options\
|| Missing Web Security Header Tag X-Frame-Options
|| Missing Web Security Header Tag X-Xss-Protection H
[ ] File /Login.htm Information Disclosure

Possible Service/Game: Video Patrol Identid ed

Possible Service/Game: X-Lite ldentia ed

S-HTTP web server Detected

S-HTTP web server Detected #2

Interesting directory HTTP /maintena . I/ Identid ed
Interesting directory HTTP /mapj apixfdoc/en/changes.html/ Identil ed
Interesting directory HTTP /map dog/en/changes.html/ Identid ed
Interesting directory HTTP /manual/index.html/ Identil ed
Interesting directory HT logon.html/ Identid ed

Interesting directory H ail.html/ Identid ed

Interesting direct TTP"/logs.html/ Identid ed

Interesting direct TP /logs.htm/ Identid ed

Interesting digfectory HTTP /logon/logon.html/ Identid ed
Interesting d ctory HTTP /members.htm/ Identid ed

Interesting directory HTTP /member/login.html/ Identid ed

cols Tested

g directory HTTP /members.html/ Identil ed

ngeresting directory HTTP /members/login.html/ Identid ed

tgffesting directory HTTP /modelsearch/admin.html/ Identid ed
Interesting directory HTTP /modelsearch/index.html/ Identid ed
Interesting directory HTTP /modelsearch/login.html/ Identid ed
Interesting directory HTTP /moderator.html/ Identil ed
Interesting directory HTTP /moderator/admin.html/ Identid ed
Interesting directory HTTP /moderator/login.html/ Identid ed
Interesting directory HTTP /login.html/ Identid ed
Interesting directory HTTP /netadmin.htm/ Identil ed
Interesting directory HTTP /netadmin.html/ Identil ed
Interesting directory HTTP /logon.htm/ Identid ed

Interesting directory HTTP /includes/webadmin.html/ Identil ed

Interesting directory HTTP /login.htm/ Identil ed
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Livello rischio

Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Inte g
Inte"!”g
ngeresting

tgffesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting

Interesting

directory
directory
directory
directory
directory
directory
directory
directory
directory
directory
directory
directory
directory
directory
directory
directory
directory
directory
directory
directory
directory
direct

direct

digfectory
d ctory
directory
directory
directory
directory
directory
directory
directory
directory
directory
directory
directory
directory
directory
directory
directory

directory

HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HT

TTP
TP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP

Vulnerabilita
/help.htm/ Identil ed
/lerror.html/ lIdentid ed
/lerror404.htm/ ldentid ed
/lestore/annotated-index.html/ Identid ed

/estore/index.html/ Identid ed

lexamples/jsp/cal/lcall.jsp\x00.html ent)0 ed

/lexamples/serviets/index.html/ Ide™nti

/ale_upload.htm/ Identid ed \

/0 le_upload.html/ Identid ed

/0 leadmin.html/ Identid ed

/grabbed.html/ Identid e

/home.html/ Identid e

/log.html/ Identij

[imprint.html/ I§enti¥ed

/ooladug/i ex.html/ Identii ed

/index.htm degttit ed

lindegfl"htm/¥dentil ed

linst .hgm/ Identia ed

/linstall.html/ Identid ed

installation.htm/ Identid ed
stallation.html/ Identia ed

/linktous.html/ Identit ed

/log.htm/ Identit ed

/Inucleus/documentation/history.html/ Id

/Ipost.html/ Identil ed

/looladug/index.html/cgi-bin/ Identil ed

/vl/test/js/console.html/ Identid ed

/Isysadmin.html/ Identil ed

/test.htm/ Identid ed

/test.html/ Identid ed

/test2.html/ Identid ed

/tiny_mce/plugins/i lemanager/examples

/tiny_mce/plugins/imagemanager/pages/im/index

/lupload.htm/ Identil ed
/lupload.html/ Identil ed
/ur-admin.html/ Identid ed
/luser.html/ Identid ed
/webadmin.html/ Identid ed
Isubscribe.html/ Identii ed
/webadmin/admin.html/ Identid ed

/webadmin/index.html/ Identii ed

d

entii ed

hitml/ 1d
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Livello rischio Vulnerabilita

Interesting directory HTTP /webadmin/login.html/ Identil ed

Interesting directory HTTP /webdav/index.html/ Identid ed 4
Interesting directory HTTP /webstats.html/ Identid ed

Interesting directory HTTP /wp-content/plugins/akismet/webadmin.htngl/ Ide
Interesting directory HTTP /wp-content/plugins/google-sitemap-ge meLor/wi
Interesting directory HTTP /wwwstats.htm/ Identil ed

File /login.html admin interface identid ed

PHP Identit ed #4 \
Interesting directory HTTP /swagger-ui.html/ Identid ed

Interesting directory HTTP /stssys.htm/ Identi( ed

Interesting directory HTTP /order.htm/ Identid ed

Interesting directory HTTP /private.html/ Identi d

Interesting directory HTTP /pages/admin/a n-logirn.html/ Identid ed

Interesting directory HTTP /panel-administQaciom/admin.html/ Identil ed

Interesting directory HTTP /panel-ad istracion/index.html/ Identid =2d

Interesting directory HTTP /panel-ad acion/login.html/ Identit ed
Interesting directory HTTP /pas rd.html/ Identid ed
Interesting directory HTTP /passwords.html/ Identid ed
Interesting directory HTTP /popup.htm/ Identil ed
Interesting directory HT popup.html/ Identid ed
Interesting directory H ail.htm/ lIdentid ed
Interesting direct TTP"/postinfo.html/ Identil ed
Interesting direct TP /readme.html/ Identil ed
Interesting digfectory HTTP /start.html/ Identid ed
Interesting d ctory HTTP /recherche.html/ Identil ed
Interesting directory HTTP /relogin.htm/ Identid ed
Inte g directory HTTP /relogin.html/ Identid ed
Inte g directory HTTP /reset.html/ Identil ed

ngeresting directory HTTP /searchresults.html/ Identil ed

tgffesting directory HTTP /settings.html/ Identil ed
Interesting directory HTTP /signin.htm/ Identid ed
Interesting directory HTTP /signin.html/ lIdentii ed
Interesting directory HTTP /siteadmin/login.html/ Identi( ed
Interesting directory HTTP /ss_vms_admin_sm/admin/account.html/ ldentid e
Interesting directory HTTP /entrar.html/ Identid ed
Interesting directory HTTP /docs/html/admin/ch01s04.html/ Identid ed
Interesting directory HTTP /docs/html/developer/ch03s15.html/ Identil ed
Interesting directory HTTP /admin.htm.php/ Identid ed
Interesting directory HTTP /_layouts/userinfo.htm/ Identii ed

Interesting directory HTTP /_vti_inf.html/ Identid ed

Interesting directory HTTP /_vti_info.html/ Identil ed
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Livello rischio Vulnerabilita

Interesting directory HTTP /account.html/ Identil ed

Interesting directory HTTP /account/login.htm/ Identid ed 4
Interesting directory HTTP /account/login.html/ Identil ed
Interesting directory HTTP /accounts.htm/ Identid ed
Interesting directory HTTP /accounts.html/ Identil ed
Interesting directory HTTP /adm.htm/ Identid ed

Interesting directory HTTP /adm.html/ Identild ed

Interesting directory HTTP /adm/index.html/ Identid ed \
Interesting directory HTTP /admin.htm/ Identid ed

Interesting directory HTTP /_layouts/alllibs.htm/ Iden
Interesting directory HTTP /admin.html.php/ Identi d
Interesting directory HTTP /admin.html/ IdentiQ

Interesting directory HTTP /admin.phpadmi tml/ entid ed

Interesting directory HTTP /admin/accountfhtml|fg Identid ed

Interesting directory HTTP /admin/ad n-login.html/ Identid ed

Interesting directory HTTP /admin/ad I/ Identid ed
Interesting directory HTTP /admigifadminfLogin.htm/ Identil ed
Interesting directory HTTP /adm a inLogin.html/ Identid ed
Interesting directory HTTP /admin/admin_login.html/ Identid ed
Interesting directory HT admin/controlpanel.htm/ Identil ed
Interesting directory H min/controlpanel.html/ Identil ed
Interesting direct TTPY/_layouts/settings.htm/ Identil ed
Interesting direct TP /_admin.html/ Identil ed
Interesting digfectory HTTP /admin/index.html/ Identid ed
Interesting d ctory HTTP /Administrator.htm/ Identild ed
Remote system answers to PING command

Operating System Linux 2.2.x-3.x via Packet Check #3
g directory HTTP /%00/interact.sh/ Identil ed

ngeresting directory HTTP /docs/cplugError.html/ Identid ed

tgffesting directory HTTP /%00/ Identil ed
Interesting directory HTTP /ADMIN/login.html/ Identid ed
Interesting directory HTTP /Adm.htm/ Identii ed
Interesting directory HTTP /Adm.html/ Identil ed
Interesting directory HTTP /Admin.htm/ Identil ed
Interesting directory HTTP /Admin.html/ Identid ed
Interesting directory HTTP /Administration.html/ Identid ed
Interesting directory HTTP /Administrator.html/ Identil ed
Interesting directory HTTP /WebSphereSamples/YourCo/main.html/ Identil et
Interesting directory HTTP /CFIDE/Administrator/startstop.html/ Identid ed
Interesting directory HTTP /ErrorPage.htm/ Identil ed

Interesting directory HTTP /Login.htm/ Identil ed
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Livello rischio

Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting

Interesting
Identid
ed

Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting
Interesting

Interesting

Interesting

Ipfferesting

resting
Interesting
Interesting
Interesting
Interesting
Interesting

Interesting

directory
directory
directory
directory
directory
directory
directory

directory

directory
directory
directory
directory
directory
directory
directory
directory
directory
directory
directory
directory
direct
direct
regtory
dirgctory
directory
directory
directory
directory
directory
directory
directory
directory
directory
directory

directory

Vulnerabilita
HTTP /Login.html/ Identil ed
HTTP /Members.htm/ Identid ed <
HTTP /Members.html/ Identid ed
HTTP /Privacy.html/ Identid ed
HTTP /README.htm/ Identid ed
HTTP /README.html/ Identid ed
HTTP /Secret/Galleryl.htm/ Identil ed
HTTP /WebSphereSamples/SingIeSamxs/AccountAndT

HTTP /WebSphereSamples/Single mples/Increment/in
HTTP /admin/home.html/ IdentWed
HTTP /admin/login.htm/ IdeW®iad g/d
HTTP /docs/html/devegfoper/ch02.html/ Identil ed
HTTP /conf.html/ 1denWl e
HTTP /bb-admindadgin.html/ Identid ed
HTTP /bb-admin/Igd .html/ Identid ed
HTTP /bb- iga/login.html/ Identid ed
HTTP /cancel ml/ Identid ed
HTTP /cgi-bin/index.html/ Identil ed
H /changelog.html/ Identii ed
HT /checkapache.html/ Identil ed
TP /city.html/ Identil ed
TP /ckeditor/cki nder/cki nder.html/ lIdentid ed
HTTP /cki nder/ckd nder.html/ Identid ed
HTTP /cms/design.htm/ Identi( ed
HTTP /cond g.html/ Identid ed
HTTP /auth.html/ Identid ed
HTTP /controlpanel.htm/ Identid ed
HTTP /controlpanel.html/ Identil ed
HTTP /cp.html/ Identil ed
HTTP /dashboard.html/ Identid ed
HTTP /demo/ejb/index.html/ Identid ed
HTTP /desktop/index_framed.htm/ Identil ed
HTTP /doc/en/changes.html/ Identid ed
HTTP /docs/CHANGELOG.html/ Identid ed
HTTP /docs/html/admin/chOl1.html/ Identid ed

MAC Address 00-60-b9-b8-0a-26 NEC Platforms, Ltd

Interesting directory HTTP /docs/html/admin/ch03s07.html/ Identil ed

Interesting directory HTTP /docs/html/admin/index.html/ Identid ed

Interesting directory HTTP /auth/login.html/ Identil ed

Interesting directory HTTP /auth.htm/ Identil ed
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Livello rischio Vulnerabilita

Interesting directory HTTP /admin/login.html/ Identil ed
Interesting directory HTTP /admincontrol.html/ Identid ed
Interesting directory HTTP /adminl.htm/ Identid ed

Interesting directory HTTP /adminl.html/ Identil ed

Interesting directory HTTP /admin2.html/ Identid ed

Interesting directory HTTP /adminLogin.html/ Identid ed
Interesting directory HTTP /admin_area/admin.html/ Identil e
Interesting directory HTTP /admin_areal/index.html/ Identio\
Interesting directory HTTP /admin_areal/login.html/ Ide ed

Interesting directory HTTP /admin_login.html/ Identid

Interesting directory HTTP /adminarea/admin.html den ed
Interesting directory HTTP /adminareal/index.ht Idjntid ed
Interesting directory HTTP /adminareal/logi ml/ entid ed
Interesting directory HTTP /admincontrol/l in.ftml/ Identid ed

Interesting directory HTTP /aphtpass .html dentid ed
Interesting directory HTTP /admincp/I e tml/ Identid ed
Interesting directory HTTP /admi#itstr8.html/ Identil ed
Interesting directory HTTP /adm stpation.html/ ldentid ed
Interesting directory HTTP /administrator.htm/ Identild ed
Interesting directory HT administrator.html!l/ Identil ed
Interesting directory H ministrator/account.html/ Identid ed
Interesting direct TTP"/administrator/index.html/ Identid ed
Interesting direct TP /administrator/login.html/ Identid ed
Interesting digfectory HTTP /adminpanel.html/ Identid ed
Interesting d ctory HTTP /admins.html/ Identil ed

Interesting directory HTTP /analog.html/ Identid ed

Inte g directory HTTP /apadminred.html/ Identid ed

Dire TP 167886 & HTTPS 0 Connections
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Sistema Target: 192.168.0.253

(=)

Vulnerabilita

Alto Medio

Basso Informazione

Vulnerabilita

Livello rischio Vuln
|| File /login/login.php~ Informati closure
|| File /login/oauth Information Discl ure
|| File /login/userverify.cgi Information Disclosure
| File /login/myaccount. ormation Disclosure
|| File /login/login~ Informa§ion Disclosure
|| File /login/dologi mation Disclosure
[ | File /login/logjpn.a formation Disclosure
[ | File /login/ mgfilogin.php Information Disclosure
|| File CTF pwnoS§v2 login.php Information Disclosure
|| File login.php Remote Command Execution (RCE)
|| Fil /login/default.php Information Disclosure
| ile n/loginindex.php Information Disclosure
|| Efle Jlogin/maindefault.php Information Disclosure
|| /login/mainmain.aspx Information Disclosure
[ | File /login/oauth~ Information Disclosure

File /login/index.asp Information Disclosure

File /login/search/password.log Information Disclosure
|| File /login/.viewevent.asp Information Disclosure
|| File /accounts.php Information Disclosure
| File /login/admin Information Disclosure
|| File /login/fadmin~ Information Disclosure
|| File /login/administrator Information Disclosure
[ | File /login/api/Glezilla.xml Information Disclosure
[ ] File /login/cpanel Information Disclosure
|| File /login/cpanel~ Information Disclosure
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Livello rischio Vulnerabilita
| SSH Service Accessible
[ ] File /login/.env Information Disclosure <

File /login Information Disclosure

File /login/index Information Disclosure

File /login/admin/admin.asp~ Information Disclosure
File /login/cpanel.hmtl Information Disclosure

File /login/admin/admin.asp Information Disclosure
File /login/index~ Information Disclosure \
File /logout Information Disclosure

File thisissimpleanonexistantile Information Disclosu
SSL PFS Forward Secrecy Check

File /login/kefuxian.mvc~ Information Disclosur

File /login/cpanel.html Information Disclos

File /login/super~ Information Disclosure

File /login/super Information Disclosu

File /login/login~ Information Disclos

File /login/login Information Dis sure

File /login/kefuxian.mvc Informa ngisclosure

HTTP only port without SSL found

Web Server Path Disclo

SSL Certid cate informa

SSL Client Inform

Identill ed Operati tem Linux 2.2.x-3.x via Packet Check #3
Target port fgUnd slow to scan or scanner is being blocked by Grewall/ips s
All Protocols sted

System Time Revealed via. ICMP TimeStamp Request

g directory /login/api/ HTTPS

ess e0-23-0-6e-03-df Fortinet, Inc.

tem"Time Revealed ICMP TimeStamp

epfote system answers to PING command
System time via remote Web Server
Interesting directory /error/ HTTPS
Interesting directory /login/ HTTPS
Interesting directory /login/activex/ HTTPS
Interesting directory /login/admin/ HTTPS
Interesting directory /login/fadmin/admin.asp/ HTTPS
Interesting directory /login/fadmin/db/ HTTPS
Interesting directory /login/admin/scripts/ HTTPS
Interesting directory /login/fadmin/web/ HTTPS
Interesting directory /login/fadministrator/ HTTPS

Interesting directory /login/cpanel/ HTTPS
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Livello rischio Vulnerabilita

Interesting directory /login/super/ HTTPS

Interesting directory /login/default.asp/exchange/ HTTPS
Interesting directory /login/facebook/ HTTPS

Interesting directory /login/home/ HTTPS

Interesting directory /login/index/ HTTPS

Interesting directory /login/log/ HTTPS

Interesting directory /login/log/suse/ HTTPS

Interesting directory /login/login.php/ HTTPS \
Interesting directory /login/login/ HTTPS

Interesting directory /login/oauth/ HTTPS

Interesting directory /login/oauth/twitter/ HTTPS
Interesting directory /login/oauth/v2/ HTTPS

Interesting directory /login/oauth/v2/yahool TP
Interesting directory /login/perl/ HTTPS

Interesting directory /login/search/ H PS

Direct HTTP 167845 & HTTPS 160331 n ctions

Sistema Target: 192.168.0.254

Vulnerabilita Vulnerabilita

Alto: BN

Medio: 8]

Bassof 2]

Alto Medio Basso Informazione InFermazien U
Livello rischio Vulnerabilita

File /login/login.php~ Information Disclosure
File /login/oauth Information Disclosure

File /login/userverify.cgi Information Disclosure
File /login/myaccount.php Information Disclosure

File /login/login~ Information Disclosure

File /login/dologin Information Disclosure
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Livello rischio

File
File
File
File
File

File
File
File
File

Vulnerabilita
/login/login.asp Information Disclosure
/login/home/login.php Information Disclosure
CTF pwnos v2 login.php Information Disclosure
login.php Remote Command Execution (RCE)
/login/login/default.php Information Disclosure
/login/loginindex.php Information Disclosure

/login/maindefault.php Information Disclosure

/login/mainmain.aspx Information Disclosure \
/login/oauth~ Information Disclosure

File /login/index.asp Information Disclosure
File /login/search/password.log Information DiscloQure
File /login/.viewevent.asp Information Disclosu
File /accounts.php Information Disclosure
File /login/admin Information Disclosure
File /login/admin~ Information Disclo re
File /login/administrator Information DN&clgsure
File /login/api/iGlezilla.xml Infor ion Isclosure
File /login/cpanel Information DISClogure
File /login/cpanel~ Information Disclosure
SSH Service Accessible
File /login/.env Informa n Disclosure
|| File /login Inform DisClosure
|| File /login/index | ation Disclosure
] File /login/a infadmin.asp~ Information Disclosure
|| File /login/cp el.hmtl Information Disclosure
[ | File /login/fadmin/admin.asp Information Disclosure
[ File in/index~ Information Disclosure
[ File ut Information Disclosure
|| i thisissimpleanonexistantd le Information Disclosure
|| SIWPFS Forward Secrecy Check
|| File /login/kefuxian.mvc~ Information Disclosure
File /login/cpanel.html Information Disclosure
File /login/super~ Information Disclosure
File /login/super Information Disclosure
[ ] File /login/login~ Information Disclosure
[ ] File /login/login Information Disclosure
|| File /login/kefuxian.mvc Information Disclosure
HTTP only port without SSL found
Web Server Path Disclosure
- SSL Certid cate information
. SSL Client Information
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Livello rischio Vulnerabilita

Identil ed Operating System Linux 3.x via Packet Check #3
Target port found slow to scan or scanner is being blocked by Grewall/ips 4
All Protocols Tested

System Time Revealed via. ICMP TimeStamp Request
Interesting directory /login/api/ HTTPS

MAC Address e0-23-0-6e-03-df Fortinet, Inc.

System Time Revealed ICMP TimeStamp

Remote system answers to PING command \
System time via remote Web Server

Interesting directory /error/ HTTPS

Interesting directory /login/ HTTPS

Interesting directory /login/activex/ HTTPS

Interesting directory /login/fadmin/ HTTPS

Interesting directory /login/fadmin/admin.asp/ HFTPS
Interesting directory /login/admin/db/ JTTPS

Interesting directory /login/admin/scr SIMTTPS

Interesting directory /login/admi eb/ HTTPS

Interesting directory /login/admitistgator/ HTTPS

Interesting directory /login/cpanel/ HTTPS

Interesting directory /lo super/ HTTPS

Interesting directory /1o fault.asp/exchange/ HTTPS
Interesting direct ogin/facebook/ HTTPS

Interesting direct gin/home/ HTTPS

Interesting digfectory /login/index/ HTTPS
Interesting d ctory /login/log/ HTTPS
Interesting directory /login/log/suse/ HTTPS
Inte g directory /login/login.php/ HTTPS
Inte g directory /login/login/ HTTPS

ngeresting directory /login/oauth/ HTTPS

tgffesting directory /login/oauth/twitter/ HTTPS
Interesting directory /login/oauth/v2/ HTTPS
Interesting directory /login/oauth/v2/yahoo/ HTTPS
Interesting directory /login/perl/ HTTPS
Interesting directory /login/search/ HTTPS

Direct HTTP 167845 & HTTPS 160331 Connections
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Vulnerabilita <

Sistema Target: 192.168.0.1

Livello risc /s Alto

Porta 25/tcp

SPID 1750

CVE CVE-1999-0096

CVSS CVE-1999-0096 - CVSS Score V2:

Impatto The remote SMTP mail server did not compl when issued the command :;;|

root@this_host;;RCPT TO: |testing;; This pr@bab means that it is possible
program (0 les, which is a serious threat,gsinc Is allows anyone to overwrit
system.

re running to the latest version.
lidate that your MAIL FROM comm:

Soluzione  Please upgrade your SMTP Mail server
positive on some systems that do not
name request in it.

Output della vulnerabilita / Evidenze

AttackString: AttackOutput: 250 2.1.5 |testing@CERT-SERVER

Livello risc (s Alto

Porta 25/tcp

SPID 1764

CVE CVE-1999-0096

CVss CVE-1 -0096 - CVSS Score V2:

Impatto It is le to connect to the remote mail server software and issue a MAII
|/gsr/u ail|/usr/bin/sh and RCPT TO: root and by that execute commands c

egsame privileges as the web server software. Attackers can use this to co

e upgrade to the latest version of your mail server software. *NOTE Th
agdinst some systems that does not validate that a valid domain has been su
ommand.

Soluzione

Ougput Ila vulnerabilita / Evidenze
AttackString: AttackOutput: 250 2.1.5 root@CERT-SERVER

Livello risc | Alto

Porta 3389/tcp

SPID 2390

CVE CVE-2002-0444

CVE CVE-2001-0860

CVSS CVE-2002-0444 - CVSY.Score V2:
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CVSS

Impatto

Soluzione

CVE-2001-0860 - CVSY.Score V2:

The Terminal Services has been found running. Terminal Services is used to
login interface. If an attacker has gained a valid login and password the atti
service to gain further access on the remote system. The identil ed service |
Denial of Service vulnerability.

Be sure to change the default port. Either disable the Terminal Servicgs frorn
Panel->Administrative Tools->Service and G nd it and set it to disable &nd or

to the identil ed port. NOTE: In this check we only relied on the pres es o
system are setup to act with many ghost ports open in order to ck attacker
that you verify the service running on the port and if you KNO u and can

is run on the port that is not equal to what we detected please ign@e this ct

Output della vulnerabilita / Evidenze

Please note in this check we only relied on the presen f the"found| port. |
y

ou run another service on the found port please magk th check as a false
posit

ive in the menu.

Livello risc /i Alto

Porta 1434 /udp

SPID 3033

CVE CVE-2002-0649

CVSS CVE-2002-0649 - CVSS.Score V2:

Impatto The Microsoft SQL serv 00 has been identil ed on the remote system. It
vulnerabilities where it i osSible for an attacker to gain full access on the

Soluzione

service open to sp users it is recommended to only allow their IPs to b
issue the latest, Mi t patches from
http://www.migfosoft.com/technet/treeview/default.asp?url=/technet/security/
NOTE: In this ck we only relied on the presences of the identid ed port. S
with many ghos orts open in order to trick attackers. So it is recommended
running on the port and if you KNOW you and can verify that another service
not egq to what we detected please ignore this check.

It is recommended ock®ncoming tral c to the identil ed port atdrewall le
@ .

OQutput della vuliNg l[ita / Evidenze

Pgease Whte in this check we only relied on the presence of the found|port. |

r another service on the found port please mark this check as a false
po¥it
jive in the menu.

its
Livello risc | Alto
Porta 445/tcp
SPID 1990
Impatto The identd ed port running is known to contain the NetBIOS service. It is kno

vulnerabilities and it is highly recommended not to have this service |istenin

exploits like WannaCry on this port and it is recommended to drewall of the
users to connect to it.
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Soluzione

WINDOWS:
Network 0 Itering (through Grewalling or host-based security settings) should
NetBIOS resources are not accessible from the Internet via. TCP ports 135
require to allow NetBIOS services to be accessible, it is recommended that
such as C: and D: do not exist, and that strong user passwords and authenti
use.
If you wish to disable NetBIOS over TCP/IP locally - such as if you conn
dial-up connection, the following steps should be taken -
Click through Start-> Settings-> Network and Dial-up Connectiqg
Right click on Local Area Connection -> Properties choose Inté&rn Protocol
Advanced and WINS -> Disable NetBIOS over TCP/IP. Furth more®to stop tf
port 445 in Regedit please goto: \
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControISet\Se

A vanced Settings. Th

TransportBindName remove the "\Device\" value. It ca
Printer Sharing for Microsoft Networks. NOTE: In th chetk we only rlelied o

es\N@tBT\Paramete

Up Connections applet and there select Advanced and

identil ed port. Some system are setup to act wit ma ghost ports open in
it is recommended that you verify the service runn on the port and if you
that another service is run on the port that ¥ not equal to what we detected

Qutput della vulnerabilita / Evidenze
Please note in this check we only relieglfon the presence of the found port. |

y
ou run another service on the found por ase mark this check as a false
posit

ive in the menu.

Livello risc (s Alto

Porta 25/tcp

SPID 1762

CVE CVE-1999-00

CVSS CVE-1999-009 CVSS Score V2:

Impatto It is possible on the remote mail server software (smtp) to send commands t
/usr/bj udecode. Attackers can use this to compromise the system.

Soluzione

vulnerability is typically found in sendmail. Please upgrade to the lates
ttp://www.sendmail.org and remove the |/usr/bin/fuudecode line from /e
OWS:

Please upgrade to the latest version of your mail server software. *NOTE Th
gainst some systems that does not validate that a domain name has been sj
request.

ut della vulnerabilita / Evidenze
AttackString: AttackOQOutput: 250 2.1.5 decode@CERT-SERVER

Livello risc (s Alto

Porta 80/tcp

SPID 61559

Impatto The identid ed 0 le found on the remote web server is subject to a remote info

vulnerability. An attacker can use this information to base other attacks on.
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Soluzione  Please upgrade to the latest version of the identil ed software you are runnit
the G le is sensitive make it unavailable.

Output della vulnerabilita / Evidenze <

AttackOutput: HTTP/1.1 200 OK
Server: Microsoft-11S/10.0
X-Powered-By: ASP.NET

Date: Thu, 14 Sep 2023 13:33:29 GMT
Connection: close

Content-Length: O

Livello rischiols Medio

Porta 80/tcp

SPID 58860

Impatto The Permissions-Policy Security Header canfhelp, secure your website from X
sources of approved content you can this w prgfvent the browser from loadi
Security Header allows website securit Strator to control resources tl
allowed to load on a given page. This Ip protect against Cross Site Sc

Soluzione @ Fix by adding to your site: header W ions-Policy: accelerometer=(), ca

ation=(), gyroscope=(), magnetometer:
(), usb=(), xr-spatial-tracking=(), full
cture-in-picture=(), sync-xhr=(self)")

domain=(), encrypted-media=(),
payment=(), publickey-credential
autoplay=(self), microphone=(self),

Qutput della vulnerabilita / Evidenze

Livello rischiols Medio

Porta 80/tcp

SPID 58667

Impatto The Content Security Policy Security Header can help secure your website fr
sourcesm@f approved content you can this way prevent the browser from loadi

Sec
allowé

Meader allows website security administrator to control resources ti
load on a given page. This can help protect against Cross Site Sc

Soluzione IXgby adding to your site: header("Content-Security-Policy: block-all-mixed-
ipg-src 'self' www.youriste.com ")

Output la v®@nerabilita / Evidenze

Live®lo rischiols Medio

Porta 80/tcp

SPID 58666

Impatto The Referrer Policy is a newer security header that allows a website 1o contl

the web browser is sending with navigation away from a document. It is reco
set by all sites. The header protects which referrer information sent in Refel

Soluzione | Fix by adding to your site: header("Referrer-Policy: no-referrer,strict-origin-

Output della vulnerabilita / Evidenze
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Livello rischiols Medio

Porta 80/tcp <

SPID 62584

Impatto The identid ed 0 le found in the VULNOUTPUT section are subject to a igemote
vulnerability. This can allow an attacker to steal cookie based authen|tficatiol
system.

Soluzione | Please upgrade to the latest version of the identil ed G le and ordif you coded
input tests on it. The string rel ection is a symptom pf a possi ulnerabili
it's vulnerable. To avoid any issues, the best thing to do isKtre ct any p

Qutput della vulnerabilita / Evidenze

Lethal Attack Crawler Possible Cross Site Scripting Re ed: (GET
http://192.
168.0.1/Account/Login/yop)

Livello rischiols Medio

Porta 80/tcp

SPID 58665

Impatto The HTTP Web Security Header ri Transport Security is a recommended f
security on your website and stre™gthgns your implementation of TLS by forc
HTTPS. It is often know as HSTS t forces the web site to make the web b1

accessed only by using HTTPS instead of the insecure HTTP.

Soluzione @ Fix by adding to your si ader("Strict-Transport-Security: max-age=3153/
includeSubDomains")

Output della vulnerabilita / Evi e

Livello rischiols Medi

Porta 80/tcp

SPID 586

Impatto XaCon “Type-Options Security Header is used to prevent a browser from t

ensitive content type & forces the browser to use the declared content-type

sgd by the server to indicate the MIME types advertised in the Content-T
c ged. This can prevent MIME type snililng. The header was G rst introduce
Explorer IE 8 to allows webmasters block content snil ng that could transforn
ypes into executable MIME type. Other web browsers have introduced it as \
penetration testing process to expect this header to be set. The only valid v
header is nosnid .

So ione  Fix by adding to your site: header("X-Content-Type-Options: nosnid ")

Output della vulnerabilita / Evidenze

Livello rischiolil Medio
Porta 80/tcp
SPID 58662
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Impatto The HTTP X-XSS-Protection response header is a feature of Internet Explore
stops pages from loading when they detect rell ected cross-site scripting (XS
protections are largely unnecessary in modern browsers when sites implemer
Security-Policy that disables the use of inline JavaScript (‘funsafe-inline'),
protections for users of older web browsers that don't yet support CSP.

Soluzione To add the header please see:
https://scotthelme.co.uk/hardening-your-http-response-headers/#x-xssWprotec
the conl guration for the cross-site scripting 0 Iter built into most b rs. |
Protection: 1
mode=block" FIX: header("X-Xss-Protection: 1
mode=block")

Qutput della vulnerabilita / Evidenze \

VulnerabilitdNetBIOS service listening 137 UDP

Livello rischio Basso
Porta 137/udp
SPID 1990
Impatto The identd ed port running is known togfontain the NetBIOS service. It is kno
vulnerabilities and it is highly recomm egnot to have this service |istenin
Soluzione
WINDOWS:
Network O Itering (through G rewallin r host-based security settings) should

NetBIOS resources are not accessible from the Internet via. TCP ports 135 1
require to allow NetBIOS vices to be accessible, it is recommended that &
such as C: and D: do noj st, and that strong user passwords and authenti
use.

If you wish to disab
dial-up connection

OS over TCP/IP locally - such as if you are conn
ollowing steps should be taken -

Click through Start gttings-> Network and Dial-up Connection

Right click on Jfocal ea Connection -> Properties choose Internet Protocol
Advanced and®QWHNS -> Disable NetBIOS over TCP/IP. NOTE: In this check we
presences of t identi ed port. Some system are setup to act with many ghc
trick attackers. So it is recommended that you verify the service runnjing on
you an an verify that another service is run on the port that is not equal ti
igno check.

Qutput della wuln lita / Evidenze

I se note in this check we only relied on the presence of the found port. |
o] un another service on the found port please mark this check as a |false

posit
ve in the menu.

Vulnerabilit®ossible Service/Game: pc game port Identii ed

Livello rischio Basso

Porta 50007/tcp

SPID 61487

Impatto The identil ed port found open on the target system is subject to a remote at

exploit this vulnerability to crash the target prorgam or base other attacks o

Soluzione  Please upgrade to the latest version of the program. It is recommended to 01
already secure and updated to the latest version you can ignore this check.

Qutput della vulnerabilita / Evidenze
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Please note in this check we only relied on the presence of the found| port. |

y
ou run another service on the found port please mark this check as a false
posit

ive in the menu.

Vulnerabilitdeb Login Box #check2

Livello rischio Basso

Porta 80/tcp

SPID 58191

Impatto The identid ed web server found is known to be a login interface. This ci

ss: admin or ev
ed worm scrjpts to

from attackers by using default passwords such as: ad
admin as password. This can allow attackers and agtom

Soluzione | Please upgrade to the latest version of the iden
NOTE: If you are already running the latest versi

oftware you are runnir
ase ignore this check

Output della vulnerabilita / Evidenze
AttackString: GET / HTTP/1.0
AttackOutput: HTTP/1.1 302 Found
Location: /Account/Login
Server: Microsoft-11S/10.0
X-Powered-By: ASP.NET
Date: Thu, 14 Sep 2023 13:43:44 G
Connection: close

Vulnerabilitd TTP only port wit SSLYfound

Livello rischio Basso

Porta 80/tcp, 5985/t

SPID 58373

Impatto The identid ed We&b server port found open does not support SSL encryption.
have a http port open without forced ssl support. It can allow attackers to ot

Soluzione | It is mended to Grewall o0 the identiied port so only local users can c
http sl to be open. If you have redirected the port to example port 443

Is che
Output dell I rabilita / Evidenze

At®ckOutput: Protocol on 192.168.0.1:80/tcp matches http-apache-2

| rabilithethal Attack 1 HTTP Internal Server Error

Livée§lo rischio Basso

Porta 80/tcp

SPID 62583

Impatto The identil ed G les found in the VULNOUTPUT section reveals sensitive error

can use this information to base other attacks on.

Soluzione | Please upgrade to the latest version of the identil ed G le and or if you coded
input tests on it.

Qutput della vulnerabilita / Evidenze
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Lethal Attack Crawler Internal Server Error: (POST http://192.168.0.1/Acco
unt/Login?__RequestVerificationToken=admin' OR '1'="1"'" %00&password=1&
amp;username=1) p

VulnerabilitMAC address obtained via NetBIOS

Livello rischio Basso

SPID 1771

Impatto It is possible on the remote target via NetBIOS to retrieve the"M address.
physical address on the netcard. An attacker can use this ngmber t® spoof o
and do hacks which will look like to be done with your netcar\

Soluzione Network G ltering (through Grewalling or host-based sec settings) should
NetBIOS resources are not accessible from the Interne W1 CP ports 135,

do require to allow NetBIOS services to be accessifjle, is recommended th,
such as C: and D: do not exist, and that strong userWgasswords and authenti
use.
If you wish to disable NetBIOS over TCP/IP | ally uch as if you are conn
dial-up connection, the following steps shouyffd be taken -

Click through Start-> Settings-> Network an§ Digl-up Connection

Right click on Local Area Connection ->Prop les choose Internet Protocol
Advanced and WINS -> Disable NetBI er TCP/IP.

Output della vulnerabilita / Evidenze
MAC Address: 00-50-56-8c-c5-05

Vulnerabilitat is possible to obtain r e NetBIOS name table

Livello rischio Basso

SPID 1770

Impatto Attackers can use formation to base other attacks on.

Soluzione | Network O lteri (thrdtUgh Grewalling or host-based security settings) |[should

NetBIOS res rcd's are not accessible from the Internet via. TCP ports 135,

do require to a w NetBIOS services to be accessible, it is recommended th
such as C: and D do not exist, and that strong user passwords and authenti
use.
to disable NetBIOS over TCP/IP locally - such as if you are conn
nection, the following steps should be taken -

ick th®Ough Start-> Settings-> Network and Dial-up Connection

i t.click on Local Area Connection -> Properties choose Internet Protocol
\ ced and WINS -> Disable NetBIOS over TCP/IP.

Qutpu la vulnerabilita / Evidenze

ame Service Type

CERT-SERVER Workstation Service
WORKGROUP Domain Name
CERT-SERVER File Server Service

VulnerabilitdNetBIOS service listening 139 TCP

Livello rischio Basso
Porta 139/tcp
SPID 1990
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Impatto

Soluzione

The identl ed port running is known to contain the NetBIOS service. It is kno
vulnerabilities and it is highly recommended not to have this service |istenin

WINDOWS: 4
Network G Itering (through G rewalling or host-based security settings) [should
NetBIOS resources are not accessible from the Internet via. TCP ports, 135 1
require to allow NetBIOS services to be accessible, it is recommendedfthat

such as C: and D: do not exist, and that strong user passwords and enti
use.
If you wish to disable NetBIOS over TCP/IP locally - such as if u are conn

dial-up connection, the following steps should be taken -
Click through Start-> Settings-> Network and Dial-up Conne®Qtion
Right click on Local Area Connection -> Properties choose In net Protocol

Advanced and WINS -> Disable NetBIOS over TCP/IP. :In"this check we
presences of the identil ed port. Some system are set t with many ghc
trick attackers. So it is recommended that you veri the§service running on
you and can verify that another service is run on th ort that is not equal ti

ignore this check.

Qutput della vulnerabilita / Evidenze

Please note in this check we only relied on §he esence of the found port. |
y

ou run another service on the found p lease mark this check as a false
posit

ive in the menu.

Livello rischio Bl Informazione
SPID 8311
Impatto This check probes rts for their real protocols. If all matches as |it shou
check.
Soluzione | If there is fou kno services on unknown ports it is recommended to prop
OQutput della vulnerabilita videnze
Protocol on 192 %68.0.1:25/tcp matches smtp
Protoco 192.168.0.1:80/tcp matches http
Protg 192.168.0.1:80/tcp matches http-apache-2
Proto 192.168.0.1:80/tcp matches http-iis
r 192.168.0.1:135/tcp matches netbios-session
ot 192.168.0.1:139/tcp matches nethios-session
Protocol on 192.168.0.1:3389/tcp matches ssl
rotocol on 192.168.0.1:5985/tcp matches http
Protocol on 192.168.0.1:5985/tcp matches http-apache-2
Protocol on 192.168.0.1:50007/tcp matches ms-sql
Protocol on 192.168.0.1:50007/tcp matches sybase

Livello rischio Bl nformazione

Porta 25/tcp

SPID 1765

CVE CVE-1999-0531

CVSS
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Impatto It is possible on the target SMTP mail server software to retrieve infarmatiol
command instead of the normal HELO. Attackers can use this information to
attacks.

Soluzione Disable the EHLO command on your mail service software if allowed.
WINDOWS:
Microsoft(R) Exchange
1:Open up regedit.exe
2:Goto following registry key
HKEY_LOCAL_MACHINESSystemCurrentControlSetServicesMSExcpangel WCPs
3:ln regedit Choose Edit and then choose New DWROD Value.
4:Add the type AdvertiseSMTPExtensions under Value data type 0
for more information please see http://www.microsoft.com/ERghange/

UNIX:
Please upgrade to the latest version of your mail servi oftware running. T
obtained from http://www.sendmail.org and there click ¥l server.

Output della vulnerabilita / Evidenze
AttackString: EHLO hotmail.com
AttackOutput: 250-CERT-SERVER Hello [192. 8.0°

250-TURN
250-SI1ZE 2097152
250-ETRN
250-PIPELINING
250-DSN

250-ENHANCEDSTATUSCODES
250-8bitmime
250-BINARYMIME
250-CHUNKING

250-VRFY

250 OK

Livello rischio Bl nformazione

Porta 25/tc

SPID 1769

Impatto is poRfible to issue a SMTP Mailserver Mail command. This commando ofte

r of the mail server software. Attackers can use this information to ba

Soluzione le your smtp Help Command.
UNIX:

n sendmail edit the sendmail.cf and uncomment the line O HelpFile=/etc/he
line O PrivacyOptions=goaway
Further more edit the /etc/mail/helpldle and delete everything in the 0 le so tt
#vers 2 . Before modifying 0 les always make a backup G rst.
WINDOWS:
If running exchange or similar this is not an easy option to do and therefor i
atldrewall level.

If your mail server command is not revealing anything please ignore this che
Output della vulnerabilita / Evidenze

AttackString: HELP

AttackOutput: 214-This server supports the following commands:

214 HELO EHLO STARTTLS RCPT DATA RSET MAIL QUIT HELP AUTH TURN I
BDAT VRFY
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Livello rischio Bl nformazione

Porta 80/tcp <
SPID 56003

Impatto The Interesting directory HTTP has been found to be existing. This might ne

Soluzione

attacker can use this information to guess more information about the Wysten
attacks on.

It is recommended to rename the directories to names that are rd to guess
called /admin/ call it f/addmin/ .

Qutput della vulnerabilita / Evidenze

AttackString: GET /home/ HTTP/1.0 \

AttackOQutput: HTTP/1.1 302 Found
Location: /Account/Login
Server: Microsoft-11S/10.0

X-Powered-By: ASP.NET
Date: Thu, 14 Sep 2023 13:30:17 GMT
Connection: close

Livello rischio Bl nformazione

Porta 80/tcp

SPID 56003

Impatto The Interesting director P has been found to be existing. This might ne
attacker can use this inf atfon to guess more information about the systen

Soluzione

attacks on.
It is recommended @ ame the directories to names that are hard to guess

called /admin/ call ddmin/ .
OQutput della vulnerabilitg idenze
AttackString: T /workstation/ HTTP/1.0
AttackOutput: HTTP/1.1 302 Found
Locatj http:///Account/Login?ReturnUrl=%2Fworkstation%?2F
Serv rosoft-11S/10.0

lo

Porta
SPID

Impatto

Soluzione

rischio

owenNfd-By: ASP.NET
e:,Thu, 14 Sep 2023 13:30:44 GMT
© ection: close

Bl nformazione

80/tcp
56003

The Interesting directory HTTP has been found to be existing. This might ne
attacker can use this information to guess more information about the systen
attacks on.

It is recommended to rename the directories to names that are hard to guess
called /admin/ call it f/addmin/ .

Qutput della vulnerabilita / Evidenze

AttackString: GET /Home/ HTTP/1.0
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AttackOQutput: HTTP/1.1 302 Found

Location: /Account/Login

Server: Microsoft-11S/10.0 <
X-Powered-By: ASP.NET

Date: Thu, 14 Sep 2023 13:29:49 GMT
Connection: close

Livello rischio Bl nformazione

Porta 80/tcp

SPID 56003

Impatto The Interesting directory HTTP has been found tg begxisting. This might ne
attacker can use this information to guess more iMfornfation about the systen

attacks on.

Soluzione | It is recommended to rename the directoriefito nlhmes that are hard to guess
called /admin/ call it f/addmin/ .

Qutput della vulnerabilita / Evidenze

AttackOQOutput: HTTP/1.1 200 OK
Server: Microsoft-11S/10.0
X-Powered-By: ASP.NET

Date: Thu, 14 Sep 2023 13:30:15 GMT
Connection: close

Content-Length: O

Livello rischia Bl nf zione

Porta 80/tcp, 5985/tc 25/tcp

SPID 58296

Impatto entid ed banner on the found service port it reveals sensitive inforn
System Check is running. This is very dangerous since attackers c
mation. It can even reveal if the operaitng system is end of |life anc

e patched.
Soluzione i recommended to clean the identid ed version banner so it reveals as les:

Outp Ia vulnerabilita / Evidenze

Please note in this check it only relied on the httpos Version check. $o if
you

have a vulnerable version with custom patches you might look away from thic
eck. AttackString: HEAD / HTTP/1.0

AttackOQutput: HTTP/1.1 302 Found
Location: /Account/Login

Server: Microsoft-11S/10.0
X-Powered-By: ASP.NET

Date: Thu, 14 Sep 2023 13:27:48 GMT
Connection: close
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Livello rischio Bl Informazione
SPID 12167 <
Impatto In this check we are guessing the type of system device by tracing the MAC

interface card. This can reveal sensitive information such as Grewall anufa
attacker can use this data to base other attacks on. A MAC Address isfla 24 |

Identifer (OUI). Please note the MAC Address can easily be spoofe a de
Soluzione | It is recommended to have aldrewall device up infront of your s ers that w
of your network card. If you have already done this you can ig this chec

Output della vulnerabilita / Evidenze
AttackOutput: 00-50-56-8c-c5-05 VMware, Inc. \

Livello rischio Bl Informazione

SPID 1746

CVE CVE-1999-05214

CVSS CVE-1999-0524 - CVS2.9core V2:

Impatto By sending an ICMP TIMESTAMP REQ acket (ICMP type 13), the systel
ascertained to be. Information such_as i/’ can be used in extreme cases to
Detection Systems (IDS). *NOTE*fThig vulnerability can be ignored because
very dil cult in your setup to cha tPe required settings to block the times

Soluzione | At network-level this trad c should be rejected both inbound and outbound.
UNIX:
ICMP type 13 packets s be dropped inbound, and ICMP type 14 packets
outbound. Other ICMP p pes can be allowed into and out of your netw

recommended that these a assessed and 0 Itered accordingly.

WINDOWS:
This can be a hard® ¢n to set at the current time and it is therefor recomr
level.On a Cis dev®® it can be blocked by setting the rules
access-list 1 ny icmp any any 13 ! timestamp request.
Output della vulnerabilita videnze
20:05:32

Livello riscl Bl Informazione
SPID 2853
Impatt he remote system answers to the PING command. The PING command is use

"Alive" on the Internet. By this an attacker can easily determine if the syste
INTERNET and base other attacks on this.

So ione It is recommended to block at Grewall level so that the system do not respon
"Cloaking" the system to the INTERNET unskilled attackers can think there i
address and simple move on the next IP address. This can be blocked by Blo
and block outgoing icmp-type 14

Output della vulnerabilita / Evidenze
64 octets from 192.168.0.1: icmp_seq=0 ttl=128 time=0.4 ms

Livello rischio Bl (nformazione
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Location: /Account/Login

Server: Microsoft-11S/10.0

X-Powered-By: ASP.NET <
Date: Thu, 14 Sep 2023 13:27:48 GMT

Connection: close

Livello rischin Bl nformazione
Porta 80/tcp

SPID 13481

Impatto The remote host reveals what type of Web Applicatign F wall it is running.
for an attacker because then the attacker can much tter target the attacks

Soluzione | It is recommended to set your software to not rev@al iJ/s program name.

Output della vulnerabilita / Evidenze

AttackOutput: Reason: The server header isQdiffgrent when an attack is dete
d.

Livello rischio Bl Informazione
Porta 80/tcp
SPID 56003
Impatto The Interesting directory W§TTP has been found to be existing. This might ne«
attacker can use thj fornfation to guess more information about the syster
attacks on.
Soluzione It is recommen dt name the directories to names that are hard to guess
called /admindgcagdl it f/addmin/ .
Qutput della vulnerabilita videnze
AttackString: GET /certificates/ HTTP/1.0
Attac ut: HTTP/1.1 302 Found
Loca ttp:///Account/Login?ReturnUrl=%2Fcertificates%?2F
rver: icrosoft-11S/10.0
g owered-By: ASP.NET
D : Thu, 14 Sep 2023 13:30:06 GMT

Connection: close

Livello rischio Bl nformazione

Porta 80/tcp

SPID 56003

Impatto The Interesting directory HTTP has been found to be existing. This might ne

attacker can use this information to guess more information about the syster
attacks on.

Soluzione It is recommended to rename the directories to names that are hard to guess
called /admin/ call it f/addmin/ .

Qutput della vulnerabilita / Evidenze
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AttackString: GET /Account/ HTTP/1.0

AttackOutput: HTTP/1.1 302 Found

Location: http:///Account/Login?ReturnUrl=%2FAccount%2F <
Server: Microsoft-11S/10.0

X-Powered-By: ASP.NET
Date: Thu, 14 Sep 2023 13:29:48 GMT
Connection: close

Livello rischio Bl nformazione

SPID 1746

CVE CVE-1999-0524

CVSS CVE-1999-0524 - CVS2.3core V2:

Impatto By sending an ICMP TIMESTAMP REQUEST packet P type 13), the syste
identil ed. Information such as this can be ed in extreme cases to bypass |
Detection Systems (IDS). *NOTE* This vulnexabilfty can be ignored because
very dil cult in your setup to change thegrequ settings to block the times!

Soluzione | At network-level this trad c should be jgfted both inbound and outbound.
UNIX:
ICMP type 13 packets should be pped Ynbound, and ICMP type 14 packets
outbound. Other ICMP packet typ be allowed into and out of your netw
recommended that these are asses and (0 Itered accordingly.
WINDOWS:
This can be a hard option set at the current time and it is therefor recomr
level.

OQutput della vulnerabilita / Evidenze
AttackOutput: 12:4

Livello rischio Bl nformazione

Porta 80/tc

SPID 5600

Impatto e InteWesting directory HTTP has been found to be existing. This might ne

t#)acker can use this information to guess more information about the systen
a s on.

It is recommended to rename the directories to names that are hard to guess
alled /admin/ call it f/addmin/ .

@lla vulnerabilita / Evidenze
AttackString: GET /Home/lndex/ HTTP/1.0
AttackOutput: HTTP/1.1 302 Found
Location: /Account/Login
Server: Microsoft-11S/10.0
X-Powered-By: ASP.NET
Date: Thu, 14 Sep 2023 13:29:50 GMT
Connection: close

5/ lIden
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Livello rischio Bl nformazione

Porta 80/tcp

SPID 56003 <
Impatto The Interesting directory HTTP has been found to be existing. This might ne«

Soluzione

attacker can use this information to guess more information about the systen
attacks on.

It is recommended to rename the directories to names that are har uess
called /fadmin/ call it f/addmin/ .

Output della vulnerabilita / Evidenze

AttackOutput: HTTP/1.1 200 OK

Server: Microsoft-11S/10.0 \
X-Powered-By: ASP.NET

Date: Thu, 14 Sep 2023 13:29:51 GMT

Connection: close
Content-Length: O

Livello rischio Bl nformazione

Porta 80/tcp

SPID 56003

Impatto The Interesting directory HTTP has®™een found to be existing. This might ne«

Soluzione

Output della vulnerabilita / Evd

attacker can use this information to guess more information about the systen
attacks on.

It is recommended to ren e e directories to names that are hard to guess
called /admin/ call ddnm®n/ .

AttackString: GET /3a unt/ HTTP/1.0
AttackOutput@H P/1.1 302 Found

Location: http: Account/Login?ReturnUrl=%2Faccount%2F
Server: Microsoft-11S/10.0

X-Po -By: ASP.NET

Date: 14 Sep 2023 13:29:53 GMT

nnec n: close

SPI

Impatto

Soluzione

c¢hio Bl nformazione

80/tcp
56003

The Interesting directory HTTP has been found to be existing. This might ne
attacker can use this information to guess more information about the syster
attacks on.

It is recommended to rename the directories to names that are hard to guess
called /admin/ call it f/addmin/ .

Output della vulnerabilita / Evidenze

AttackString: GET /account/login/ HTTP/1.0
AttackOutput: HTTP/1.1 200 OK
Cache-Control: no-cache, no-store
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Sistema Target: 192.168.0.2

<
Vulnerabili
Livello risc /i Alto
Porta 1434 /udp
SPID 3033
CVE CVE-2002-0649
CVSS CVE-2002-0649 - CVSYS.Score V2:
Impatto The Microsoft SQL server 2000 has been identided on th reke system. It

vulnerabilities where it is possible for an attacker to ull access on the

d port atdrewall le
low their IPs to b«

Soluzione | It is recommended to block incoming tradc to the identi
service open to specilic users it is recommended toWQnly
issue the latest Microsoft patches from
http://www.microsoft.com/technet/treeview/default?® 2url=/technet/security/
NOTE: In this check we only relied on the p ences of the identil ed port. S
with many ghost ports open in order to trickjlattafkers. So it is recommended
running on the port and if you KNOW yoy an verify that another service
not equal to what we detected please jngre this check.

Qutput della vulnerabilita / Evidenze

Please note in this check we onlyg#felied dn the presence of the found| port. |

y
ou run another service on the foun ort please mark this check as a false
posit

ive in the menu.

Livello risc | Alto

Porta 2105/tcp

SPID 11475

Impatto The identid ed port found open on the target system with the found service is
remo 0 er execution Overd ow that an attacker can exploit to execute arbi
syst

Soluzione | 1yfis re mended to block incoming trald c to the identil ed port and or only

oghect to it and further more make sure you have the latest version of the
Qutput della erabilita / Evidenze
Please note in this check we only relied on the presence of the found port. |

ou run another service on the found port please mark this check as a false
posit
ive in the menu.

Livello risc | Alto
Porta 1433/tcp

SPID 2124

CVE CVE-2002-0056
CVE CVE-2001-0542
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CVE
CVE
CVE
CVE
CVE
CVE
CVE
CVE
CVE
CVE
CVSS
CVSS
CVSS
CVSS
CVSS
CVSS
CVSS
CVSS
CVSS
CVSS
CVSS
CVSS

Impatto

Soluzione

Qutput dell

CVE-2001-0344
CVE-2000-1088
CVE-2000-1087 <
CVE-2000-1086
CVE-2000-1085
CVE-2000-1085
CVE-2000-1084
CVE-2000-1083
CVE-2000-1082
CVE-2000-1081

CVE-2002-0056 - CVSY.Score V2:
CVE-2001-0542 - CVSY.Score V2:
CVE-2001-0344 - CVSY.Qcore V2:
CVE-2000-1088 - CVS3.%core V2:
CVE-2000-1087 - CVSS.$core V2:
CVE-2000-1086 - CVS3.%core V2:
CVE-2000-1085 - CVSS.$core V2:
CVE-2000-1085 - CVS&3.%core V2:
CVE-2000-1084 - CVSS.$core V2:
CVE-2000-1083 - CVS&.9core V2
CVE-2000-1082 - CVSS.$core V2:
CVE-2000-1081 - CVS&3.%core V2:

is known to contain several vulnerabilities tha
ial of Service attacks.

The Microsoft(R) SQL se
compromise, theft of da

WINDOWS:

Either block incom Al c to the identil ed port at Grewall and or make sure
Microsoft(R) S . F http://support.microsoft.com/default.aspx?scid=fh
EN-US

sp and there sé&§ect the SQL you are running and apply latest service pack al
this check we onYy relied on the presences of the identid ed port. Some syste
many ghost ports open in order to trick attackers. So it is recommended that
the port and if you KNOW you and can verify that another service
o what we detected please ignore this check.

ulner&@bilita / Evidenze

a note in this check we only relied on the presence of the found|port. |

y

ou run another service on the found port please mark this check as a false
osit

ive in the menu.

Livello risc |mms Alto

Porta 3389/tcp

SPID 2390

CVE CVE-2002-0444

CVE CVE-2001-0860

CVSS CVE-2002-0444 - CVSY.Score V2:

CVSS CVE-2001-0860 - CVSY.Score V2:
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Impatto The Terminal Services has been found running. Terminal Services is used to
login interface. If an attacker has gained a valid login and password the atte
service to gain further access on the remote system. The identil ed service i
Denial of Service vulnerability.

Soluzione Be sure to change the default port. Either disable the Terminal Services fror

Panel->Administrative Tools->Service and dnd it and set it to disable and or
to the identil ed port. NOTE: In this check we only relied on the preseMces o

system are setup to act with many ghost ports open in order to tric ackel
that you verify the service running on the port and if you KNOW u and®can
is run on the port that is not equal to what we detected please ore this ct

Qutput della vulnerabilita / Evidenze

Please note in this check we only relied on the presence of\found port. |

y
ou run another service on the found port please mark eck as a false

posit
ive in the menu.

Livello risc | Alto

Porta 6161/tcp

SPID 75260

Impatto Possible Backdoor has been foun is check is only looking for the presel
false positive if you are running so hing else on the identil ed port ) has |
system. This likely means that your system has been compromised and the B

Soluzione @ Please restore your syste rom backups and or call your local computer cri
investigation. NOTE: In eck we only relied on the presences of|{the ide

are setup to act with man$ghost ports open in order to trick attackers. So it
verify the service r @01 g on the port and if you KNOW you and can verify th
the port that is not Al to what we detected please ignore this check.

Qutput della vulnerabilita [pEvi e
Please note i€ th#s check we only relied on the presence of the found port. |
y
ou run another s€rvice on the found port please mark this check as a false
posit
ive i menu.

Livell ol | Alto

Porta 103/tcp

I D 5541
I atto IMPACT: The identil ed port found open on the target web server is known to

Queuing Service. It is subject to remote overd ow vulnerability. An attacker c
service and execute arbitrary code on the target system.

Soluzione It is recommended to setdrewall permissions so that the identil ed port is or
addresses. For the latest version please see
http://www.microsoft.com/windows2000/technologies/communications/msmq/d

Output della vulnerabilita / Evidenze
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Please note in this check we only relied on the presence of the found| port. |

y
ou run another service on the found port please mark this check as a false
posit

ive in the menu.

Livello risc /i Alto

Porta 593/tcp

SPID 4962 \

Impatto The identid ed port found on the target system is know be the RPC servic

high risk vulnerabilities. This can possible allow an a
updated to the latest version.

to compromise

Soluzione | It is recommended to update to the latest RPC vgrsiomon your system and ol
only trusted ip addresses are allowed to connect it

Output della vulnerabilita / Evidenze

Please note in this check we only relied on e esence of the found|port. |

y
ou run another service on the found pgrt g##lease mark this check as a false
posit

ive in the menu.

Livello risc (s Alto

Porta 445/tcp

SPID 1990

Impatto The identl ed pqgrt r g is known to contain the NetBIOS service. It is kno
vulnerabilitiegfand it is highly recommended not to have this service |istenin
exploits like naCry on this port and it is recommended to 0 rewall of the

users to connecWto it.

Soluzione

WIND

Netw tering (through Grewalling or host-based security settings) should

NgtBI esources are not accessible from the Internet via. TCP ports 135 1

e ire to allow NetBIOS services to be accessible, it is recommended that &
chgds C: and D: do not exist, and that strong user passwords and authenti

us

If you wish to disable NetBIOS over TCP/IP locally - such as if you are conn
dial-up connection, the following steps should be taken -

Click through Start-> Settings-> Network and Dial-up Connection

Right click on Local Area Connection -> Properties choose Internet Protocol
Advanced and WINS -> Disable NetBIOS over TCP/IP. Further more to|stop tl
port 445 in Regedit please goto:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetBT\Paramete
TransportBindName remove the "\Device\" value. It can also be done by open
Up Connections applet and there select Advanced and Advanced Settings. Th
Printer Sharing for Microsoft Networks. NOTE: In this check we only relied o
identil ed port. Some system are setup to act with many ghost ports open in
itis recommended that you verify the service running on the port and if you
that another service is run on the port that is not equal to what we detected

Output della vulnerabilita / Evidenze
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Please note in this check we only relied on the presence of the found| port. |

y
ou run another service on the found port please mark this check as a false
posit

ive in the menu.

Livello rischiols Medio

Porta 28000/tcp

SPID 5159

Impatto The identid ed Orbz found running is subject to a remot nial of Sernvice vu

an attacker to crash the service.

Soluzione | Please issue the latest patches for your game from®ttp: ww.21-6.com/ anc
that only trusted ip addresses are allowed to co eci§o the target port.

Qutput della vulnerabilita / Evidenze
Please note in this check we only relied on e presence of the found port. |

y
ou run another service on the found porgplea mark this check as a|false
posit

ive in the menu.

Livello rischiols Medio

Porta 5504 /tcp

SPID 58494

Impatto The target service running can be subject to a remote buld er overd ow v

can exploit this,gvul F0ility to execute arbitrary code on the target system
as the identilgfd daemon.

Soluzione  Please upgra o the latest version of the identil ed software you are runnit
And it is recom ned to set Grewall permissions so only trusted users can c
address. Note if you are running another service on this port you can ignore

lita / Evidenze
e in this check we only relied on the presence of the found port. |

LiveTlo rischiols Medio

Porta 80/tcp

SPID 58662

Impatto The HTTP X-XSS-Protection response header is a feature of Internet Explore

stops pages from loading when they detect rell ected cross-site scripting (XS
protections are largely unnecessary in modern browsers when sites implemer
Security-Policy that disables the use of inline JavaScript (‘funsafe-inline'), tl
protections for users of older web browsers that don't yet support CSP.
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Soluzione

To add the header please see:
https://scotthelme.co.uk/hardening-your-http-response-headers/#x-xss-protec
the cond guration for the cross-site scripting 0 Iter built into most browsers. |
Protection: 1

mode=block" FIX: header("X-Xss-Protection: 1

mode=block")

Qutput della vulnerabilita / Evidenze

Livello rischiols Medio

Porta 80/tcp

SPID 12810

Impatto Your website reponds with 200 OK or 302 Found gequ t to a non existant I
responeded with a 404 error code. Because of thi oyr site do not validate.
lower ranked on search engines such as goo . And in the end you wljill loos
site.

Soluzione

Please 0 x your error codes so it gives cgrre 4 errors to non existantdle

Output della vulnerabilita / Evidenze

AttackString: GET /thisissimpleanonexi file HTTP/1.0
AttackOutput: HTTP/1.1 302 Fou

Content-Type: text/html

charset=utf-8

Location: HTTPS://192.16 .2/ THISISSIMPLEANONEXISTANTFILE
Server: Microsoft-11S/7.

X-Powered-By: ASP.NET

Date: Thu, 14 Sep 14:28:12 GMT
Connection: close

Content-Lengidh: »65

<html><head> tle>Object moved</title></head>&l

t;body>

<h2>0hdect moved to <a href="HTTPS://192.168.0.2/THISISSIMPL
EAN STANTFILE">here</a>.</h2>

</bod tml>

Livello sC

Prt
S

Impatto

Soluzione

i ol Medio

80/tcp
58860

The Permissions-Policy Security Header can help secure your website from X
sources of approved content you can this way prevent the browser from loadi
Security Header allows website security administrator to control resources tl
allowed to load on a given page. This can help protect against Cross Site Sc

Fix by adding to your site: header("Permissions-Policy: accelerometer=(), ca
domain=(), encrypted-media=(), geolocation=(), gyroscope=(), magnetometer:
payment=(), publickey-credentials-get=(), usb=(), xr-spatial-tracking=/(), full
autoplay=(self), microphone=(self), picture-in-picture=(), sync-xhr=(self)")

Qutput della vulnerabilita / Evidenze
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Livello rischiols Medio

Porta 80/tcp <
SPID 58667

Impatto The Content Security Policy Security Header can help secure your we ite fr

sources of approved content you can this way prevent the browser fro
Security Header allows website security administrator to control res

allowed to load on a given page. This can help protect against oss Site Sc

Soluzione @ Fix by adding to your site: header("Content-Security-Policy: bicWall-mixed-
script-src 'self' www.youriste.com ")

Output della vulnerabilita / Evidenze \

Vulnerabili

Livello rischiols Medio

Porta 80/tcp

SPID 58666

Impatto The Referrer Policy is a newer securitygheader that allows a website 10 cont|
the web browser is sending with navi ti way from a document. It |is reco
set by all sites. The header protects w referrer information sent in Refel

Soluzione | Fix by adding to your site: headef(" ferrer-Policy: no-referrer,strict-origin-

Output della vulnerabilita / Evidenze

Vulnerabili

Livello rischiols Medio

Porta 80/tcp

SPID 58665

Impatto The HTTP We curity Header Strict Transport Security is a recommanded f

security on youmwebsite and strengthens your implementation of TLS by forc
HTTPS. It is often know as HSTS that forces the web site to make thel web b
accessgmgh only by using HTTPS instead of the insecure HTTP.

Soluzione | Fix ing to your site: header("Strict-Transport-Security: max-age=3153¢

oDomains")

Output dellg vyinerabilita / Evidenze

elgo rischiolm Medio
P oWa 80/tcp
SPID 58663
Impatto X-Frame-Options is used to communicate to the web browser if you want to a

or not. Preventing the web browser from farming your site to defend against
clickjacking. The X-Frame-Options header can be used to if a web browser is
a <frame>, <object>, or <iframe>. It is recommended to enable this check in
process.

Soluzione | Fix by adding to your site: header("X-Frame-Options: SAMEORIGIN")

Output della vulnerabilita / Evidenze
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Livello rischiols Medio

Porta 80/tcp <
SPID 58664

Impatto X-Content-Type-Options Security Header is used to prevent a browser drom t

Soluzione

Output della vulnerabilita / Evidenze

sensitive content type & forces the browser to use the declared conte
is used by the server to indicate the MIME types advertised in the nt-T
changed. This can prevent MIME type sniing. The header was ar introduce
Explorer IE 8 to allows webmasters block content snii ng that d transforr
types into executable MIME type. Other web browsers have introd ec it as \
penetration testing process to expect this header to be set. §he only valid v
header is nosnid .

-type

Fix by adding to your site: header("X-Content-Type-0np nosnia ")

Livello rischiols Medio

Porta 3306/tcp

SPID 1868

CVE CVE-2012-1689

CVSS CVE-2012-1689 - CVSSl Score V2!

Impatto The MySQL service has been found funning. It is known to have a history of

Soluzione

future several more can o

It is highly recommendeg block incoming access to the identided port atd
service open to specil c ers it is recommended to only allow their IPs to b
In this check we on clied®on the presences of the identil ed port. Some sy
many ghost ports order to trick attackers. So it is recommendled that
running on the por

not equal to wjfat we detected please ignore this check.

OQutput della vulnerabilita videnze

Please note in tfPis check we only relied on the presence of the found| port. |
y

ou ru ther service on the found port please mark this check as a [false
posit
i in menu.

Livgello Wis ¢ hiolm Medio
r 593/tcp
SP 1925
Impatto The windows RPC has been identil ed on the found port. This is a windows s

Soluzione

recommended to be open to the internet. It can be subject of vulnerabilities

It is recommended to setdrewall permissions so that the identil ed is|not ac

Output della vulnerabilita / Evidenze

Please note in this check we only relied on the presence of the found| port. |
y

ou run another service on the found port please mark this check as a false
posit

ive in the menu.
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Vulnerabili <
Livello rischiols Medio

Porta 6004/tcp

SPID 2106

Impatto The identil ed port running is known to contain the X11 windows-gystem$erv

Soluzione

attacker has access to this port the attacker can "snil " keystrag s from the
specil ¢ attacks.

It is highly recommended to block incoming access to the id tibed port my
level. NOTE: In this check we only relied on the presences of e identid ed |

to act with many ghost ports open in order to trick att s. So it is|recomn
service running on the port and if you KNOW you and ify that another
that is not equal to what we detected please ignoreqthis eck.

Qutput della vulnerabilita / Evidenze

Please note in this check we only relied on the pr ce of the found port. |
y

ou run another service on the found port pl se ark this check as a |false
posit

ive in the menu.

Livello rischiols Medio

Porta 6005/tcp, 6006/tcp, 6007 , 6009/tcp

SPID 2106

Impatto The identil ed port r aing known to contain the X11 windows-system serv
attacker has acces is port the attacker can "snid" keystrokes from the

Soluzione

Output della vul

specil ¢ attacks.

It is highly re mmended to block incoming access to the identil ed port my
level. NOTE: is check we only relied on the presences of the identil ed |
to act with man host ports open in order to trick attackers. So it is recomr
service running on the port and if you KNOW you and can verify that another
that i sl equal to what we detected please ignore this check.

lita / Evidenze

P#fease WOte in this check we only relied on the presence of the found|port. |

r another service on the found port please mark this check as a false
poSit
ive in the menu.

Livello rischiols Medio

Porta 1723/tcp

SPID 53

Impatto Several services running the identil ed port is subject to many vulnerabilitie:
attacks.
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Soluzione It is recommended atdrewall level to G lter incoming tradc to the identiied p
make sure only trusted IPs can connect to it. NOTE: In this check we only re
identil ed port. Some system are setup to act with many ghost ports open in
it is recommended that you verify the service running on the port and if you
that another service is run on the port that is not equal to what we detected

Qutput della vulnerabilita / Evidenze
Please note in this check we only relied on the presence of the found Rort. |

y
ou run another service on the found port please mark this checkgas a false
posit

N\

ive in the menu.

Livello rischiols Medio

Porta 80/tcp

SPID 5244

Impatto The identii ed Gle found in the VULNOUTPUW seclion are subject to a remote
vulnerability. This can allow an attackergto s cookie based authenticatiorl
system.

Soluzione | Please upgrade to the latest version o denti ed G le and or if you coded

input tests on it.
Qutput della vulnerabilita / Evidenze

Lethal Attack Crawler Possible Cro Site Scripting: (GET
http://192.168.0.2/"/
bin/fecho+w00t")

Livello rischiols Med,j

Porta 80/tcp

SPID 62584

Impatto The identil ed Gle found in the VULNOUTPUT section are subject to a remote

vulne ity. This can allow an attacker to steal cookie based authenticatiol

syste

Soluzione ease Upgrade to the latest version of the identiGed Gle and or if you coded
utgtests on it. The string re ection is a symptom pf a possible vulnerabili
i ulnerable. To avoid any issues, the best thing to do is not redect any p

Outp la vulnerabilita / Evidenze

Lethal Attack Crawler Possible Cross Site Scripting Reflected: (GET
http://192.1

68.0.2/6,6)
Livello rischiols Medio
Porta 2107/tcp
SPID 1925
Impatto The windows RPC has been identided on the found port. This is a windows s¢

recommended to be open to the internet. It can be subject of vulnerabilities

Soluzione | It is recommended to setrewall permissions so that the identil ed is not ac
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Qutput della vulnerabilita / Evidenze
Please note in this check we only relied on the presence of the found port. |

y
ou run another service on the found port please mark this check as a false <
posit

ive in the menu.

Livello rischiols Medio

Porta 2105/tcp \

SPID 1925

Impatto The windows RPC has been identill ed on the found por h1S is a windows se
recommended to be open to the internet. It can be bje of vulnerabilities

Soluzione It is recommended to setOrewall permissions so at e identil ed is not ac
Output della vulnerabilita / Evidenze

Please note in this check we only relied on ffhe esence of the found|port. |

y
ou run another service on the found po please mark this check as a false
posit

ive in the menu.

Livello rischiols Medio

Porta 6010/tcp

SPID 11481

Impatto The identil ed port g is known to contain the X11 windows-system serv
attacker has acggess his port the attacker can "snid" keystrokes from the

specil c attacgls.

Soluzione It is highly rec mended to block incoming access to the identil ed port my
level. NOTE: In is check we only relied on the presences of the identil ed
to act with many ghost ports open in order to trick attackers. So it is|recomn
servi ning on the port and if you KNOW you and can verify that another

equal to what we detected please ignore this check.

Qutput dell ulnerabilita / Evidenze

a note in this check we only relied on the presence of the found| port. |
y
ou run another service on the found port please mark this check as a false
osit
ive in the menu.

Livello rischiols Medio

Porta 2103/tcp

SPID 1925

Impatto The windows RPC has been identil ed on the found port. This is a windows s

recommended to be open to the internet. It can be subject of vulnerabilities
Soluzione It is recommended to setOrewall permissions so that the identil ed is not ac

Output della vulnerabilita / Evidenze

admin NetworkScan_internal Pagina 111 di 799



14-09-2023 15:06:53

Please note in this check we only relied on the presence of the found| port. |

y
ou run another service on the found port please mark this check as a false
posit

ive in the menu.

Livello rischiols Medio

SPID 56963

Impatto The target DNS service is subject to a remote DNS RecursioMlnerability. /
DDoS Attacks. Recursion is used to process a DNS req whe%e the/ DNS s«
for the client. Recursion should only be allowed for tr lients.

Soluzione @ Set permissions so only trusted clients can do recugsionWequests or disable
edit /etc/bind/named.conf. allow-transfer {"none"

}

allow-recursion {"none"™

}

recursion no
On Windows please see: http://technet.gficros .com/en-us/library/cc771738

Output della vulnerabilita / Evidenze

yahoo.com mail is handled by 1 m .am ahoodns.net.

Vulnerabilitdiightweight Directory Access Protocol (LDAP)

Livello rischio Basso

Porta 389/tcp, 3268/tcp, 3269/t

SPID 8

Impatto The identid ed Ligh & t Directory Access Protocol can be used by an attac

users on the tgffget system if it is set with guest permissions.

Soluzione @ Please block ming TCP trallc to port 389 and or only allow trusted hosts
check we only r@lied on the presences of the identil ed port. Some system ar
ghost ports open in order to trick attackers. So it is recommended that you v
nd if you KNOW you and can verify that another service is run on t
»tected please ignore this check.

Qutput della IneNgfilita / Evidenze
I se note in this check we only relied on the presence of the found port. I

ou¥Yun another service on the found port please mark this check as a false

osit
ive in the menu.

VulnerabilitdhNetBIOS service listening 139 TCP

Livello rischio Basso

Porta 139/tcp

SPID 1990

Impatto The identd ed port running is known to contain the NetBIOS service. It is kno

vulnerabilities and it is highly recommended not to have this service |istenin
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Soluzione

WINDOWS:

Network 0 Itering (through Grewalling or host-based security settings) should
NetBIOS resources are not accessible from the Internet via. TCP ports 135
require to allow NetBIOS services to be accessible, it is recommended that
such as C: and D: do not exist, and that strong user passwords and authenti
use.

If you wish to disable NetBIOS over TCP/IP locally - such as if you conn
dial-up connection, the following steps should be taken -

Click through Start-> Settings-> Network and Dial-up Connectiqg

Right click on Local Area Connection -> Properties choose Inté&rn Protocol
Advanced and WINS -> Disable NetBIOS over TCP/IP. NOTE4@In this?check we
presences of the identil ed port. Some system are setup to Nith many ghe
trick attackers. So it is recommended that you verify th rvi running on
you and can verify that another service is run on the t is not equal t
ignore this check.

Output della vulnerabilita / Evidenze

Please note in this check we only relied on the p e e of the found|port. |
y

ou run another service on the found port pldlase ark this check as a false
posit

ive in the menu.

VulnerabilitdNetBIOS service listening 137 U

Livello rischio Basso
Porta 137/udp
SPID 1990
Impatto The identl ed port running known to contain the NetBIOS service. It is kno
vulnerabilities and highly recommended not to have this service Jistenin
Soluzione
WINDOWS:
Network 0 Ite through G rewalling or host-based security settings) should

NetBIOS resoulges are not accessible from the Internet via. TCP ports 135 1
require to allow NetBIOS services to be accessible, it is recommended that
such as, C: and D: do not exist, and that strong user passwords and authenti
use.

If yo to disable NetBIOS over TCP/IP locally - such as if you are conn
gal-up nnection, the following steps should be taken -

gk through Start-> Settings-> Network and Dial-up Connection

click on Local Area Connection -> Properties choose Internet Protocol
AdVanced and WINS -> Disable NetBIOS over TCP/IP. NOTE: In this check we
resences of the identill ed port. Some system are setup to act with many ghc
trick attackers. So it is recommended that you verify the service running on
you and can verify that another service is run on the port that is not equal t
ignore this check.

Out t della vulnerabilita / Evidenze

Please note in this check we only relied on the presence of the found| port. |
y

ou run another service on the found port please mark this check as a [false
posit

ive in the menu.

Vulnerabilit®ossible Service/Game: Tales of Pirates lIdentil ed

Livello rischio Basso
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Output della vulnerabilita / Evidenze

AttackString: HTTP GET /cfdocs/expeval/ExprCalc.cfm?RequestTimeout=2000
&OpenFilePath=D:\INETPUB\WWWROOT\cfdocs\expeval/exprcalc.cfm HTTP/1
.0 AttackOQutput: HTTP/1.1 302 Found 4

Content-Type: text/html
charset=utf-8

Location: HTTPS://192.168.0.2/CFDOCS/EXPEVAL/EXPRCALC.CFM?REQUEST
TIMEOUT=2000&0OPENFILEPATH=D:\INETPUB\WWWROOT\CFDOCS\EXPEVALI/E
XPRCALC.CFM

Server: Microsoft-11S/7.5
X-Powered-By: ASP.NET

Date: Thu, 14 Sep 2023 14:17:17 GMT
Connection: close

Content-Length: 248

<html><head><title>Object moved</title></head>&l

t;body>

<h2>0Object moved to <a href="HTTPS://192.168.0.2/CFDOC
S/EXPEVAL/EXPRCALC.CFM?REQUESTTIMEOUT=2000&am

OPENFILEPATH=D:\INETPUB\WWWROOT\CFDOCS\EXPEVAL RCALC.CFM"&g
t;here</a>.</h2>

</body></html>

VulnerabilitdTTP only port without SSL found

Livello rischio Basso

Porta 80/tcp, 5985/tcp

SPID 58373

Impatto The identil ed Web serv rt found open does not support SSL encryption.

have a http port open wi

Soluzione | It is recommended yewaYl o0 the identid ed port so only local users can ¢
http with ssl to be -@ If you have redirected the port to example port 443

this check.

orced ssl|l support. It can allow attackers to ot

OQutput della vulnerabilitg idenze
AttackOutput: otocol on 192.168.0.2:80/tcp matches http-iis
Vulnerabilit®oss Service/Game: Star Wars Identid ed
Livello rischg® Basso
Porta odtcp
SPID 61964
Impat he identil ed port found open on the target system is subject to a remote at

exploit this vulnerability to crash the target prorgam or base other attacks o

| ione Please upgrade to the latest version of the program. It is recommended to O r
already secure and updated to the latest version you can ignore this check.

Output della vulnerabilita / Evidenze

Please note in this check we only relied on the presence of the found| port. |

y
ou run another service on the found port please mark this check as a false
posit

ive in the menu.
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Livello rischio Bl nformazione

Porta 123/udp

SPID 25 <
CVE CVE-2001-0414

CVSS CVE-2001-0414 - CVSS ®core V2:

Impatto The Ntpd service is normally listening on TCP or UDP port 123. Thi rvice

Soluzione

synchronozation. Severale remotely bul er overd ows is known to exist|i

this
If you do not use this service block incoming TCP/tcp trald c to rt 123 and
version of your Ntpd service. NOTE: In this check we only relied the pres

recommended that you verify the service running on the port d if you KNO\

Some system are setup to act with many ghost ports open in&:cjer o trick at
another service is run on the port that is not equal to we detected plea

Output della vulnerabilita / Evidenze

Please note in this check we only relied on the pre nce Wf the found port. |

y
ou run another service on the found port please kghis check as a false
posit

ive in the menu.

Livello rischio Bl nformazione

Porta 53/udp, 80/tcp, 5985/tcp

SPID 58296

Impatto Via the identid ed banner he found service port it reveals sensitive inforn
Operating System Check r ing. This is very dangerous since attackers c
this information. It c ev reveal if the operaitng system is end of |life anc
wont be patched.

Soluzione | It is recommended an the identil ed version banner so it reveals as les

Output della vulnerabilita Eyidenze

Microsoft DNS 1.7601 (1DB15F75)

Livello rischjg Informazione
SPID 1
Impattqg Th check probes all ports for their real protocols. If all matches as /it shou

Soluzio

check.
If there is found known services on unknown ports it is recommended [to prop

t t della vulnerabilita / Evidenze

Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.

o
N

:21/tcp matches smtp

:21/tcp matches ftp

:80/tcp matches http

:80/tcp matches http-apache-2
:80/tcp matches http-iis

:88/tcp matches mysql

:135/tcp matches netbios-session
:139/tcp matches netbios-session
:389/tcp matches Idap

O O O O O o o o o
N N NN NN DNDDNDN

:445/tcp matches ms-ds
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Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.

:593/tcp matches http-ncacn

:593/tcp matches ms-rpc-proxy-endpoint
:1433/tcp matches ms-sql <
:1433/tcp matches sybase

:2103/tcp matches netbios-session
:2105/tcp matches netbios-session
:2107/tcp matches netbios-session
:3268/tcp matches ldap

:3306/tcp matches mysql

:3306/tcp matches webseal

:3389/tcp matches ms-remote-desktcNotocol
:5504/tcp matches nethios-ses

:5985/tcp matches http

:5985/tcp matches http-apac -2
:6004/tcp matches http-ncgecn

:6004/tcp matches m pc-proxy-endpoint
:6005/tcp matches nigthiok-session
:6006/tcp matchgs ne s-session
:6007/tcp mat€heg netbios-session
:6009/tcp atch etbios-session
:6010/tcpfm hes http-ncacn

:6010/tcp matgfhes ms-rpc-proxy-endpoint
:6011/tcp matches netbhios-session

/tcp matches netbios-session

O O O O O OO OO O 0O O o o o o o o o o o o o o o
N D NN DN DN DN DNDDNDNDNDDNDNDDNDDNDNDNDNDNDDNDNDNDDNDDNDDNDNDDNDNDN

p matches netbios-session

Livello rischio Bl nfo azione
Porta 80/tcp
SPID 1348
Impatto The Q host reveals what type of Web Application Firewall it is running.
f an acker because then the attacker can much better target the attacks
Soluzione (S commended to set your software to not reveal its program name.
Qutput |la nerabilita / Evidenze
ttackOutput: Reason: The server header is different when an attack is dete
d.
Livello rischio Bl nformazione
Porta 80/tcp
SPID 3761
Impatto It is possible via the banner from the web server software to detect some pr¢

known history of several security vulnerabilities. Attackers can use this info
attacks. If you do not want to remove the version banner and you are alread)
please ignore this check.
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Soluzione To remove the banner from the IIS can be done by setting an ISAPI (0 lter des
using the SetHeader function call. And or install the URLScan
http://www.microsoft.com/technet/security/tools/urlscan.mspx

4

Please note in this check it only relied on the HTTP Version check. So if you
h

ave a vulnerable version with custom patches you might look away from this
chec

k. AttackString: HEAD / HTTP/1.0

AttackOutput: HTTP/1.1 302 Found

Content-Length: 137

Content-Type: text/html \
charset=utf-8

Location: HTTPS://192.168.0.2/

Output della vulnerabilita / Evidenze

Server: Microsoft-11S/7.5
X-Powered-By: ASP.NET

Date: Thu, 14 Sep 2023 14:13:09 GMT
Connection: close

Livello rischio Bl nformazione

Porta 443/tcp
SPID 58

Impatto This can also identify w example if a Windows based system runnjing but
be because a Linux base r all is running infront. Via the identil ed banne
it reveals sensitive jgformagion about which operating system is running. Thi
attackers can base attacks on this information. It can even reveal if th
life and wide open acks and wont be patched.

Soluzione It is recomme ed to clean the identiled version banner so it reveals as les

Output della vulnerabilita videnze
Windows 7 or 8

Livello risc® Bl nformazione

Porta 4 tcp

SPID 8286

Impatto The target web server do not support encryption Downgrade attack preventio

attackers to carry out other attacks.

SoWlzione It is recommended to disable SSLv3. Enable HTTP compression only for stati
latest version of your web application.

Output della vulnerabilita / Evidenze

Android 4.2.2 TLSv1.0 ECDHE-RSA-AES256-SHA 521 bit EC
DH (P-521)

Android 4.2.2 TLSv1.0 ECDHE-RSA-AES256-SHA 521 bit EC
DH (P-521)

Android 4.4.2 TLSv1.2 ECDHE-RSA-AES128-SHA256 521 bit
ECDH (P-521)

Android 5.0.0 TLSv1.2 ECDHE-RSA-AES256-SHA 521 bit EC
DH (P-521)
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Android 6.0 TLSv1.2 ECDHE-RSA-AES256-SHA 384 bit EC
DH (P-384)
Android 7.0 TLSv1.2 ECDHE-RSA-AES256-SHA 384 bit EC
DH (P-384)

Android 8.1 (native) TLSv1.2 ECDHE-RSA-AES256-SHA 384 bit
ECDH (P-384)

Android 9.0 (native) TLSv1.2 ECDHE-RSA-AES256-SHA 384 bit
ECDH (P-384)

Chrome 65 Win 7 TLSv1.2 ECDHE-RSA-AES256-SHA 384 bit
ECDH (P-384)

Chrome 74 (Win 10) TLSv1.2 ECDHE-RSA-AES256-SHA 384 \
ECDH (P-384)

Firefox 62 Win 7 TLSv1.2 ECDHE-RSA-AES256-SHA 52 E
CDH (P-521)

Firefox 66 (Win 8.1/10) TLSv1.2 ECDHE-RSA-AES2 -SH 521 bit
ECDH (P-521)

IE 6 XP No connection

IE 7 Vista TLSv1.0 ECDHE-RSA-AES256-SH 521 bit ECDH

(P-521)

IE 8 Win 7 TLSv1.0 ECDHE-RSA-AES256fSHA 4 bit ECD
H (P-384)

IE 8 XP No connection

IE 11 Win 7 TLSv1.2 ECDHE-RSA#fA 56-SHA384 384 bit E

CDH (P-384)
IE 11 Win 8.1 TLSv1.2 ECDHE-RSA-AES256-SHA384 384 bit
ECDH (P-384)

IE 11 Win Phone 8.1 TL ECDHE-RSA-AES128-SHA256 384 bi
t ECDH (P-384)

IE 11 Win 10 TLSv CDHE-RSA-AES256-SHA384 384 bit

ECDH (P-384)

Edge 15 Win 1QpTL ECDHE-RSA-AES256-SHA384 384 bit
ECDH (P-384

Edge 17 (Win TLSv1.2 ECDHE-RSA-AES256-SHA384 384 bi

t ECDH (P-384)

fagf 9 OS X 10.11 TLSv1l.2 ECDHE-RSA-AES256-SHA384 521 bi
t DH (P-521)
afari 10 OS X 10.12 TLSv1.2 ECDHE-RSA-AES256-SHA384 521 bi
t ECDH (P-521)

Apple ATS 9 iOS 9 TLSv1.2 ECDHE-RSA-AES256-SHA384 521 bi
t ECDH (P-521)

Tor 17.0.9 Win 7 TLSv1.0 ECDHE-RSA-AES256-SHA 521 bit E
CDH (P-521)

Java 6u45 TLSv1.0 AES128-SHA No FS

Java 7u25 TLSv1.0 ECDHE-RSA-AES128-SHA 521 bit ECD

H (P-521)

Java 8ul61 TLSv1.2 ECDHE-RSA-AES256-SHA384 521 bit
ECDH (P-521)

Java 9.0.4 TLSv1.2 ECDHE-RSA-AES256-SHA384 521 bit EC
DH (P-521)
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Soluzione @ Since this is a default option in most web servers, it has to be reconi gured
Apache:
It is very easy. First you have to RE compile apache from source. Before rec
/apache_x_x/src/main/http_protocol.c where x_x is version number. Now in
ap_send_header_0eld(r, "Date", ap_gm_timestr_822(r->pool, r->request_time
and UN Comment the line by setting a // in-front of the line.
After that G nd the line ap_table_unset(r->headers_out, "Date")
and put a // in-front of that line as well. Now recompile apache.
IS
This is not directly possible here and has to be done onGrewalllevel or by
IS WINDOWS
This is an option that can be very hard to accomplish since ¢his is Yiot a defz
time of the iis web server. So either block this atdrewall Ie\or put this in
you are aware of it.

Qutput della vulnerabilita / Evidenze
AttackString: HEAD / HTTP/1.0
AttackOQOutput: Thu, 14 Sep 2023 13:58:59 GMT

Livello rischio Bl nformazione

SPID 2853

Impatto The remote system answers to thf PG command. The PING command is use
"Alive" on the Internet. By this a ttglcker can easily determine if the syste
INTERNET and base other attacks this.

Soluzione It is recommended to bloc tdrewall level so that the system do not|respon
"Cloaking" the system t INTERNET unskilled attackers can think there i
address and simple move e next IP address. This can be blocked by Blo

and block outgoing 14
OQutput della vulnerabilita / Ev

64 octets from 292.9%

icmp_seqg=0 ttl=128 time=0.5 ms

Livello rischio Informazione

SPID 1746

CVE VB-1999-0524

CVSS Eg1999-0524 - CVSS.9core V2:

Impatt By sending an ICMP TIMESTAMP REQUEST packet (ICMP type 13), the syste!

scertained to be. Information such as this can be used in extreme cases to
Detection Systems (IDS). *NOTE* This vulnerability can be ignored because
very dil cult in your setup to change the required settings to block the times:

SoWlzione At network-level this tral c should be rejected both inbound and outbound.
UNIX:
ICMP type 13 packets should be dropped inbound, and ICMP type 14 packets
outbound. Other ICMP packet types can be allowed into and out of your netw
recommended that these are assessed and (0 ltered accordingly.
WINDOWS:
This can be a hard option to set at the current time and it is therefor recomr
level.On a Cisco device it can be blocked by setting the rules
access-list 101 deny icmp any any 13 ! timestamp request.

Qutput della vulnerabilita / Evidenze
01:03:06
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Vulnerabili Y
Livello rischio Il (nformazione
SPID 12167
Impatto In this check we are guessing the type of system device by tracing the§MAC
interface card. This can reveal sensitive information such as Grewall ufa

Soluzione

attacker can use this data to base other attacks on. A MAC Addg£ss is a 24 |
Ildentifer (OUI). Please note the MAC Address can easily be s 0%d cn a de:

It is recommended to have adrewall device up infront of yo servers that w
of your network card. If you have already done this you can&ore this chec

Output della vulnerabilita / Evidenze
AttackOQutput: e0-23-ff-6e-03-df Adapter manufacturer: OWN

Livello rischio Bl nformazione

SPID 1746

CVE CVE-1999-0524

CVSS CVE-1999-0524 - CVS2.3core V2:

Impatto By sending an ICMP TIMESTAMP EST packet (ICMP type 13), the syste
identil ed. Information such as this be used in extreme cases to bypass |
Detection Systems (IDS). *NOTE* This vulnerability can be ignored because
very dil cult in your setup change the required settings to block the times]

Soluzione | At network-level this tr Ild be rejected both inbound and outbound.
UNIX:

ICMP type 13 pack
outbound. Other |
recommended that
WINDOWS:

This can be a d option to set at the current time and it is therefor recomr
level.

ou be dropped inbound, and ICMP type 14 packets
wcket types can be allowed into and out of your netw
are assessed and O ltered accordingly.

Output della vulnerabilita / Evidenze

Livell

SPID

¢ hio

Atta ut: 17:40:06

Informazione

6175

Ilgpasgto The Penetrator uses dill erent techniques for connection. Here is the list of D
Connections without the counting from crawlers and external tools.

Sol ione Information check only
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Sistema Target: 192.168.0.3

<
Vulnerabili
Livello risc /i Alto
Porta 514/tcp
SPID 58371
Impatto The target service found running is subject to a remote bul er Ovelyl ow vulne

exploit this vulnerability to execute arbitrary code on the tagget syStem with
the identil ed daemon. ﬂ\

Soluzione | Please upgrade to the latest version of the identil ed s are you are runnii
And it is recommened to setdrewall permissions so on ed users can c
address. Note if you are running another service onthisSort you can ignore

Output della vulnerabilita / Evidenze

Please note in this check we only relied on the pr ce of the found port. |
y

ou run another service on the found port pl se ark this check as a |false
posit

ive in the menu.

Livello risc |mms Alto

Porta 2020/tcp

SPID 47177

Impatto The identil ed servi oun®on the remote server is subject to a command e>

vulnerability to execute arbitrary code on the targe
permissions as of dentid ed service is running with. The commands are e
of the user ac unt at started the Manager service on the remote server. E
be used by a igistrators on a closed network, the applications that use Bat
administrative rmissions therfore the service runs with administrative priv
could leverage tfiis functionality to gain remote administrative control over t
Backbugner software

attacker can exploj

Soluzione | Plea rade to the latest version of the identil ed software you are runnil

Qutput della In lita / Evidenze

I se note in this check we only relied on the presence of the found port. |

ou¥un another service on the found port please mark this check as a false
osit
ive in the menu.

Livello risc (s Alto

Porta 22/tcp

SPID 2733

Impatto The SSH service allows anyone to connect to it. This is a security risk becalt

brute force attack and the service has a history of many dangerous vulnerab
Soluzione It is recommended to only allow trusted users to connect to it.

Output della vulnerabilita / Evidenze
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AttackOQutput: SSH-2.0-OpenSSH_7.4

<
Vulnerabili
Livello risc (s Alto
Porta 5480/tcp
SPID 72193
Impatto Possible Backdoor has been found ( This check is only looking the presel
false positive if you are running something else on the identit ed rt/) has |

system. This likely means that your system has been compr%ed and the B

locaWcomputer cri
esences of the ide

Soluzione  Please restore your system from backups and or call yo
investigation. NOTE: In this check we only relied on t
are setup to act with many ghost ports open in order to attackers. So it
verify the service running on the port and if you K W y®u and can verify th
the port that is not equal to what we detected plgaseNgnore this check.

Qutput della vulnerabilita / Evidenze
Please note in this check we only relied on e presence of the found port. |

y
ou run another service on the found porgplea mark this check as a|false
posit

ive in the menu.

Livello rischiols Medio

Porta 80/tcp

SPID 58860

Impatto The Permissions-P ecurity Header can help secure your website from X
sources of apprpopve®ycafitent you can this way prevent the browser from loadi
Security Hea r allows website security administrator to control resources ti
allowed to lo n a given page. This can help protect against Cross Site Sc

Soluzione | Fix by adding toWour site: header("Permissions-Policy: accelerometer=(), ca
domain=(), encrypted-media=(), geolocation=(), gyroscope=(), magnetometer

paym , publickey-credentials-get=(), usb=(), xr-spatial-tracking=/(), full
auto self), microphone=(self), picture-in-picture=(), sync-xhr=(self)")
Output dellagfulner ilita / Evidenze

Liyello ¢ hiokes Medio
r 80/tcp
SP 58666
Impatto The Referrer Policy is a newer security header that allows a website 1o contl

the web browser is sending with navigation away from a document. It is reco
set by all sites. The header protects which referrer information sent in Refel

Soluzione | Fix by adding to your site: header("Referrer-Policy: no-referrer,strict-origin-

Qutput della vulnerabilita / Evidenze
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Livello rischiols Medio

Porta 80/tcp

SPID 58663 <
Impatto X-Frame-Options is used to communicate to the web browser if you want to a

or not. Preventing the web browser from farming your site to defend against
clickjacking. The X-Frame-Options header can be used to if a web broWser is

a <frame>, <object>, or <iframe>. It is recommended to enable this ck in
process.
Soluzione @ Fix by adding to your site: header("X-Frame-Options: SAMEOR ")

Output della vulnerabilita / Evidenze \

Livello rischiols Medio

Porta 80/tcp

SPID 58662

Impatto The HTTP X-XSS-Protection response heade§ is feature of Internet Explore
stops pages from loading when they detgect r ted cross-site scripting (XS
protections are largely unnecessary infm ern browsers when sites implemer

Security-Policy that disables the use oWdinlighe JavaScript (‘funsafe-inline'), tl
protections for users of older web ows®Ws that don't yet support CSP.

Soluzione  To add the header please see:
https://scotthelme.co.uk/hardening- r-http-response-headers/#x-xss-protec
the cond guration for the cross-site scripting 0 Iter built into most browsers. |
Protection: 1
mode=block" FIX: heade ss-Protection: 1
mode=block")

Output della vulnerabilita / Ev @

Livello rischiolis Medio

Porta 9084 «‘Q

SPID 1 56

CVE Vg#-2006-0254

CVsSsS 2006-0254 - CVS3.8core V2:

Impat The identiied Gle found on the remote web server is subject to a remote Cro

ulnerability. An attacker can exploit this vulnerability to steal cookie based
from legitimate users of the system.

ione Please upgrade to the latest version of the identid ed software you are runnit
software.

Qutput della vulnerabilita / Evidenze

Please note in this check it only relied on the HTTP Version check. So if yolu
h

ave a vulnerable version with custom patches you might look away from this
clhlelc

k. AttackString: HEAD / HTTP/1.0

AttackOQOutput: HTTP/1.1 404 Not Found
Date: Thu, 14 Sep 2023 15:07:14 GMT
Cache-Control: must-revalidate,no-cache,no-store
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Content-Type: text/html

charset=iso0-8859-1

Content-Length: 317 y
Server: Jetty(9.4.20.v20190813)

Livello rischiols Medio

Porta 514/tcp

SPID 17 \

CVE CVE-1999-0651

CVSS CVE-1999-0651 - CVSY.Score V2:

Impatto The identiled TCP port 514 has been found open o he rget. The Rshd se
does not provide any good means of identili catiog it n be used by attacker

and or bypassing your Grewall.
Soluzione | It is highly recommended to disable this serygice.

UNIX:

On a common unix system comment out e " shell" line in /etc/inetd.con
TCP tralc to port 514.

WINDOWS:

Please enter Control-Panel->Admipgdestrat Tools->Service->And there you c
check we only relied on the presdghnc of the identid ed port. Some system ar
ghost ports open in order to trick dttafkers. So it is recommended that you v
the port and if you KNOW you and n verify that another service is run on t

what we detected please ignore this check.
OQutput della vulnerabilita / Evidenz
Please note in this checke only relied on the presence of the found port. |

y
ou run another ser @ n the found port please mark this check as a false
posit

ive in the me

Livello rischio Medio

Porta 4/tcp

SPID 4

Impatto T target port found is known house the Syslog logging service. It is known

attacks where an attacker can 0 ood the service. By this they can make it wa:
and in the length over-G ood the system which can result in a crash.

ugion It is recommended to block incoming tral c to the identil ed port atGrewall le
service open to specilc users it is recommended to only allow their IPs to b«
In this check we only relied on the presences of the identil ed port. Some sy
many ghost ports open in order to trick attackers. So it is recommended that
running on the port and if you KNOW you and can verify that another service
not equal to what we detected please ignore this check.

Output della vulnerabilita / Evidenze
Please note in this check we only relied on the presence of the found port. |

y
ou run another service on the found port please mark this check as a false
posit

ive in the menu.

admin NetworkScan_internal Pagina 127 di 799



14-09-2023 15:06:53

Vulnerabilitdightweight Directory Access Protocol (LDAP)

Livello rischio Basso

Porta 389/tcp 4
SPID 8

Impatto The identid ed Lightweight Directory Access Protocol can be used by ag attac

users on the target system if it is set with guest permissions.

Soluzione @ Please block incoming TCP tralc to port 389 and or only allow trustec sts
check we only relied on the presences of the identil ed port. Sogfe system ar
ghost ports open in order to trick attackers. So it is recomme eW¥.that you v
the port and if you KNOW you and can verify that another sgrvice 1'® run on t
what we detected please ignore this check. \

OQutput della vulnerabilita / Evidenze

Please note in this check we only relied on the presen e found port. |
y

ou run another service on the found port please ar his check as a false
posit

ive in the menu.

Vulnerabilitd TTP only port without SSL found

Livello rischio Basso

Porta 80/tcp, 9084/tcp

SPID 58373

Impatto The identil ed Web server port found open does not support SSL encryption.
have a http port open wit t forced ssl support. It can allow attackers to ot

Soluzione It is recommended todr the identii ed port so only local users can c
http with ssl to be open. | ou have redirected the port to example port 443

this check.

Qutput della vulnerabilita / Evi
AttackOQutput:gPrgtocol on 192.168.0.3:80/tcp matches http

VulnerabilitaDAP vice

Livello rischio Basso

Porta 6/tcp

SPID

Impattqg it possible to access TCP port 636. This port is known to run the LDAP se

vulnerability can raise in this software.

Sopuzio Please block incoming TCP tralc to port 636 and or only allow trusted hosts
check we only relied on the presences of the identill ed port. Some system ar
ghost ports open in order to trick attackers. So it is recommended that you v
the port and if you KNOW you and can verify that another service is run on t
what we detected please ignore this check.

Output della vulnerabilita / Evidenze

Please note in this check we only relied on the presence of the found port. |

y
ou run another service on the found port please mark this check as a [false
posit

ive in the menu.
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Vulnerabilit®eb Server Path Disclosure

Livello rischio Basso

Porta 80/tcp 4

SPID 7782

Impatto It is possible on the remote web server by requesting GET
/cfdocs/expeval/ExprCalc.cfm?RequestTimeout=2000&0OpenFilePath=D:\INETPUB\V/4NWRO(C(
HTTP/1.0 URL to make it reveal the physical path as of where the software is instdlled or

can exploit this information to base other attacks on.
Soluzione @ Please upgrade to the latest version of the software with the identided 0 le.
Output della vulnerabilita / Evidenze

AttackString: HTTP GET /cfdocs/expeval/ExprCalc.cfm?RequestTimeout=2000
&OpenFilePath=D:\INETPUB\WWWROOT\cfdocs\expeval/exprcalc.cfm H P/1
.0 AttackOQutput: HTTP/1.1 301 Moved Permanently

Date: Thu, 14 Sep 2023 14:57:31 GMT

Location: https://virtualcenter.img.local/cfdocs/expeval/ExprCalc#fm?Keq
uestTimeout=2000&0OpenFilePath=D:\INETPUB\WWWROOT\cfdgcs\eX§eval/exprc
alc.cfm

Connection: close
Content-Type: text/html
Content-Length: 56

<HTML><BODY><H1>301 Moved Permanently</H1></
ODY></HTML>

Vulnerabilit®ossible Service/Game: kerberos Il o0 can leak operating system ldent
Livello rischio Basso

Porta 88/tcp

SPID 61516

Impatto Time ms14-068 exploitTheQdentil ed port found open on the target system is

factor. An attacker exploit this vulnerability to crash the target prorgam

Soluzione  Please upgrade to
already securegnd

dtest version of the program. It is recommended to O r
ted to the latest version you can ignore this check.

Qutput della vulnerabilit idenze
Please note in is check we only relied on the presence of the found|port. |
:;u ru other service on the found port please mark this check as a |[false
posi
ive in menu.

Vulner it?ossible Service/Game: OpenEye Server Identid ed

Livello scitio Basso

Pgrt 2014/tcp, 2015/tcp

S 61166

Impatto The identil ed port found open on the target system is subject to a remote at

exploit this vulnerability to crash the target prorgam or base other attacks o

Soluzione  Please upgrade to the latest version of the program. It is recommended to 01
already secure and updated to the latest version you can ignore this check.

Qutput della vulnerabilita / Evidenze

Please note in this check we only relied on the presence of the found port. |

y
ou run another service on the found port please mark this check as a [false
posit

ive in the menu.
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Vulnerabilit®?ossible Service/Game: X10 AirSight XX39A Identii ed <

Livello rischio Basso

Porta 2012/tcp

SPID 60977

Impatto The identid ed port found open on the target system is subject to rem at
exploit this vulnerability to crash the target prorgam or base o r attacks o

Soluzione  Please upgrade to the latest version of the program. It is recomm ded to Or
already secure and updated to the latest version you can ig% this check.

Output della vulnerabilita / Evidenze

Please note in this check we only relied on the prese he found port. |
y

ou run another service on the found port please ma thisYcheck as a false
posit

ive in the menu.

Livello rischio Bl nformazione

SPID 8311

Impatto This check probes all ports for théeir gfal protocols. If all matches as |it shou
check.

Soluzione | If there is found known segagices on unknown ports it is recommended to prop

OQutput della vulnerabilita / Evidenz
Protocol on 192.168.0.3:28tcp matches ssh
Protocol 22/tcp matches ssh-openssh

Protocol

80/tcp matches http
Protocol on 1 . 8.0.3:9084/tcp matches http
Protocol on 1 168.0.3:9443/tcp matches http

Protocol on 192.168.0.3:9443/tcp matches ssl

Livello riscW Bl nformazione

Porta 9 /tcp

SPID 6003

Imgratto The Interesting directory HTTP has been found to be existing. This might ne

attacker can use this information to guess more information about the syster
attacks on.

Soluzione It is recommended to rename the directories to names that are hard to guess
called /admin/ call it /f/addmin/ .

Output della vulnerabilita / Evidenze
AttackString: GET /vci/downloads/ HTTP/1.0
AttackOutput: HTTP/1.1 200 OK
Date: Thu, 14 Sep 2023 15:10:08 GMT
Content-Type: text/html
charset=utf-8
Content-Length: 1074
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Server: Jetty(9.4.20.v20190813)

<IDOCTYPE html>

<html lang="en"> <
<head>

<meta charset="utf-8">

<link href="jetty-dir.css" rel="stylesheet" />

<title>Directory: /vci/downloads/</title>

</head>

<body>

<h1l class="title">Directory: /vci/downloads/</h1l>

<table class="listing"> \
<thead>

<tr><th class="name"><a href="?2C=N&
O=D">Name&nbsp

&#8679

</a></th><th class="lastmodified"><a href=&
uot;?C=M&0O=A">Last Modified</a></th><th flassz&q
uot;size"><a href="?2C=S&0=A">Size</a><

/th></tr>

</thead>
<tbody>

<tr><td class="name"><a href="/ i wnloads
/health.xml">health.xml&nbsp

</a></td><td class="lastmodified">Jul 5, 2022 5:
10:29 AM&nbsp

</td><td class="size">4 s&nbsp
</td></tr>

<tr><td class="na
/vumclient.zip">vu

href="/vci/downloads
t.zip&nbsp

</a></td><td ss="lastmodified">Nov 19, 2019

12:01:57 AM
</td><td class=
</td></tr>

<tr> ss="name"><a href="/vci/downloads
/vum - lient.zip">vum-htmliclient.zip&nbsp

a></t <td class="lastmodified">Nov 19, 2019
1,57 AM&nbsp

< <td class="size">1,966,339 bytes&nbsp

ize">4,664,608 bytes&nbsp

</td></tr>
</tbody>
</table>
</body></html>

Livello rischio Bl nformazione

Porta 9084/tcp

SPID 13481

Impatto The remote host reveals what type of Web Application Firewall it is running.

for an attacker because then the attacker can much better target the attacks
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Soluzione It is recommended to set your software to not reveal its program name.
Output della vulnerabilita / Evidenze
AttackOQOutput: The site http://192.168.0.3:9084 is behind a SecurellS <

Livello rischio Bl I nformazione

SPID 12167

Impatto In this check we are guessing the type of system device by tracin he MAC
interface card. This can reveal sensitive information such asf§ rewall manufa
attacker can use this data to base other attacks on. A M A ess is a 24 |
Identifer (OUI). Please note the MAC Address can easj spoofed cn a de:

Soluzione | It is recommended to have adrewall device up infront o our servers that w
of your network card. If you have already done this u cdn ignore this chec

Output della vulnerabilita / Evidenze
AttackOQutput: 00-0c-29-55-3a-09 VMware, In

Livello rischio Bl Informazione

Porta 9443/tcp

SPID 58

Impatto This can also identify wrong example if a Windows based system running but
be because a Linux base ewall is running infront. Via the identil ed banne
it reveals sensitive info about which operating system is running. Thi
attackers can base other acks on this information. It can even reveal if th
life and wide open acks and wont be patched.

Soluzione It is recommended an the identil ed version banner so it reveals as les

OQutput della vulnerabilita Evidenze
Linux 2.2.x-3.

Livello rischi Informazione

Porta p, 9443/tcp

SPID

Impat he target web server do not support encryption Downgrade attack preventio

attackers to carry out other attacks.
luggione | It is recommended to disable SSLv3. Enable HTTP compression only for stati

latest version of your web application.

Output della vulnerabilita / Evidenze
Android 4.2.2 No connection
Android 4.2.2 No connection
Android 4.4.2 TLSvl1.2 ECDHE-RSA-AES256-GCM-SHA384 256 bi
t ECDH (P-256)
Android 5.0.0 TLSv1.2 ECDHE-RSA-AES128-GCM-SHA256 256 bi
t ECDH (P-256)
Android 6.0 TLSvl1.2 ECDHE-RSA-AES128-GCM-SHA256 256 bi
t ECDH (P-256)
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Android 7.0 TLSvl1.2 ECDHE-RSA-AES256-GCM-SHA384 256 bi
t ECDH (P-256)

Android 8.1 (native) TLSv1.2 ECDHE-RSA-AES256-GCM-SHA384 256
bit ECDH (P-256)

Android 9.0 (native) TLSv1.2 ECDHE-RSA-AES256-GCM-SHA384 256
bit ECDH (P-256)

Chrome 65 Win 7 TLSv1.2 ECDHE-RSA-AES256-GCM-SHA384 256
bit ECDH (P-256)

Chrome 74 (Win 10) TLSvl1.2 ECDHE-RSA-AES256-GCM-SHA384 £56
bit ECDH (P-256)

Firefox 62 Win 7 TLSv1.2 ECDHE-RSA-AES256-GCM-SHA3844256 b
it ECDH (P-256)

Firefox 66 (Win 8.1/10) No connection

IE 6 XP No connection

IE 7 Vista No connection

IE 8 Win 7 No connection

IE 8 XP No connection

IE 11 Win 7 TLSv1.2 AES256-GCM-SHA384 Mo F

IE 11 Win 8.1 TLSv1.2 AES256-GCM-SHA384 S

IE 11 Win Phone 8.1 TLSv1.2 ECDHE- AES256-SHA 256 bit
ECDH (P-256)

IE 11 Win 10 TLSv1.2 ECDHE-RS ES256-GCM-SHA384 256 bi

t ECDH (P-256)

Edge 15 Win 10 TLSv1.2 ECDHE-R AES256-GCM-SHA384 256
bit ECDH (P-256)

Edge 17 (Win 10) TLSv1, DHE-RSA-AES256-GCM-SHA384 256
bit ECDH (P-256)

Opera 60 (Win 10) TlSv1. CDHE-RSA-AES256-GCM-SHA384 256
bit ECDH (P-256)

Safari 9 i0OS 9 TLS CDHE-RSA-AES256-GCM-SHA384 256 bi

t ECDH (P-25

Safari 9 OS ’11 TLSv1.2 ECDHE-RSA-AES256-GCM-SHA384 256

bit ECDH (P-25

Safari 10 OS X 10.12 TLSv1.2 ECDHE-RSA-AES256-GCM-SHA384 256
bit E P-256)

Applé 9 i{0S 9 TLSv1.2 ECDHE-RSA-AES256-GCM-SHA384 256
byt EC (P-256)

17.0.9 Win 7 No connection
J 6ud45 No connection
Java 7u25 No connection

Java 8ul61 TLSv1.2 ECDHE-RSA-AES256-GCM-SHA384 256 bi
t ECDH (P-256)

Java 9.0.4 TLSv1.2 ECDHE-RSA-AES256-GCM-SHA384 256 bit

ECDH (P-256)

OpenSSL 1.0.11 TLSv1.2 ECDHE-RSA-AES256-GCM-SHA384 256 b

it ECDH (P-256)

OpenSSL 1.0.2e TLSv1.2 ECDHE-RSA-AES256-GCM-SHA384 256

bit ECDH (P-256)

OpenSSL 1.1.0j (Debian) TLSv1.2 ECDHE-RSA-AES256-GCM-SHA384 25
6 bit ECDH (P-256)

OpenSSL 1.1.1b (Debian) TLSv1.2 ECDHE-RSA-AES256-GCM-SHA384 2
56 bit ECDH (P-256)
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Thunderbird (60.6) TLSv1.2 ECDHE-RSA-AES256-GCM-SHA384 256
bit ECDH (P-256)

Done 2023-09-14 16:49:56 [ 24s] -->> 192.168.0.3:443 (192.168.0.3) <

<-- 4

Livello rischio Bl nformazione

Porta 443/tcp, 9443/tcp

SPID 3702

Impatto It is possible to retrieve the SSL certil cate owner informationS§rom the targe

check please review the vulnerability information provj# from the ssl certil

Soluzione | If all the information in the certil cate output is the cornNct information and |

to please ignhore this check.
Output della vulnerabilita / Evidenze

subject=/CN=virtualcenter.img.local/C=US

issuer=/CN=CA/DC=vsphere/DC=local/C=USfST= lifornia/O=virtualcenter.im
g.local/OU=VMware Engineering

Livello rischio Bl nformazione

Porta 9443/tcp

SPID 108204

Impatto The target Port is blgckin onnections from the Scanner or speed was deter

means the port is
allow the Scanner
be missed.

skipped in critical checks for the Scanner not to han
bnnection to the port. Otherwise crusial vulnerabiliti

Soluzione | If the speed w there might be a connection problem or adrewall/ips/sh
Scanner. It is ommended to white list the Scanner for the best result.

Qutput della vulnerabilita / Evidenze

Time;

lips sy
Bl Informazione
P a 443/tcp
| 108204
ImpWtto The target Port is blocking connections from the Scanner or speed was deter

means the port is being skipped in critical checks for the Scanner not to han
allow the Scanner full connection to the port. Otherwise crusial vulnerabiliti
be missed.

Soluzione  If the speed is slow there might be a connection problem or aGrewall/ips/sh
Scanner. It is recommended to white list the Scanner for the best result.

OQutput della vulnerabilita / Evidenze
Time: 2297
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Livello rischio Bl nformazione

Porta 80/tcp, 9084/tcp, 9443/tcp <
SPID 1745

Impatto It is possible to connect to the remote web server and issue a HEAD /gHTTP/

system time on the target. Attackers can use this knowledge to bypass§possi
detection. *NOTE* This vulnerability can be ignored because it is a
your setup to change the required settings to block the timesta requesSts.

Soluzione @ Since this is a default option in most web servers, it has to befré&§onid gured

Apache:
It is very easy. First you have to RE compile apache from s%e. Before rec
/lapache_x_x/src/main/http_protocol.c where x_x is versigag nu er. Now in tl

ap_send_header_0eld(r, "Date", ap_gm_timestr_822(r- r->request_time

and UN Comment the line by setting a // in-front of the e.

After that 0 nd the line ap_table_unset(r->headers_0O%t, "DWmte")

and put a // in-front of that line as well. Now regq@mpl apache.

IS

This is not directly possible here and has to done ondrewall level or by :
IS WINDOWS

This is an option that can be very hard to a lish since this is not a defze

time of the iis web server. So either bl#ck this atGrewall level or put this in
you are aware of it.

Output della vulnerabilita / Evidenze
AttackString: HEAD / HTTP/1.0

AttackOutput: Thu, 14 Sep 2023 14; 19 GMT

Livello rischio Hl nformazj

SPID 2853

Impatto The remote syfte answers to the PING command. The PING command is use
"Alive" on the ernet. By this an attacker can easily determine if the syste

INTERNET and se other attacks on this.
Soluzione | It is recommended to block atdrewall level so that the system do not|respon

"Clos the system to the INTERNET unskilled attackers can think there i
addre d simple move on the next IP address. This can be blocked by Blo
agpd bl outgoing icmp-type 14

Output dell§ vgfinerabilita / Evidenze
6 tets from 192.168.0.3: icmp_seq=0 ttl=64 time=0.5 ms

rischio Il (nformazione

SPID 6175

Impatto The Penetrator uses dill erent techniques for connection. Here is the list of D
Connections without the counting from crawlers and external tools.

Soluzione | Information check only
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Sistema Target: 192.168.0.4

<
Vulnerabili
Livello risc /i Alto
Porta 3389/tcp
SPID 2390
CVE CVE-2002-0444
CVE CVE-2001-0860
CVSS CVE-2002-0444 - CVSY.Score V2: \
CVSS CVE-2001-0860 - CVSYS.Score V2:
Impatto The Terminal Services has been found running. Tergina ervices is used to

login interface. If an attacker has gained a valid log and password the atte
service to gain further access on the remote syst§m. PBhe identil ed service i
Denial of Service vulnerability.

Soluzione | Be sure to change the default port. Either dffsablg the Terminal Services fror
Panel->Administrative Tools->Service and itgand set it to disable and or
to the identid ed port. NOTE: In this ch k we only relied on the presences o
system are setup to act with many gh orts open in order to trick attacker
that you verify the service running on t ort and if you KNOW you and can
is run on the port that is not equ o whdt we detected please ignore| this ct

Qutput della vulnerabilita / Evidenze

Please note in this check we only relied on the presence of the found| port. |

y
ou run another service g found port please mark this check as a |false
posit

ive in the menu.

Livello risc (s Alto
Porta 445/tcp
SPID 1990
Impatto The i ed port running is known to contain the NetBIOS service. It is kno
Ineralities and it is highly recommended not to have this service |istenin
lojts like WannaCry on this port and it is recommended todrewall of the
u to connect to it.
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Soluzione
WINDOWS:
Network 0 Itering (through Grewalling or host-based security settings) should
NetBIOS resources are not accessible from the Internet via. TCP ports 135
require to allow NetBIOS services to be accessible, it is recommended that
such as C: and D: do not exist, and that strong user passwords and authenti
use.
If you wish to disable NetBIOS over TCP/IP locally - such as if you conn
dial-up connection, the following steps should be taken -
Click through Start-> Settings-> Network and Dial-up Connectiqg
Right click on Local Area Connection -> Properties choose Inté&rn Protocol
Advanced and WINS -> Disable NetBIOS over TCP/IP. Furthﬂore o stop tl

port 445 in Regedit please goto:
HKEY LOCAL_ _MACHINE\SYSTEM\CurrentControlSet\Ser !I
A vanced Settings. Th

TransportBindName remove the "\Device\" value. It ca
Printer Sharing for Microsoft Networks. NOTE: In th chetk we only rlelied o

es\N@tBT\Paramete

Up Connections applet and there select Advanced and

identil ed port. Some system are setup to act wit ma ghost ports open in
it is recommended that you verify the service runn on the port and if you
that another service is run on the port that ¥ not equal to what we detected

Qutput della vulnerabilita / Evidenze

Please note in this check we only relieglfon the presence of the found port. |

y
ou run another service on the found por ase mark this check as a false
posit

ive in the menu.

Vulnerabilitadt is possible to obtain NetBIOS name table

Livello rischio Basso

SPID 1770

Impatto Attackers can use t formation to base other attacks on.

Soluzione  Network O Iterghg gthrough G rewalling or host-based security settings) should
NetBIOS reso es are not accessible from the Internet via. TCP ports 135,
do require to all®w NetBIOS services to be accessible, it is recommended th
such as C: and D: do not exist, and that strong user passwords and authenti

use.
| f yo to disable NetBIOS over TCP/IP locally - such as if you are conn
l-upNegfnnection, the following steps should be taken -

k through Start-> Settings-> Network and Dial-up Connection

click on Local Area Connection -> Properties choose Internet Protocol
nced and WINS -> Disable NetBIOS over TCP/IP.

ARBITER Workstation Service
WORKGROUP Domain Name
ARBITER File Server Service

VulnerabilitMAC address obtained via NetBIOS
Livello rischio Basso

SPID 1771
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Impatto It is possible on the remote target via NetBIOS to retrieve the MAC address.
physical address on the netcard. An attacker can use this number to spoof o
and do hacks which will look like to be done with your netcard.

Soluzione | Network O Itering (through Grewalling or host-based security settings) should4

NetBIOS resources are not accessible from the Internet via. TCP ports 135,

do require to allow NetBIOS services to be accessible, it is recommended th
such as C: and D: do not exist, and that strong user passwords and aufhenti
use.

If you wish to disable NetBIOS over TCP/IP locally - such as if ypu are ®onn
dial-up connection, the following steps should be taken -

Click through Start-> Settings-> Network and Dial-up Connection

Right click on Local Area Connection -> Properties choose ernet Protocol
Advanced and WINS -> Disable NetBIOS over TCP/IP. \

Output della vulnerabilita / Evidenze
MAC Address: 00-50-56-8c-c3-03

Vulnerabilitd TTP only port without SSL found

Livello rischio Basso

Porta 5985/tcp

SPID 58373

Impatto The identid ed Web server port fo opeW does not support SSL encryption.
have a http port open without for | support. It can allow attackers to ot

Soluzione It is recommended todrewall o0 thee#flentil ed port so only local users can c

http with ssl to be open. If you have redirected the port to example port 443
this check.

Output della vulnerabilita / Evidenz
AttackOutput: Proto on 2.168.0.4:5985/tcp matches http-apache-2

VulnerabilitdNetBlIOS servdce glistening 137 UDP

Livello rischio Bass

Porta 137/udp

SPID 1990

Impatto The i ed port running is known to contain the NetBIOS service. It is kno
Ineratilities and it is highly recommended not to have this service Jistenin

Soluzione

w OWS:

Network G Itering (through G rewalling or host-based security settings) [should
etBIOS resources are not accessible from the Internet via. TCP ports 135 1

require to allow NetBIOS services to be accessible, it is recommended that

such as C: and D: do not exist, and that strong user passwords and authenti

use.

If you wish to disable NetBIOS over TCP/IP locally - such as if you are conn

dial-up connection, the following steps should be taken -

Click through Start-> Settings-> Network and Dial-up Connection

Right click on Local Area Connection -> Properties choose Internet Protocol

Advanced and WINS -> Disable NetBIOS over TCP/IP. NOTE: In this check we

presences of the identil ed port. Some system are setup to act with many ghc

trick attackers. So it is recommended that you verify the service running on

you and can verify that another service is run on the port that is not equal t

ignore this check.

OQutput della vulnerabilita / Evidenze
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Please note in this check we only relied on the presence of the found| port. |

y
ou run another service on the found port please mark this check as a false
posit

ive in the menu.

VulnerabilitdNetBIOS service listening 139 TCP

Livello rischio Basso

Porta 139/tcp

SPID 1990

Impatto The identl ed port running is known to contain the Net service. It is kno
vulnerabilities and it is highly recommended not to ha service |istenin

Soluzione
WINDOWS:
Network O Itering (through G rewalling or host-base$sefurity settings) [should
NetBIOS resources are not accessible from t Internet via. TCP ports 135 1
require to allow NetBIOS services to be accfgssibgde, it is recommended that ¢
such as C: and D: do not exist, and that str ser passwords and authenti
use.
If you wish to disable NetBIOS over T P Jocally - such as if you are conn
dial-up connection, the following steps Id be taken -
Click through Start-> Settings-> Met rk and Dial-up Connection
Right click on Local Area ConnecW > Properties choose Internet Protocol

Advanced and WINS -> Disable Net S over TCP/IP. NOTE: In this check we
presences of the identil ed port. Some system are setup to act with many ghe
trick attackers. So it is rg€Q@mmended that you verify the service running on
you and can verify that service is run on the port that is not equal t
ignore this check.

OQutput della vulnerabilita / Evig

Please note in this we only relied on the presence of the found port. |

y
ou run anoth sgfrvice on the found port please mark this check as a false
posit

ive in the menu.

Livello risc Bl nformazione

SPID 8

Impat his check probes all ports for their real protocols. If all matches as |it shou
check.

lug¢gione | If there is found known services on unknown ports it is recommended to prop
Oufgut della vulnerabilita / Evidenze
Protocol on 192.168.0.4:135/tcp matches nethios-session
Protocol on 192.168.0.4:139/tcp matches netbios-session
Protocol on 192.168.0.4:3389/tcp matches ssl
Protocol on 192.168.0.4:5985/tcp matches http
Protocol on 192.168.0.4:5985/tcp matches http-apache-2
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Livello rischio Bl nformazione

SPID 1746

CVE CVE-1999-0524 4
CVSS CVE-1999-0524 - CVS2.3core V2:

Impatto By sending an ICMP TIMESTAMP REQUEST packet (ICMP type 13), thegsyste:

identiied. Information such as this can be used in extreme cases to b ass |
Detection Systems (IDS). *NOTE®* This vulnerability can be ignored

very dil cult in your setup to change the required settings to blo the ti

Soluzione At network-level this tral c should be rejected both inbound an tbound.

UNIX:

ICMP type 13 packets should be dropped inbound, and ICMP&e 14 packets
outbound. Other ICMP packet types can be allowed into ggd ouWwof your netw
recommended that these are assessed and (0 ltered acc ngly.

WINDOWS:
This can be a hard option to set at the current timeSgnd
level.

»is therefor recomr

Output della vulnerabilita / Evidenze
AttackOutput: 19:45:51

Livello rischio Bl nformazione
SPID 12167

Impatto In this check we are guessing the type of system device by tracing the MAC
interface card. This can rgmgeal sensitive information such as Grewall manufa
attacker can use this da base other attacks on. A MAC Address is a 24 |
Identifer (OUI). Please nC8e the MAC Address can easily be spoofed cn a de:

o AV e 0rewall device up infront of your servers that w
@ ou have already done this you can ignore this chec
Output della vulnerabilita Evio

AttackOQutput? 50-56-8c-c3-03 VMware, Inc.

Soluzione It is recommended
of your network ca

Livello rischi Informazione

SPID 7

CVE 1999-0524

CVSS CVE-1999-0524 - CVS2.3core V2:

Impatt y sending an ICMP TIMESTAMP REQUEST packet (ICMP type 13), the syste

ascertained to be. Information such as this can be used in extreme cases to
Detection Systems (IDS). *NOTE* This vulnerability can be ignored because
very dil cult in your setup to change the required settings to block the times

Soluzione @ At network-level this tral c should be rejected both inbound and outbound.
UNIX:
ICMP type 13 packets should be dropped inbound, and ICMP type 14 packets
outbound. Other ICMP packet types can be allowed into and out of your netw
recommended that these are assessed and (0 ltered accordingly.
WINDOWS:
This can be a hard option to set at the current time and it is therefor recomr
level.On a Cisco device it can be blocked by setting the rules
access-list 101 deny icmp any any 13 ! timestamp request.

Output della vulnerabilita / Evidenze
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08:44:55
Vulnerabili ‘
Livello rischio Bl Informazione
SPID 2853
Impatto The remote system answers to the PING command. The PING comgpand § use

Soluzione

"Alive" on the Internet. By this an attacker can easily determingfif the syste
INTERNET and base other attacks on this.

It is recommended to block atGrewall level so that the syst do not respon
"Cloaking" the system to the INTERNET unskilled attackers c¢ think there i
address and simple move on the next IP address. This be blocked by Blo

and block outgoing icmp-type 14

Output della vulnerabilita / Evidenze
64 octets from 192.168.0.4: icmp_seq=0 ttl=128 §me=9.4 ms

Livello rischio Bl nformazione

Porta 5985/tcp

SPID 1745

Impatto It is possible to connect to the rem web server and issue a HEAD /| HTTP/

Soluzione

system time on the target. Attackers can use this knowledge to bypass possi
detection. *NOTE* This vulgerability can be ignored because it is a Low risk
your setup to change thg uired settings to block the timestamp requests.

Since this is a default op
Apache:
It is very easy. Fir have to RE compile apache from source. Before rec
/lapache_x_x/srg/m tp_protocol.c where x_x is version number. Now in tl
ap_send_hea r geld(r, "Date", ap_gm_timestr_822(r->pool, r->request_time

on in most web servers, it has to be reconligured

and UN Comm the line by setting a // in-front of the line.
After that 0 nd t line ap_table_unset(r->headers_out, "Date")
and put a // in-front of that line as well. Now recompile apache.
IS

directly possible here and has to be done on Grewall level or by :

an option that can be very hard to accomplish since this is not a def:
f the iis web server. So either block this atdrewall level or put this in
re aware of it.

AttackString: HEAD / HTTP/1.0
AttackQutput: Thu, 14 Sep 2023 15:05:45 GMT

Livello rischio Bl Informazione

Porta 135/tcp

SPID 58
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Impatto

Soluzione

This can also identify wrong example if a Windows based system running but
be because a Linux based Grewall is running infront. Via the identill ed banne
it reveals sensitive information about which operating system is running. Thi
attackers can base other attacks on this information. It can even reveal if t
life and wide open to attacks and wont be patched.

It is recommended to clean the identiled version banner so it reveals as les

Output della vulnerabilita / Evidenze

Linux 2.2.x-3.x

—

Livello rischio Bl nformazione

Porta 5985/tcp

SPID 58296

Impatto Via the identil ed banner on the found service po it veals sensitive inforr
Operating System Check is running. This is very d erous since attackers c

Soluzione

this information. It can even reveal if the ogferaitng system is end of |ife anc
wont be patched.

It is recommended to clean the identil version banner so it reveals as les

OQutput della vulnerabilita / Evidenze

Please note in this check it only rgied oWthe httpos Version check. $So if
you

have a vulnerable version with custo patches you might look away from thic
eck. AttackString: HEAD / HTTP/1.0

AttackOutput: HTTP/1.1 4 Not Found
Content-Length: 315

Content-Type: text/html
charset=us-ascii 9

Server: Microsoft-H§ PI1/2.0

Date: Thu, 14 ep 2023 15:14:16 GMT

Connection: c e

Livello rischj Informazione

SPID 5

Impatto Th¥ Penetrator uses dill erent techniques for connection. Here is the list of C
Connections without the counting from crawlers and external tools.

Soluzio Information check only
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Sistema Target: 192.168.0.13 p
Livello rischio Bl nformazione

SPID 12167

Impatto In this check we are guessing the type of system device by tracj#fg the AC

interface card. This can reveal sensitive information such as (#eWall manufa
attacker can use this data to base other attacks on. A MAC Addres®% is a 24 |

Identifer (OUI). Please note the MAC Address can easily be oofed ¢n a de:
Soluzione | It is recommended to have aldrewall device up infront g ur rvers that w
of your network card. If you have already done this y ignore this chec

OQutput della vulnerabilita / Evidenze
AttackOQOutput: 28-29-86-04-61-53 APC by Schneider ctric

Livello rischio Bl nformazione

SPID 2853

Impatto The remote system answers to thgfPING command. The PING command is use
"Alive" on the Internet. By this a tgdicker can easily determine if the syste!
INTERNET and base other attacks his.

Soluzione It is recommended to block atdrewall level so that the system do not respon
"Cloaking" the system to INTERNET unskilled attackers can think there i
address and simple mov next IP address. This can be blocked by Blo

and block outgoing icmp-tyge 14

.13: icmp_seq=0 ttl=255 time=3.5 ms

Livello rischio Informazione
SPID 6175
Impatto e, Pen®trator uses dil erent techniques for connection. Here is the list of C

ngctions without the counting from crawlers and external tools.

Soluzio In mation check only
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Sistema Target: 192.168.0.17

<
Vulnerabili
Livello risc /i Alto
Porta 443/tcp
SPID 62649
Impatto The identid ed directory found on the remote web server is subfec®to a remot

Soluzione

vulnerability. An attacker can exploit this vulnerability to aqcess aPbitrary 0
the same permission content as of the web server is runningNh.

Please upgrade to the latest version of the identil ed s are you are runnii

OQutput della vulnerabilita / Evidenze

AttackString: HTTPS GET /CFCARD/images/SeleaCaMera/®2f..%2f..%2f..%2f.
L %2f..%2f..%2f..%2f..%2f..%2fmnt/data/auth/us .js HTTP/1.0

AttackOutput: HTTP/1.1 200 OK

Livello risc |mms Alto

Porta 443/tcp

SPID 57496

CVE CVE-2013-1360

CVSS CVE-2013-1360 - CVS9. S/8:Scolb V2:

Impatto The identid ed G le found remote web server is subject to a remote Autl
vulnerability. An attg er n exploit this vulnerability to bypass authenticaf

Soluzione

access on the targg

Please upgrade to itest version of the identill ed software you are runnit
the Gle is sengffitive make it unavailable.

Output della vulnerabilita videnze

AttackString: H PS GET /sgms/auth?clientHash=765¢c5e5b571050030b63
66666338306466383761376339303932346163656262&clientHash2=03196
bals8 df87a7c90924acebb&changePassword=1&user=admin&am

p;ctl omainld=DMNO00000000000O0O0O0O0000000001 HTTP/1.0

tack put: HTTP/1.1 200 OK

Liyello ¢ . Alto
r 443/tcp
SP 72029
Impatto The identid ed G le found on the remote server is subject to a command execu

Soluzione

attacker can exploit this vulnerability to execute arbitrary code on the targe
permissions as of the identil ed service is running with.

Please upgrade to the latest version of the identid ed software you are runnit
the 0 le is sensitive make it unavailable.

Qutput della vulnerabilita / Evidenze

AttackString: HTTPS GET /swarm.cgi?opcode=single_signon&key=AAAA&a
mp;ip=%20127.0.0.1 HTTP/1.0

AttackOQutput: HTTP/1.1 200 OK
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Vuinerabili vebsna
Livello risc (il Alto

Porta 443/tcp

SPID 84805

Impatto The identided 0 le found on the remote web server is subject to agremoteyinfo

vulnerability. An attacker can use this information to base otheg{attacks on.
Soluzione @ Please upgrade to the latest version of the identil ed software yo re runnit
Output della vulnerabilita / Evidenze

AttackString: HTTPS GET
/owal/auth/80 Qe.ceN u(*CN uLg@+00 yig\RY€ye... o..s[{{M{Nasp HT:
P/1.0

AttackOutput: HTTP/1.1 200 OK

Livello risc /i Alto

Porta 443/tcp

SPID 84956

Impatto The identil ed G le found on the rem web server is subject to a remote info

vulnerability. An attacker can use this information to base other attacks on.
Soluzione | Please upgrade to the la version of the identil ed software you are runnii

Output della vulnerabilita / Evidenze

y % Jd4~OWI1% 20 Q Q5 4 88.jsp HTTP/1.0

AttackString: HTTPT /Owal/auth/Jspspy%20web~shell%20V1.0%20, MADE?Y
200 OK

AttackQutput: BTTP

Livello risc |ims Alto

Porta 43Jtcp

SPID 97

Impatt Th€ identii ed G le found on the remote web server is subject to a remote info

ulnerability. An attacker can use this information to base other attacks on.
S zio Please upgrade to the latest version of the identid ed software you are runnit
tgut della vulnerabilita / Evidenze

AttackString: HTTPS GET /owa/auth/MYSQL%20Manager%20-Asp.net%20Silic
oup%20Hacker% NougrHoyyaspx HTTP/1.0

AttackOQutput: HTTP/1.1 200 OK

Livello risc |l Alto
Porta 443/tcp
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SPID 85431
Impatto The identil ed G0 le found on the remote web server is subject to a remote info

Soluzione

vulnerability. An attacker can use this information to base other attacks on.4

Please upgrade to the latest version of the identild ed software you are runnit

Output della vulnerabilita / Evidenze

AttackString: HTTPS GET /owa/auth/response_packet_from_icmpsh_slalye_ col
aining_output_of_command_whoami.png HTTP/1.0

AttackOutput: HTTP/1.1 200 OK

Livello rischiols Medio
SPID 69829
Impatto The identiGed Gle found on the remote web serveg is bject to a remote info

vulnerability. An attacker can u

Livello rischio Bl Informazione

SPID 8311

Impatto This check probes all ports for th real¥rotocols. If all matches as it shou
check.

Soluzione

OQutput della vulnerabilita / Evidenze

If there is found known services on known ports it is recommended to prop

Protocol on 192.168.0.1 tcp matches http
Protocol on 192.168.0.1743/tcp matches ssl
Protocol on 192.163 7:4343/tcp matches ssl
Protocol on 192.16W 7:8080/tcp matches http

Protocol on 194.168.U717:8080/tcp matches http-apache-2
Protocol on 1 68.0.17:8081/tcp matches http

Livello rischi Informazione

SPID 7

CVE C 1999-0524

CVSS CVE-1999-0524 - CVS2.3core V2:

Impatt By sending an ICMP TIMESTAMP REQUEST packet (ICMP type 13), the syste

Soluzione

identil ed. Information such as this can be used in extreme cases to bypass |
Detection Systems (IDS). *NOTE* This vulnerability can be ignored because
very dil cult in your setup to change the required settings to block the times:

At network-level this trall c should be rejected both inbound and outbound.
UNIX:

ICMP type 13 packets should be dropped inbound, and ICMP type 14 packets
outbound. Other ICMP packet types can be allowed into and out of your netw
recommended that these are assessed and (0 Itered accordingly.

WINDOWS:

This can be a hard option to set at the current time and it is therefor recomr
level.

Qutput della vulnerabilita / Evidenze

AttackOutput: 18:03:49
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Livello rischio Il (nformazione

SPID 12167

Impatto In this check we are guessing the type of system device by tracing the§MAC
interface card. This can reveal sensitive information such as Grewall ufa

attacker can use this data to base other attacks on. A MAC Addg£ss is a 24 |
Ildentifer (OUI). Please note the MAC Address can easily be s 0%d cn a de:

Soluzione | It is recommended to have aldrewall device up infront of yo servers that w
of your network card. If you have already done this you can I ore this chec

Output della vulnerabilita / Evidenze
AttackOQutput: dO-15-a6-cc-28-64 Adapter manufacturer? N OWN

Livello rischio Bl Informazione

SPID 1746

CVE CVE-1999-0524

CVSS CVE-1999-0524 - CVS2.3core V2:

Impatto By sending an ICMP TIMESTAMP EST packet (ICMP type 13), the syste
ascertained to be. Information such this can be used in extreme cases to
Detection Systems (IDS). *NOTE* This vulnerability can be ignored because
very dil cult in your setup change the required settings to block the times]

Soluzione | At network-level this tr Ild be rejected both inbound and outbound.
UNIX:

ICMP type 13 pack
outbound. Other |
recommended that
WINDOWS:

This can be a d option to set at the current time and it is therefor recomr
level.On a CiscOydevice it can be blocked by setting the rules

access-list 101 deny icmp any any 13 ! timestamp request.

ou be dropped inbound, and ICMP type 14 packets
wcket types can be allowed into and out of your netw
are assessed and O ltered accordingly.

ilita / Evidenze

Informazione

2853

I tto The remote system answers to the PING command. The PING command is use
"Alive" on the Internet. By this an attacker can easily determine if the syste
INTERNET and base other attacks on this.

Soluzione | It is recommended to block atdrewall level so that the system do not|respon
"Cloaking" the system to the INTERNET unskilled attackers can think there i
address and simple move on the next IP address. This can be blocked by Blo
and block outgoing icmp-type 14

Output della vulnerabilita / Evidenze
64 octets from 192.168.0.17: icmp_seq=0 ttl=64 time=0.6 ms
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Livello rischio Bl nformazione
Porta 80/tcp, 8080/tcp, 8081/tcp 4
SPID 1745
Impatto It is possible to connect to the remote web server and issue a HEAD /gHTTP/

Soluzione

system time on the target. Attackers can use this knowledge to bypass§possi
detection. *NOTE* This vulnerability can be ignored because it is a risk
your setup to change the required settings to block the timesta requests.

Since this is a default option in most web servers, it has to befré&ond gured

Apache:
It is very easy. First you have to RE compile apache from s%e. Before rec
/lapache_x_x/src/main/http_protocol.c where x_x is versigag nu er. Now in tl

ap_send_header_0eld(r, "Date", ap_gm_timestr_822(r- r->request_time

and UN Comment the line by setting a // in-front of the e.

After that G nd the line ap_table_unset(r->headers_OWt, "DWmte")

and put a // in-front of that line as well. Now regq@mpl apache.

IS

This is not directly possible here and has to done ondrewall level or by :
IS WINDOWS

This is an option that can be very hard to a lish since this is not a defze

time of the iis web server. So either bl#ck this atGrewall level or put this in
you are aware of it.

Output della vulnerabilita / Evidenze

AttackString: HEAD / HTTP/1.0
AttackOutput: Thu, 14 Sep 2023 16: 55 GMT
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Sistema Target: 192.168.0.25

<
Livello risc (s Alto
Porta 22/tcp
SPID 2733
Impatto The SSH service allows anyone to connect to it. This is a secUritWrisk becat

brute force attack and the service has a history of many da erous®vulnerab
Soluzione | It is recommended to only allow trusted users to connect to&

Qutput della vulnerabilita / Evidenze
AttackOQutput: SSH-2.0-dropbear

Livello rischiols Medio
SPID 56963
Impatto The target DNS service is subject to a mog#e DNS Recursion vulnerability. /
DDoS Attacks. Recursion is used procYfs a DNS request where the|DNS s«
for the client. Recursion should ¢nl e allowed for trusted clients.
Soluzione @ Set permissions so only trusted cli can do recursion requests or disable
edit /etc/bind/named.conf. allow-transfer {"none™
}
allow-recursion {"none"
}

recursion no
On Windows pleass

http://technet.microsoft.com/en-us/library/cc771738

Output della vulnerabilita / Evi¥

yahoo.com m i handled by 1 mta6.amO.yahoodns.net.

Livello rischiols Medio

Porta 81l/tc

SPID 3

Impatt Th¥® target service found running is subject to an information vulnerability. A
ulnerability to execute arbitrary code on the target system with the same pe
daemon.

| ione  Please upgrade to the latest version of the identil ed software you are runnii
And it is recommened to set Grewall permissions so only trusted users can c
address. Note if you are running another service on this port you can ignore

OQutput della vulnerabilita / Evidenze
Please note in this check we only relied on the presence of the found port. |

y
ou run another service on the found port please mark this check as a false
posit

ive in the menu.

Vulnerabilitd TTP only port without SSL found
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Livello rischio Basso

Porta 8083/tcp, 8084/tcp

SPID 58373 <

Impatto The identid ed Web server port found open does not support SSL encryption.
have a http port open without forced ssl support. It can allow attackers to ot

Soluzione It is recommended to O0rewall o0 the identild ed port so only local usersfican c
http with ssl to be open. If you have redirected the port to example 443

this check.
Output della vulnerabilita / Evidenze
AttackOQutput: Protocol on 192.168.0.25:8083/tcp matches h\

VulnerabilitASP.NET path disclosure

Livello rischio Basso

Porta 8083/tcp, 8084/tcp

SPID 2190

Impatto The remote ASP.NET system is vulnerable t&a th disclosure vulnerability.

information to base other attacks on.
Soluzione @ Please upgrade to the latest version e ASP.NET service from http://www
Output della vulnerabilita / Evidenze

AttackString: GET /a%5c.aspx H 0

AttackOutput: HTTP/1.0 500 Intern erver Error

Connection: close

Vulnerabilit®ossible Service/G directtv Identia ed

Livello rischio Basso

Porta 8082/tcp

SPID 61358

Impatto The identid ed poft found open on the target system is subject to a remote at
exploit is vulnerability to crash the target prorgam or base other attacks o

Soluzione rade to the latest version of the program. It is recommended to Qr

Qutput dell nerabilita / Evidenze

e note in this check we only relied on the presence of the found port. |
urun another service on the found port please mark this check as a|false

posit
ive in the menu.

Livello rischio Bl nformazione

Porta 53/udp

SPID 58296

Impatto Via the identid ed banner on the found service port it reveals sensitive inforr

Operating System Check is running. This is very dangerous since attackers c
this information. It can even reveal if the operaitng system is end of |ife anc
wont be patched.
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Soluzione It is recommended to clean the identilled version banner so it reveals as les
Output della vulnerabilita / Evidenze
Microsoft DNS 6.1.7601 (1DB15F75) <

Livello rischio Bl Informazione

SPID 8311

Impatto This check probes all ports for their real protocols. If all matches s |it shou
check.

Soluzione | If there is found known services on unknown ports it is ommended to prop

Qutput della vulnerabilita / Evidenze

Protocol on 192.168.0.25:22/tcp matches ssh
Protocol on 192.168.0.25:80/tcp matches http
Protocol on 192.168.0.25:8081/tcp matches htt
Protocol on 192.168.0.25:8082/tcp matches f#ittp
Protocol on 192.168.0.25:8083/tcp matches t
Protocol on 192.168.0.25:8084/tcp ma es http
Livello rischio Bl Informazione
SPID 1746
CVE CVE-1999-05214
CVSS CVE-1999-0524 - CV QcOye V2:
Impatto By sending an ICM STAMP REQUEST packet (ICMP type 13), the syste!
identil ed. Informat ch as this can be used in extreme cases to bypass |
Detection Sysyms (IDS). *NOTE* This vulnerability can be ignored because
very dil cult i ur setup to change the required settings to block the times
Soluzione | At network-levelS§this trad c should be rejected both inbound and outbound.
UNIX:
ICMP 13 packets should be dropped inbound, and ICMP type 14 packets

Other ICMP packet types can be allowed into and out of your netw
gpded that these are assessed and O ltered accordingly.
IBDNDOWS:
s gpan be a hard option to set at the current time and it is therefor recomr
le

vulnerabilita / Evidenze
AttackOutput: 18:32:25

Livello rischio Bl nformazione
SPID 12167
Impatto In this check we are guessing the type of system device by tracing the MAC

interface card. This can reveal sensitive information such as Grewall manufa
attacker can use this data to base other attacks on. A MAC Address is a 24 |
Identifer (OUI). Please note the MAC Address can easily be spoofed cn a de:

Soluzione It is recommended to have a(Grewall device up infront of your servers that w
of your network card. If you have already done this you can ignore this chec
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Qutput della vulnerabilita / Evidenze

AttackOutput: e0-23-ff-6e-03-df Adapter manufacturer: UNKNOWN

<
Vulnerabili
Livello rischio Bl nformazione
SPID 1746
CVE CVE-1999-0524
CVSS CVE-1999-0524 - CVS2.3core V2:
Impatto By sending an ICMP TIMESTAMP REQUEST packet (ICMP tyN@, the syste
extr

Soluzione

me cases to
ignored because
to block the times:

Detection Systems (IDS). *NOTE* This vulnerability ca@

ascertained to be. Information such as this can be used !!l
very dill cult in your setup to change the required setting§

At network-level this trall c should be rejected both i ound and outbound.
UNIX:

ICMP type 13 packets should be dropped inbaog d, ICMP type 14 packets
outbound. Other ICMP packet types can be lowed into and out of your netw
recommended that these are assessed and 0WRter accordingly.

WINDOWS:

This can be a hard option to set at thgcuyfrent time and it is therefor recomr
level.On a Cisco device it can be bloc setting the rules

access-list 101 deny icmp any an 3! ti¥iestamp request.

Output della vulnerabilita / Evidenze
17:32:25

Livello rischio Bl nforma @
SPID 2853

Impatto

Soluzione

Qutput dell

The remote s te answers to the PING command. The PING command is use
"Alive" on the ternet. By this an attacker can easily determine if the syste
INTERNET and se other attacks on this.

"Cloag the system to the INTERNET unskilled attackers can think there i
addre d simple move on the next IP address. This can be blocked by Blo
d b outgoing icmp-type 14

Ingrabilita / Evidenze
6 ctets from 192.168.0.25: icmp_seq=0 ttl=64 time=0.5 ms

Impatto

Soluzione

lo rischia

Bl nformazione

8084/tcp
58

This can also identify wrong example if a Windows based system running but
be because a Linux based Grewall is running infront. Via the identid ed banne
it reveals sensitive information about which operating system is running. Thi
attackers can base other attacks on this information. It can even reveal if th
life and wide open to attacks and wont be patched.

It is recommended to clean the identiled version banner so it reveals as les

Output della vulnerabilita / Evidenze
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Linux 2.2.x-3.x

Livello rischio Bl Informazione
SPID 6175
Impatto The Penetrator uses dill erent techniques for connection. Here is the lis®§of D

Connections without the counting from crawlers and external togfls.

N

Soluzione | Information check only
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Sistema Target: 192.168.0.27

<
Vulnerabili
Livello rischiols Medio
Porta 80/tcp
SPID 58663
Impatto X-Frame-Options is used to communicate to the web browser if'y want to a

clickjacking. The X-Frame-Options header can be used to if aQueb browser is
a <frame>, <object>, or <iframe>. It is recommended to
process.

or not. Preventing the web browser from farming your site t&efen against
ble

his check in

Soluzione @ Fix by adding to your site: header("X-Frame-Optiong: S EORIGIN")

Output della vulnerabilita / Evidenze

Livello rischiols Medio

Porta 80/tcp

SPID 58665

Impatto The HTTP Web Security Header StrictgTransport Security is a recommended f
security on your website and stren ens your implementation of TLS by forc
HTTPS. It is often know as HSTS that forces the web site to make thel web b
accessed only by using S instead of the insecure HTTP.

Soluzione @ Fix by adding to your sit eader("Strict-Transport-Security: max-age=3153{

includeSubDomains"

Qutput della vulnerabilita / Ev§d

Livello rischiols Medio

Porta 80/t

SPID 71828

Impatto identil ed 0 le found on the remote web server is subject to a remote info

ability. An attacker can use this information to base other attacks on.

Soluzi Ple'ase upgrade to the latest version of the identid ed software you are runnir
he Gle is sensitive make it unavailable.

Ouyfput Ila vulnerabilita / Evidenze
AttackString: HTTP GET /js/home.js HTTP/1.0
AttackOutput: HTTP/1.1 200 OK
Date: Thu, 14 Sep 2023 21:56:34 GMT
Server: Hydra/0.1.8
Accept-Ranges: bytes
Connection: close
Content-Length: 14718
Last-Modified: Mon, 01 Jan 2019 00:00:00 GMT
Content-Type: text/plain

var isSafari = (navigator.vendor && (navigator.vendor.toLowerCase().in
dexOf(apple) '= -1) ) ? true : false
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var isFF = (navigator.userAgent && (navigator.userAgent.toLowerCase().

indexOf(firefox) != -1) ) ? true : false
var isChrome = (navigator.userAgent && (navigator.userAgent.toLowerC
ase().indexOf(chrome) !'= -1) ) ? true : false

_top = self
_top.STYLING = {
afterPOST: ""
successMsg: "Success.",
successMsgNS: {
msgType: 1,

msgText: "Success. To permanently save the configuration, g to <a h
ref=\"javascript:NavigateFromSuccessMessage()\" class onlLi

ht\"></a> page or click Save icon.",

linkText: "Copy/Save Configuration",

linkFunc: function(){}

H

edtBtnNotSelect: "Edit: only selected entry Ild be processed.",
edtBtnNotSingle: "Edit: only single entry coWQld b processed.",
delBtnNotSelect: "Delete: only selecte ntries could be processed."

separator: ":",

reqEmptyMsg: "The field cannot ke ty.",
reqTooltip: "* = Required fields.",
emptyThl: "0 results found.",

sessionld: Math.round(M andom()*10000000000000000).toString(10),
alertBox:

title: ™"

msg: "",

func: function()4},

severity: 0,

closeDialog: f e,

hasCancel:true,

isNoti alse,
noCo uncHash: {}
1

0oQRs:
g inWidth: function() {return 18
fis

getShortWidth: function() {return 80
b

getLongWidth: function() {return 160

navigator.sayswho= (function(){

var ua= navigator.userAgent,

N= navigator.appName, tem,

M= ua.match(/(operalchrome|safari|firefox|msie|trident)\/?2\s*([\d\.]1+)/i) ||
[]

M= M[2]? [M[1], M[2]]:[N, navigator.appVersion, -?]

if(M && (tem= ua.match(/version\/([\.\d]+)/i))!= null) M[2]= tem][1

]

return M.join( )
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O
function isBrowserOlderlE10() {
if (islE()) { <

var ver = navigator.sayswho.split(" ")[1]
var ver_major = ver.split(".")[0]
if (parselnt(v

Livello rischiomm Medio \
Porta 80/tcp

SPID 67577

Impatto The identil ed G le found on the remote web server i subj§ct to a remote info
vulnerability. An attacker can use this informatiqgn toNase other attacks on.

Soluzione Please upgrade to the latest version of the identi d Loftware you are runnit
the G le is sensitive make it unavailable.

Qutput della vulnerabilita / Evidenze
AttackString: HTTP GET /home.html|l HT /1.0
AttackOQutput: HTTP/1.1 200 OK
Date: Thu, 14 Sep 2023 21:53:38 T
Server: Hydra/0.1.8
Accept-Ranges: bytes
Connection: close
Content-Length: 43002
Last-Modified: Mon, 01 J 9 00:00:00 GMT
Content-Type: text/
<html>
<head>
<title></title
<meta http-equiN§="Content-Type" content="text/html
charset=utf-8">

<met -equiv="X-UA-Compatible" content="IE=Emulat
elE1
eta e="csrf-token" content="">

LMk href="images/favicon.gif" type="text/css" rel=&
q Yshortcut icon" >

<l--[if Ite IE 6]>

<link type="text/css" href="css/styling_ie6.css" rel=
"stylesheet">

<!l[endif]-->

<script src="js/jguery-1_10_2 min.js" type="text/javascript&
quot;></script>

<script src="js/underscore-1_5_1 min.js" type="text/javascr
ipt"></script>

<script src="js/backbone-1_0_0_min.js" type="text/javascrip
t"></script>

<script src="js/fileload-1_0_0_6.js" type="text/javascript&qu
ot;></script>

<script type="text/javascript" src="../js/crypt/jsbn.js"&
gt;</script>
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<script type="text/javascript" src="../js/crypt/prng4.js&quot
;></[script>
<script type="text/javascript" src="../js/crypt/rng.js"&g p
t;</script>
<script type="text/javascript" src="../js/crypt/rsa.js"&g
t;</script>
<script type="text/javascript" src="../js/crypt/base64.js&quo
t;></script>
<script>
var RootFrame = true
var MockupMode = false \
var DebugMode = false
var fileVer = 1.1.4.8
var deviceld = null
var country = null
var devPortNum = 0
var devPoePortNum = 0
var defPage = null
var defHelp = null
var data
var infoMsg
Vulnerabili
Livello rischiols Medio
Porta 80/tcp
SPID 58860
Impatto The Permissions-P& Security Header can help secure your website from X
sources of ap ved COntent you can this way prevent the browser from load]
Security Hea rglfllows website security administrator to control resources ti
allowed to loa n a given page. This can help protect against Cross Site Sc

Soluzione

Qutput dell

Fix by adding to your site: header("Permissions-Policy: accelerometer=(), ca
domaig , encrypted-media=(), geolocation=(), gyroscope=(), magnetometer:
paym@g ®, publickey-credentials-get=(), usb=(), xr-spatial-tracking=(), full
autop e self), microphone=(self), picture-in-picture=(), sync-xhr=(self)")
vuygnerabilita / Evidenze

ello risSchiolm Medio
P a 443/tcp
SPI 58291

Impatto

Soluzione

The remote target SSL server do not ol er PFS Forward Secrecy. It is recomn
render the server vulnerable to Man in the Middle attacks.

It is recommended to disable SSLv3. Enable HTTP compression only for stati
latest version of your web application.

Qutput della vulnerabilita / Evidenze

No ciphers supporting Forward Secrecy offered
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Livello rischiols Medio

Porta 80/tcp <
SPID 58667

Impatto The Content Security Policy Security Header can help secure your we ite fr

sources of approved content you can this way prevent the browser fro
Security Header allows website security administrator to control res
allowed to load on a given page. This can help protect against 0oss Sit

Soluzione @ Fix by adding to your site: header("Content-Security-Policy: bicWall-mixed-

script-src 'self' www.youriste.com ")
Output della vulnerabilita / Evidenze \

Livello rischiols Medio

Porta 80/tcp

SPID 58662

Impatto The HTTP X-XSS-Protection response ader 1S a feature of Internet Explore

stops pages from loading when they d
protections are largely unnecessary in rn browsers when sites implemer
Security-Policy that disables the gfs‘e of ifiline JavaScript (‘funsafe-inline'), tl
protections for users of older we oywsers that don't yet support CSP.

rel ected cross-site scripting (XS

Soluzione To add the header please see:
https://scotthelme.co.uk/hardening-your-http-response-headers/#x-xss-protec

the cond guration for the s-site scripting 0 Iter built into most browsers. |
Protection: 1
mode=block" FIX: header(-Xss-Protection: 1

mode=block")

Output della vulnerabilita Evi e

Livello rischio Medio

Porta 80/tcp

SPID 8% 6

Impatto eferrer Policy is a newer security header that allows a website to cont

the web browser is sending with navigation away from a document. It |is reco
et by all sites. The header protects which referrer information sent in Refer

Sgfuzion Fix by adding to your site: header("Referrer-Policy: no-referrer,strict+origin-

ut della vulnerabilita / Evidenze

Livello rischiole Medio
Porta 80/tcp
SPID 58664
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Impatto

Soluzione

X-Content-Type-Options Security Header is used to prevent a browser from t
sensitive content type & forces the browser to use the declared content-type
is used by the server to indicate the MIME types advertised in the Content-T
changed. This can prevent MIME type sniing. The header was drst introduc
Explorer IE 8 to allows webmasters block content snil ng that could trlansforn
types into executable MIME type. Other web browsers have introduced it as \
penetration testing process to expect this header to be set. The only lid v
header is nosnid .

Fix by adding to your site: header("X-Content-Type-Options: nospid ")

Qutput della vulnerabilita / Evidenze

\

Vulnerabilitd TTP only port without SSL found

Livello rischio Basso
Porta 80/tcp
SPID 58373

Impatto

Soluzione

The identid ed Web server port found open d S not support SSL encryption.
have a http port open without forced ssl su ortylt can allow attackers to ot

It is recommended to Grewall o0 the idegftia e ort so only local users can c¢
http with ssl to be open. If you have r€digected the port to example port 443
this check.

Qutput della vulnerabilita / Evidenze

AttackOQOutput: Protocol on 192.165870. :80/tcp matches http

Livello rischio Bl nformazi

Porta 80/tcp

SPID 56003

Impatto The Interesti rectory HTTP has been found to be existing. This might ne
attacker can u this information to guess more information about the systen

Soluzione

attacks on.

It is rgse mended to rename the directories to names that are hard to guess
calle@ nin/ call it /f/addmin/ .

lita / Evidenze

tifickString: GET /help/ HTTP/1.0

A kOQutput: HTTP/1.1 200 OK

Date: Thu, 14 Sep 2023 20:56:50 GMT

erver: Hydra/0.1.8

Accept-Ranges: bytes

Connection: close

Content-Length: 211560

Last-Modified: Mon, 01 Jan 2019 00:00:00 GMT
Content-Type: text/html

Livello rischio Bl nformazione

Porta 80/tcp

SPID 56003
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Impatto

Soluzione

The Interesting directory HTTP has been found to be existing. This might ne
attacker can use this information to guess more information about the systen

attacks on.

It is recommended to rename the directories to names that are hard to guess

called /fadmin/ call it f/addmin/ .

Output della vulnerabilita / Evidenze

AttackString: GET /../ HTTP/1.0
AttackOutput: HTTP/1.1 200 OK

Date: Thu, 14 Sep 2023 20:39:24 GMT
Server: Hydra/0.1.8

Accept-Ranges: bytes

Connection: close

Content-Length: 225

Last-Modified: Mon, 01 Jan 2019 00:00:00 GMT

Content-Type: text/html
<html|>

<head>

<script type="text/javascript">
function gotoLogin()

var fileVer = (new Date().getTime())
window.location.href="login.html?

</script>

</head>

<body onload="gotoLogin(
">

</body>

</html>

r="+f

.

N

e InteWesting directory HTTP has been found to be existing. This might ne

Livello rischio Bl nformazione
Porta 80/tc
SPID 5600
Impatto
tificker can use this information to guess more information about the syster
agks on.
Soluzi It is recommended to rename the directories to names that are hard to guess
alled /admin/ call it f/addmin/ .
Oyftput Ila vulnerabilita / Evidenze
AttackString: GET /%00/ HTTP/1.0
AttackOutput: HTTP/1.1 200 OK
Date: Thu, 14 Sep 2023 20:39:22 GMT
Server: Hydra/0.1.8
Accept-Ranges: bytes
Connection: close
Content-Length: 225
Last-Modified: Mon, 01 Jan 2019 00:00:00 GMT
Content-Type: text/html
<html>
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<head>

<script type="text/javascript">

function gotoLogin() <
var fileVer = (new Date().getTime())
window.location.href="login.html?ver="+fileVer

</script>

</head>

<body onload="gotoLogin()

"

</body>
</html>

Livello rischio Bl nformazione

Porta 80/tcp

SPID 56003

Impatto The Interesting directory HTTP has be found to be existing. This might ne

Soluzione

attacker can use this information to g ore information about the systen
attacks on.

It is recommended to rename thefdi tories to names that are hard to guess
called /admin/ call it f/addmin/ .

Qutput della vulnerabilita / Evidenze

AttackString: GET /%00/i
AttackOutput: HTTP/1.1
Date: Thu, 14 Sep 2
Server: Hydra/0.1.
Accept-Ranges: byt

act.sh/ HTTP/1.0

7:28 GMT

Connection: 0s
Content-Lengt 225
Last-Modified: Mon, 01 Jan 2019 00:00:00 GMT
Conte pe: text/html
<htm
ead>
rigt type="text/javascript">
f ion gotoLogin()
var fileVer = (new Date().getTime())
window.location.href="login.html?ver="+fileVer
</script>
</head>
<body onload="gotoLogin()

"s
</body>
</html>

Livello rischio Bl nformazione
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SPID 8311
Impatto This check probes all ports for their real protocols. If all matches as |it shou
check.

Soluzione  If there is found known services on unknown ports it is recommended to prop

Output della vulnerabilita / Evidenze
Protocol on 192.168.0.27:22/tcp matches ssh
Protocol on 192.168.0.27:22/tcp matches ssh-openssh
Protocol on 192.168.0.27:80/tcp matches http

Livello rischio Bl nformazione

SPID 1746

CVE CVE-1999-0524

CVSS CVE-1999-0524 - CVS2.3core V2:

Impatto By sending an ICMP TIMESTAMP REQUEST jfacket (ICMP type 13), the syste!
identil ed. Information such as this can be ed extreme cases to bypass |
Detection Systems (IDS). *NOTE* This Iner lity can be ignored because
very dil cult in your setup to change t#e quired settings to block the times:

Soluzione | At network-level this trad c should be re ed both inbound and outbound.
UNIX:
ICMP type 13 packets should be p d inbound, and ICMP type 14 packets
outbound. Other ICMP packet types n be allowed into and out of your netw
recommended that these are assessed and (0 ltered accordingly.
WINDOWS:
This can be a hard opti t at the current time and it is therefor|recomr
level.

Output della vulnerabilita / Evi
AttackOutput: 21:5

Livello rischio Informazione

Porta 443/t

SPID

Impatto s #an also identify wrong example if a Windows based system running but
b ecause a Linux based drewall is running infront. Via the identii ed banne

it reveals sensitive information about which operating system is running. Thi
ttackers can base other attacks on this information. It can even reveal if th
life and wide open to attacks and wont be patched.

| ione It is recommended to clean the identilled version banner so it reveals as les
Ou t della vulnerabilita / Evidenze
Linux 2.2.x-3.x

Livello rischin Bl nformazione
Porta 443/tcp
SPID 58286
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Impatto

Soluzione

The target web server do not support encryption Downgrade attack preventio
attackers to carry out other attacks.

It is recommended to disable SSLv3. Enable HTTP compression only for sta

latest version of your web application.

Qutput della vulnerabilita / Evidenze

Livello rischio

Porta

Android
Android
Android
Android
Android
Android
Android
Android
Chrome
Chrome

4.

9.

o N o o1 B~ b

2.
.2 No con
.2 TLSv1.
.0 TLSv1.

O B O O O &~ DN

2 No con

TLSv1.2
TLSv1.2
(native)
(native)

nection

nection

2 AES256-GCM-SHA384 No FS

2 AES256-SHA No FS
AES128-GCM-SHA256 No FS
AES128-GCM-SHA256 No FS
TLSv1.2 AES128-GCM-SHA256 No
TLSv1.2 AES128-GCM-SHA256 No

65 Win 7 TLSv1.2 AES128-GCM-SHA256 No

74 (Win 10) TLSv1.2 AES128-GCM-SHA2

Firefox 62 Win 7 TLSv1.2 AES128-SHA No FS
Firefox 66 (Win 8.1/10) No connection
IE 6 XP No connection

IE 7 Vista No connection

IE 8 Win 7 No connection

IE 8 XP No connection

IE 11 Win 7 TLSv1.2 AES256-GCM* SH 384 No FS

IE 11 Win 8.1 TLSv1.2 AES256-GCM-SHA384 No FS
IE 11 Win Phone 8.1 TLSYy, AES128-SHA256 No FS
IE 11 Win 10 TLSv1.2 A +:GCM-SHA384 No FS
Edge 15 Win 10 TLSv1.2 AR S256-GCM-SHA384 No FS
Edge 17 (Win 10) T
Opera 60 (Win 10)
LSvli.2 AES256-GCM-SHA384 No FS

Safari 9 iOS
Safari 9 OS X
Safari 10 OS X 1

Apple

2 AES256-GCM-SHA384 No FS
.2 AES128-GCM-SHA256 No FS

.11 TLSv1.2 AES256-GCM-SHA384 No FS

.12 TLSv1.2 AES256-GCM-SHA384 No FS
9 i0OS 9 No connection
Win 7 No connection

No connection

a 7u25 No connection

8ul6l TLSv1.2 AES256-SHA256 No FS
Java 9.0.4 TLSv1l.2 AES256-GCM-SHA384 No FS
1.0.11 TLSv1.2 AES256-GCM-SHA384 No FS

penSSL
OpenSSL
OpenSSL
OpenSSL

It;<--

443/tcp

1.0.2e TLSv1.2 AES256-GCM-SHA384 No FS
1.1.0j (Debian) TLSv1.2 AES256-GCM-SHA384 No FS
1.1.1b (Debian) TLSv1.2 AES256-GCM-SHA384 No FS
Thunderbird (60.6) TLSv1.2 AES128-SHA No FS
Done 2023-09-14 22:22:38 [ 39s] -->> 192.168.0.27:443 (192.168.0.27) &

Il (nformazione

NoWBF S
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SPID 3702

Impatto It is possible to retrieve the SSL certil cate owner information from the targe
check please review the vulnerability information provided from the ssl certif

Soluzione | If all the information in the certill cate output is the correct informatiaon and |
to please ignore this check.

Output della vulnerabilita / Evidenze

subject=/CN=My Name/OU=My Organization

issuer=/CN=My Name/OU=My Organization

Livello rischio Bl nformazione

Porta 443/tcp

SPID 108204

Impatto The target Port is blocking connections fro e Scanner or speed wals deter
means the port is being skipped in critical ecklp for the Scanner not to han
allow the Scanner full connection to the_por erwise crusial vulnerabiliti

be missed.

Soluzione | If the speed is slow there might be a c negtion problem or adrewall/ips/shi
Scanner. It is recommended to whj list e Scanner for the best result.

Qutput della vulnerabilita / Evidenze
Time: 1683

Livello rischia - Informaz
Porta 80/tcp

SPID 1745

Impatto It is possible connect to the remote web server and issue a HEAD / HTTP/
system time on t¥ie target. Attackers can use this knowledge to bypass possi
detection. *NOTE* This vulnerability can be ignored because it is a Low risk

your to change the required settings to block the timestamp requests.

Soluzione | Since is a default option in most web servers, it has to be reconligured
ache!

t 4 ery easy. First you have to RE compile apache from source. Before rec

/ he x_x/src/main/http_protocol.c where x_x is version number. Now in tl

ap_send_header_0eld(r, "Date", ap_gm_timestr_822(r->pool, r->request_time
nd UN Comment the line by setting a // in-front of the line.

After that G nd the line ap_table_unset(r->headers_out, "Date")

and put a // in-front of that line as well. Now recompile apache.

IS

This is not directly possible here and has to be done on Grewall level or by
IS WINDOWS

This is an option that can be very hard to accomplish since this is not a defz

time of the iis web server. So either block this atdrewall level or put this in

you are aware of it.

Qutput della vulnerabilita / Evidenze
AttackString: HEAD / HTTP/1.0
AttackOutput: Thu, 14 Sep 2023 19:59:11 GMT
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Livello rischio Bl Informazione
SPID 2853 <
Impatto The remote system answers to the PING command. The PING command is use

"Alive" on the Internet. By this an attacker can easily determine if the syste
INTERNET and base other attacks on this.

Soluzione | It is recommended to block atdrewall level so that the system do n spon
"Cloaking" the system to the INTERNET unskilled attackers can ink there i
address and simple move on the next IP address. This can be ked by Blo
and block outgoing icmp-type 14

Output della vulnerabilita / Evidenze \

64 octets from 192.168.0.27: icmp_seq=0 ttl=64 time=0 S

Livello rischio Bl Informazione

SPID 1746

CVE CVE-1999-0524

CVSS CVE-1999-0524 - CVS2.39core V2:

Impatto By sending an ICMP TIMESTAMP REQU packet (ICMP type 13), the syste
ascertained to be. Information suf€h this can be used in extreme cases to
Detection Systems (IDS). *NOTE* is§vulnerability can be ignored because
very dil cult in your setup to chang e required settings to block the times

Soluzione @ At network-level this tral c_should be rejected both inbound and outbound.
UNIX:
ICMP type 13 packets sh e dropped inbound, and ICMP type 14 packets

outbound. Other ICMP _pacigt types can be allowed into and out of your netw
recommended that are assessed and (G ltered accordingly.

WINDOWS:
This can be a rd on to set at the current time and it is therefor recomr
level.On a Ci€coglievice it can be blocked by setting the rules

access-list 10 eny icmp any any 13 ! timestamp request.

Output della vulnerabilita / Evidenze
20:59;

Livello gimgchio Bl Informazione
SPID 2167
I atto In this check we are guessing the type of system device by tracing the MAC

interface card. This can reveal sensitive information such as Grewall manufa
attacker can use this data to base other attacks on. A MAC Address is a 24 |
Identifer (OUI). Please note the MAC Address can easily be spoofed cn a de:

Soluzione It is recommended to have a(Grewall device up infront of your servers that w
of your network card. If you have already done this you can ignore this chec

Output della vulnerabilita / Evidenze
AttackOQutput: b0-7d-47-37-98-d4 Cisco Systems, Inc

Livello rischio Bl (nformazione
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Porta 80/tcp

SPID 59062

Impatto A possible administration interface identill ed. An attacker can use thils infor{
on.

Soluzione It is recommended to keep the system up to date.

OQutput della vulnerabilita / Evidenze
AttackString: HTTP GET /login.html HTTP/1.0
AttackOQutput: HTTP/1.1 200 OK
Date: Thu, 14 Sep 2023 21:58:06 GMT
Server: Hydra/0.1.8
Accept-Ranges: bytes \
Connection: close
Content-Length: 22770
Last-Modified: Mon, 01 Jan 2019 00:00:00 GMT
Content-Type: text/html
<html|>
<head>
<title></title>
<meta http-equiv="Content-Type" con "text/html
charset=utf-8">

<meta http-equiv="X-UA-Compatilllegmontent="IE=Emulat
elE10">

<link href="images/favicon.gif" type="text/css" rel=&
guot;shortcut icon" >

<1--[if Ite IE 6]>

<link type="text/css" href3&css/styling_ie6.css" rel=
"stylesheet">

<I[endif]-->

<script src="j guery-1 _10_2 min.js" type="text/javascript&
guot;></scrip

<script src="js derscore-1_5 1 min.js" type="text/javascr
ipt"></script>

src="js/crypt/jsbn.js"&gt

;</Script>

script type="text/javascript" src="js/crypt/prng4.js"&g
t;</script>

<script type="text/javascript" src="js/crypt/rng.js">
</script>

<script type="text/javascript" src="js/crypt/rsa.js">
</script>

<script type="text/javascript" src="js/crypt/base64.js"
></script>

<style type="text/css">
.titleciscolog

font-family: Arial, sans-serif
font-size: 22px

color: #ffffff
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.titleciscouser

font-family: Arial, sans-serif

font-size: 12px
color: #ffffff
.titlecisco3log

font-family: Arial, sans-serif

font-size: 12px
color: #ffffff

#cellMessage span.inv
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Sistema Target: 192.168.0.29

<
Livello risc (s Alto
Porta 554/tcp
SPID 4773
Impatto The identid ed port found open on the target system with the fo'un®service is

Soluzione

Output della vulnerabilita / Evidenze

remote bul er execution Overd ow that an attacker can explo*ex cute arbi
system.

It is recommended to block incoming tral c to the identj
connect to it and further more make sure you have the

port and ofr only
version of the ¢

Please note in this check we only relied on the eseMce of the found port. |

y
ou run another service on the found port ple mark this check as a|false
posit

ive in the menu.

Livello risc (s Alto

Porta 7100/tcp

SPID 3298

CVE CVE-2002-1317

CVSS CVE-2002-1317 - C ScoVe V2:

Impatto The identid ed syst s found running the X Font Service. The X Font serv
vulnerabilities gher can be possible for a remote attacker to gain root ac

Soluzione

OQutput dell

It is highly re§o ended to block incoming tradc to the found port atdrewal
sure you are rugning the latest X Font service for your system. NOTE; In thi
presences of the¥Yidentil ed port. Some system are setup to act with many ghc
trick attackers. So it is recommended that you verify the service runnjing on
an verify that another service is run on the port that is not equal t«
ignor® check.

ulner&@bilita / Evidenze
a note in this check we only relied on the presence of the found port. |

y

ou run another service on the found port please mark this check as a false
osit

ive in the menu.

Livello risc |mms Alto

Porta 82/tcp, 30001/tcp

SPID 3719

CVE CVE-2003-0117

CVE CVE-2003-0118

CVSS CVE-2003-0117 - CVSY.Score V2:

CVSS CVE-2003-0118 - CVSY.Score V2:
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Impatto

Soluzione

The target system is running the Microsoft BizTalk service. Found G le biztall
remote web server. It is subject to several vulnerabilities where it is possibl
SQL insertion attacker and or execute arbitrary code on the system This can
the service.

Please issue the patch from
http://www.microsoft.com/technet/treeview/default.asp?url=/technet/segurity/
NOTE: If you already applied the patch please ignore this check.

Output della vulnerabilita / Evidenze

AttackString: GET /cgi-bin/biztalkhttpreceive.dll HTTP/1.0
Content-Length: 7

UNKNOWN
AttackOQutput: HTTP/1.1 500 Internal Server Error

Server: gSOAP/2.7

Content-Type: text/xml

charset=utf-8

Content-Length: 2836

Connection: close

<?xml version="1.0" encoding="UTF-8"?>

<SOAP-ENV:Envelope xmlns:SOAP-ENV
/envelope/" xmIns:SOAP-ENC="http://
ding/" xmlns:xsi="http://www.w3.0rg/20 LSchema-instance&quot

; Xxmins:xsd="http://www.w3.0rg/2 IXMLSchema" xmlns:tns="h
ttp://tempuri.org/tns.xsd" xmlns: =Whttp://www.onvif.org/verl
O/topics" xmlns:cl4n="http://www.w rg/2001/10/xml-exc-cl4n#&qu

ot; xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/o0asis-200401-ws
s-wssecurity-utility-1.0.x xmlns:ds="http://www.w3.0rg/2000/0
9/xmldsig#" xmlns:wsse ://docs.oasis-open.org/wss/2004/01/0
asis-200401-wss-wssecur -secext-1.0.xsd" xmlns:wsa="http://sch
emas.xmlsoap.org/we@004/9¥8/addressing” xmlns:wsab="http://www.w
3.0rg/2005/08/addr xmlns:xmime5="http://tempuri.org/xmime
5.xsd" xmlns:xo
Ins:tplt="http:

http:7Tschemas.xmlsoap.org/soap
s.xmlsoap.org/soap/enco

rorg/verl0/schema" xmlns:wstop="http://docs.oas

is-open.org/ws -1" xmlns:wsrfr="http://docs.oasis-open.org/wsr
flr-2" xmlns:wsrfbf="http://docs.oasis-open.org/wsrf/bf-2"
xmlns i@gnae="http://www.onvif.org/ver20/analytics/wsdl/AnalyticsEngin

mins:tanre="http://www.onvif.org/ver20/analytics/wsdl
/Rule ENg eBinding" xmlns:tan="http://www.onvif.org/ver20/analyt

i xmlns:tds="http://www.onvif.org/verl0/device/wsdl&quot
s:tes-cppb="http://www.onvif.org/verl0/events/wsdl/CreatePullPo
ding" xmlilns:tes-e="http://www.onvif.org/verl0/events/wsdl/
EventBinding" xmlns:tes-nc="http://www.onvif.org/verl0/events/ws
[/NotificationConsumerBinding" xmlns:tes-np="http://www.onvif.o
rg/verl0/events/wsdl/NotificationProducerBinding" xmlns:tes-ppb=&quot
;http://www.onvif.org/verl0/events/wsdl/PullPointBinding"” xmlns:tes-p
ps="http://www.onvif.org/verl0/events/wsdl/PullPointSubscriptionBindi
ng" xmlns:tev="http://www.onvif.org/verl0/events/wsdIl" xmln
s:tes-psmb="http://www.onvif.

Livello rischiols Medio

Porta 20000/tcp

SPID 58573
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Impatto SCADA PLC RUGGEDCOM DNP3 port /DNP3 DNP3 Master device DNP3 (Port
Network Protocol (DNP3)13 is a set of communications protocols used betwe
automation systems. Its main use is in utilities such as electric and water cc
industries is not common. As it was developed for communications beiween
acquisition and control equipment, this protocol plays a crucial role in SCAD
is used by SCADA master stations, Remote Terminal Units (RTUs), and Intell
(IEDs). It is primarily used for communications between a master statiftn and
Inter-Control Center Communications Protocol (a part of the IEC 60 6 pro
master station communications. The target service found running_ can b ub
overld ow vulnerability. An attacker can exploit this vulnerabilitygio execute a
system with the same permissions as the identid ed daemon.

Soluzione | Please upgrade to the latest version of the identil ed softw you are runnii
And it is recommened to set Grewall permissions so only trust users can ci
address. Note if you are running another service on thi rt you can ignore

Output della vulnerabilita / Evidenze

Please note in this check we only relied on the pre ce ¥f the found port. |
y

ou run another service on the found port please m his check as a false
posit

ive in the menu.

Livello rischiols Medio

Porta 30000/tcp

SPID 58664

Impatto X-Content-Type-Options rity Header is used to prevent a browser from t

sensitive content type &
is used by the serve
changed. This can

the browser to use the declared content-type
icate the MIME types advertised in the Content-T
nt MIME type snilng. The header was 0 rst introduce
Explorer IE 8 to al ebmasters block content sniing that could transforr
types into exegfitable"MIME type. Other web browsers have introduced it as \
penetration t§stigfg process to expect this header to be set. The only |valid v

header is nosn

Soluzione @ Fix by adding to your site: header("X-Content-Type-Options: nosnid ")

Qutput della vuln ilita / Evidenze

Livello chio Medio

Porta 0000/tcp

S D 5333

I tto The identil ed uTorrent Peer to Peer web server found running indicated that
in your network. This can be abused to share illegal Oles and copyrighted mae
system.

Soluzione | Please upgrade to the latest version from of the software and or remove the
your policy forbids it.

Qutput della vulnerabilita / Evidenze

Please note in this check we only relied on the presence of the found port. |

y
ou run another service on the found port please mark this check as a false
posit

ive in the menu.
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Vulnerabili <
Livello rischiols Medio
Porta 82/tcp
SPID 1640
CVE CVE-2002-0419
CVSS CVE-2002-0419 - CVSS Score V2:
Impatto The identid ed IS running could be identid ed to run the Basic auth tication.

Soluzione

to do a specilic based brute force attack against the remote&t.

Please issue the patch from Microsoft(R)
http://www.microsoft.com/technet/treeview/default.asp echnet/security/

Output della vulnerabilita / Evidenze

AttackString: GET / HTTP/1.1
Host: iis-server

Authorization: Negotiate TIRMTVNTUAABAA B4IAOAAAAAAAAAAAAAAAAAAL
AAA=

AttackOQutput: HTTP/1.1 500 Internal SegVer r
Server: gSOAP/2.7

Content-Type: text/xml

charset=utf-8

Content-Length: 2836

Connection: close

<?xml version="1.0" enc ="UTF-8"?>
<SOAP-ENV:Envelope x : AP-ENV="http://schemas.xmlsoap.org/soa
p/envelope/" xmIns:SQAP - C="http://schemas.xmlsoap.org/soap/en

coding/" xmlns:xsi
uot; xmlns:xsd="htt
ot;http://tempu
/verl0/topics

s.xsd" xmlns:tnsl="http://www.onvif.org
ns:cl4n="http://www.w3.0rg/2001/10/xml-exc-cl
An#" xmlns:ws "http://docs.oasis-open.org/wss/2004/01/oasis-20
0401-wss-wssecUrity-utility-1.0.xsd" xmlIns:ds="http://www.w3.0r
g/2000/09/xmldsig#" xmlns:wsse="http://docs.oasis-open.org/wss/
2004 sis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsa="
http: mas.xmlsoap.org/ws/2004/08/addressing” xmlns:wsa5="h
2w .w3.0rg/2005/08/addressing"” xmlns:xmime5="http://tempu
g/xmime5.xsd" xmlns:xop="http://www.w3.0rg/2004/08/xopl/inc
xmlns:tplt="http://www.onvif.org/verl0/plus/schema"
s:tt="http://www.onvif.org/verl0/schema" xmlns:wstop="
http://docs.oasis-open.org/wsn/t-1" xmlns:wsrfr="http://docs.oa
sis-open.org/wsrf/r-2" xmlns:wsrfbf="http://docs.oasis-open.org
/wsrf/bf-2" xmlns:tanae="http://www.onvif.org/ver20/analytics/w
sdl/AnalyticsEngineBinding" xmlns:tanre="http://www.onvif.org/v
er20/analytics/wsdl/RuleEngineBinding" xmlns:tan="http://www.on
vif.org/ver20/analytics/wsdl" xmIns:tds="h

Livello rischiols Medio

Porta 80/tcp, 30000/tcp

SPID 58665
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Impatto The HTTP Web Security Header Strict Transport Security is a recommeanded f
security on your website and strengthens your implementation of TLS by forc
HTTPS. It is often know as HSTS that forces the web site to make thel web bi
accessed only by using HTTPS instead of the insecure HTTP.

Soluzione | Fix by adding to your site: header("Strict-Transport-Security: max-age=3153¢
includeSubDomains")

Output della vulnerabilita / Evidenze

Livello rischiols Medio

Porta 80/tcp, 30000/tcp

SPID 58666

Impatto The Referrer Policy is a newer security header that lowS a website 1o conti

document. It lis reco
ormation sent in Refer

the web browser is sending with navigation awa
set by all sites. The header protects which referre

Soluzione | Fix by adding to your site: header("Referrerf/Policy: no-referrer,strict-origin-

Output della vulnerabilita / Evidenze

Livello rischiolis Medio

Porta 80/tcp, 30000/tcp

SPID 58667

Impatto The Content Security Po curity Header can help secure your website fr

sources of approved
Security Header al
allowed to load on

onte you can this way prevent the browser from loadi
ebsite security administrator to control resources tl
°>n page. This can help protect against Cross Site Sc

Soluzione @ Fix by adding you ite: header("Content-Security-Policy: block-all-mixed-
script-src 'se®{ w.youriste.com ")

Qutput della vulnerabilita /§gvidenze

Livello riscl@ro Medio

Porta , 30000/tcp

SPID 58860

Impatt he Permissions-Policy Security Header can help secure your website from X

sources of approved content you can this way prevent the browser from loadi
Security Header allows website security administrator to control resources tl
allowed to load on a given page. This can help protect against Cross Site Sc

Soluzione @ Fix by adding to your site: header("Permissions-Policy: accelerometer=(), ca
domain=(), encrypted-media=(), geolocation=(), gyroscope=(), magnetometer:
payment=(), publickey-credentials-get=(), usb=(), xr-spatial-tracking=(), full
autoplay=(self), microphone=(self), picture-in-picture=(), sync-xhr=(self)")

Qutput della vulnerabilita / Evidenze

Livello rischiole Medio
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Porta 82/tcp

SPID 2103

CVE CVE-2002-0419 X
CVSS CVE-2002-0419 - CVSS Score V2:

Impatto The identided IIS running could be identill ed to run the Basic authentication.

to do a speciic based brute force attack against the remote host.

Soluzione Please issue the patch from Microsoft(R)
http://www.microsoft.com/technet/treeview/default.asp?url=/tech t/security/

Qutput della vulnerabilita / Evidenze

AttackString: GET / HTTP/1.1

Host: iis-server \
Authorization: Basic cTFraTk6ZDA5a2xt

AttackOutput: HTTP/1.1 500 Internal Server Error

Server: gSOAP/2.7

Content-Type: text/xml

charset=utf-8

Content-Length: 2836

Connection: close

<?xml version="1.0" encoding="UTF-8% >

<SOAP-ENV:Envelope xmlns:SOAP-ENV= p://schemas.xmlsoap.org/soa
p/envelope/" xmIns:SOAP-ENC=" p:L/schemas.xmlsoap.org/soap/en
coding/" xmlns:xsi="http://www.w rgy2001/XMLSchema-instanceé&q
uot; xmlns:xsd="http://www.w3.0rg/ 1/XMLSchema" xmlns:tns=&qu

ot;http://tempuri.org/tns.xsd" xmlns:tnsl1="http://www.onvif.org
/verl0/topics" xmlns:cl4 ttp://www.w3.0rg/2001/10/xml-exc-cl
Adn#" xmlns:wsu="http:// sis-open.org/wss/2004/01/oasis-20
0401-wss-wssecurity-utilitg-1.0.xsd" xmliIns:ds="http://www.w3.0r

V 2; ns:Wsse="http://docs.oasis-open.org/wss/
2004/01/o0asis-20014 5s-wssecurity-secext-1.0.xsd" xmlns:wsa="

S " xmlns:xop="http://www.w3.0rg/2004/08/xopl/inc
lude" xmlns:tpltY http://www.onvif.org/verl0/plus/schema”

http:/ §S.0asis-open.org/wsn/t-1" xmlilns:wsrfr="http://docs.oa
Sis-0 g/wsrf/r-2" xmlns:wsrfbf="http://docs.oasis-open.org
Iw,srfll xmlns:tanae="http://www.onvif.org/ver20/analytics/w

ticseEngineBinding" xmlns:tanre="http://www.onvif.org/v
O/gnalytics/wsdl/RuleEngineBinding" xmlns:tan="http://www.on
\Y rg/ver20/analytics/wsdl" xmlns:tds="h

lo rischiol Medio

Porta 30000/tcp
SPID 58662
Impatto The HTTP X-XSS-Protection response header is a feature of Internet Explore

stops pages from loading when they detect rell ected cross-site scripting (XS
protections are largely unnecessary in modern browsers when sites implemer
Security-Policy that disables the use of inline JavaScript (‘lunsafe-inl ne'), tl
protections for users of older web browsers that don't yet support CSP.
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Soluzione

To add the header please see:
https://scotthelme.co.uk/hardening-your-http-response-headers/#x-xss-protec
the cond guration for the cross-site scripting 0 Iter built into most browsers. |
Protection: 1

mode=block" FIX: header("X-Xss-Protection: 1

mode=block")

Qutput della vulnerabilita / Evidenze

Livello rischiols Medio

Porta 30000/tcp

SPID 3526

Impatto The identil ed Sage Content Management Systemgfoun® running on the remote

Soluzione

a Cross Site Scripting Vulnerability. This can alloW apg attacker to steal cook
credentials from legitimate users of the syst . This can lead to someg part

Please upgrade to the latest version of the Qoft re you are running.

Output della vulnerabilita / Evidenze

AttackString: GET /?mod=<script>aler cugnent.cookie)</script&gt
;&op=browse HTTP/1.0

AttackOutput: HTTP/1.1 200 OK
Content-Type:text/html

X-Frame-Options: SAMEORIGIN

<IDOCTYPE html><html> d><title></title><

META http-equiv="Cont " content="text/html
charset=utf-8"><META httpjequiv="Pragma" content=&q

uot;no-cache"><MEZA tp-equiv="Cache-Control" cont
ent="no-cache">< ttp-equiv="Expires" cont
ent="0"><style gype Fxt/icss">html, body{h

eight: 100%

margin: 0px

overflow: hidden

}</sty script type="text/javascript">function releas

e(){ nt.frames[banner].release()

}</scri </head><body><iframe name="banner&q

o] id="banner"” hideFocus="hideFocus" marginwidth=
rginheight="0" src=" ../index.htm?client

Ip dr=172.16.0.1&IsRemote=0&mod=&ltscript&gtalert(docu
ment.cookie)&Ilt/script&gt&op=browse" frameborder=&quot
;0" width="100%" height="100%"></iframe&
gt;</body></html>

Vulnerabilit®racle 9iAS Access of SOAP documentation

Livello rischio Basso

Porta 82/tcp, 30001/tcp

SPID 2053

Impatto It is possible on the remote system to access the SOAP documentation. Thos
attacker to determine what kind of system is running on the target system.
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Soluzione

From http://www.oracle.com/appserver/ click on download to enter download
oracle application server NOTE* You will need a USERNAME and PASSWORD
latest version. For more information please see
http://otn.oracle.com/deploy/security/pdf/ias_soap_alert.pdf And or Remove4
Oracle 9iAS http.conf: Alias /soapdocs/ $ORACLE_HOME/soap/docs/

Qutput della vulnerabilita / Evidenze

AttackString: GET /ReleaseNotes.html HTTP/1.0

AttackOQutput: HTTP/1.1 500 Internal Server Error

Server: gSOAP/2.7

Content-Type: text/xml

charset=utf-8 \
Content-Length: 2836

Connection: close

<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://sghe s.xmlsoap.org/soap

/envelope/" xmIns:SOAP-ENC="http://schemas.xm aplorg/soap/enco
ding/" xmlns:xsi="http://www.w3.0rg/2001/X che -instance&quot
; xmins:xsd="http://www.w3.0rg/2001/XMLS emag  xmlns:tns="h
ttp://tempuri.org/tns.xsd" xmlns:tnsl="http: wy.onvif.org/verl

O/topics" xmlns:cl4n="http://www.w3.0
ot; xmlns:wsu="http://docs.oasis-open
s-wssecurity-utility-1.0.xsd" xmlns:ds=" //www.w3.0rg/2000/0
9/xmldsig#" xmlns:wsse="http://d s.oasiS-open.org/wss/2004/01/0
asis-200401-wss-wssecurity-sece .B.xsd" xmlns:wsa="http://sch
emas.xmlsoap.org/ws/2004/08/addr ing" xmlns:wsab5="http://www.w
3.0rg/2005/08/addressing” xmlns:xmime5="http://tempuri.org/xmime
5.xsd" xmlns:xop="http:// .w3.0rg/2004/08/xop/include” xm

\ erl0/plus/schema" xmlns:tt=&quot

/2001/10/xml-exc-cl4n#&qu
/wss/2004/01/0asis-200401-ws

Wsrfr="http://docs.oasis-open.org/wsr
://ldocs.oasis-open.org/wsrf/bf-2"
.onvif.org/ver20/analytics/wsdl/AnalyticsEngin

/RuleEngineB
ics/wsdl" xmlns?

ng" xmlns:tan="http://www.onvif.org/ver20/analyt
s="http://www.onvif.org/verl0/device/wsdl&quot

/yerlO07events/wsdl/NotificationProducerBinding" xmlns:tes-ppb=&quot
pé/www.onvif.org/verl0/events/wsdl/PullPointBinding"” xmlns:tes-p
p ttp://www.onvif.org/verl0/events/wsdl/PullPointSubscriptionBindi|i
ng" xmlns:tev="http://www.onvif.org/verl0/events/wsdIl" xmln
tes-psmb="http://www.onvif.

Vul rabilit&ile userslist.asp Path Disclosure

Livello rischio Basso

Porta 82/tcp, 30001/tcp

SPID 6637

Impatto The identil ed userslist.asp 0le found on the remote web server is subject to

Soluzione

vulnerability. An attacker can exploit this information to base other attacks

Please upgrade to the latest version from http://www.persianblog.com

Output della vulnerabilita / Evidenze

AttackString: GET /userslist.asp?page=2&catid=16 HTTP/1.0
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AttackOQutput: HTTP/1.1 500 Internal Server Error

Server: gSOAP/2.7

Content-Type: text/xml <
charset=utf-8

Content-Length: 2836

Connection: close

<?xml version="1.0" encoding="UTF-8"?>

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap#org/soa
p/envelope/" xmIns:SOAP-ENC="http://schemas.xmlsoap.org/s n
coding/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance&

uot; xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlnsk&qu
ot;http://tempuri.org/tns.xsd" xmlns:tnsl="http://www.o0 N
/verl0/topics" xmlns:cl4n="http://www.w3.0rg/2001/10
An#" xmlns:wsu="http://docs.oasis-open.org/wss/2004/
0401-wss-wssecurity-utility-1.0.xsd" xmlns:ds="htt /wwip.w3.or
g/2000/09/xmldsig#" xmlns:wsse="http://docs.oasgi n.org/wss/
2004/01/0asis-200401-wss-wssecurity-secext-1.0. mins:wsa="
http://schemas.xmlsoap.org/ws/2004/08/addr ing" Xmlns:wsa5="h
ttp://www.w3.0rg/2005/08/addressing” xmlnsfxmimge5="http://tempu
ri.org/xmime5.xsd" xmlns:xop="http://www.w&Rorg/2004/08/xopl/inc
lude" xmlins:tplt="http://www.onvif.org/yerl0/plus/schema"
xmlns:tt="http://www.onvif.org/ver10/ mag"' xmlns:wstop="
http://docs.oasis-open.org/wsn/t-1"_xml gsrfr="http://docs.oa
sis-open.org/wsrf/r-2" xmlns:wsrf ttp://docs.oasis-open.org
/wsrf/bf-2" xmlns:tanae="http://w .opvif.org/ver20/analytics/w
sdl/AnalyticsEngineBinding"” xmlns: re="http://www.onvif.org/v
er20/analytics/wsdl/RuleEngineBinding" xmlns:tan="http://www.on

vif.org/ver20/analytics/w xmlns:tds="h

VulnerabilitASP.NET path disc @

Livello rischio Bass

Porta 82/tcp, 3000 cdl, 49152/tcp

SPID 2190

Impatto The remote ASP.NET system is vulnerable to a path disclosure vulnerability.
inforpg to base other attacks on.

Soluzione | Pleas® rade to the latest version of the ASP.NET service from http://www
Output dell ulnerdbilita / Evidenze
agRString: GET /a%5c.aspx HTTP/1.0
AttfdckQutput: HTTP/1.1 500 Internal Server Error
erver: gSOAP/2.7
Content-Type: text/xml
charset=utf-8
Content-Length: 2836
Connection: close
<?xml version="1.0" encoding="UTF-8"?>
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<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap
/lenvelope/" xmIns:SOAP-ENC="http://schemas.xmlsoap.org/soap/enco

ding/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance&quot

; xmins:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:tns="h <
ttp://tempuri.org/tns.xsd" xmlns:tnsl="http://www.onvif.org/verl

O/topics” xmlns:cl4n="http://www.w3.0rg/2001/10/xml-exc-cl4n#&qu

ot; xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-Ws
s-wssecurity-utility-1.0.xsd" xmlns:ds="http://www.w3.0rg/2000/0
9/xmldsig#" xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0
asis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsa="http://s€h
emas.xmlsoap.org/ws/2004/08/addressing"” xmlns:wsa5="http:// W
3.0rg/2005/08/addressing” xmlns:xmime5="http://tempuri.org/xmime

5.xsd" xmlns:xop="http://www.w3.0rg/2004/08/xop/include"” )K
Ins:tplt="http://www.onvif.org/verl0/plus/schema" xmlns;
;http://www.onvif.org/verl0/schema" xmlns:wstop="htt
is-open.org/wsn/t-1" xmlns:wsrfr="http://docs.oasis-opeWorg/wsr
flr-2" xmlns:wsrfbf="http://docs.oasis-open.org/wsr f-2"
xmlns:tanae="http://www.onvif.org/ver20/analyticg/ws®@ /AnalyticsEngin
eBinding" xmlns:tanre="http://www.onvif.org/ver20 lytics/wsdl
/RuleEngineBinding" xmlns:tan="http://www. if.org/ver20/analyt
ics/wsdl" xmlns:tds="http://www.onvif.org/vgrl10/@evice/wsdl&quot

i Xxmins:tes-cppb="http://www.onvif.org/verl nts/wsdl/CreatePullPlo
intBinding" xmlns:tes-e="http://www.o rg/verlO/events/wsdl/
EventBinding" xmlns:tes-nc="http://ww f.org/verl0/events/ws
dli/NotificationConsumerBinding" xmgns:t np="http://www.onvif.o

=& quet

rg/verl0/events/wsdl/Notificationfr cerBinding" xmlns:tes-ppb=&quot
;http://www.onvif.org/verl0/eventSTwsgll/PullPointBinding" xmlns:tes-p
ps="http://www.onvif.org/verl0/eve /wsdl/PullPointSubscriptionBindi

ng" xmlns:tev="http://www.onvif.org/verl0/events/wsdIl" xmln
s:tes-psmb="http://www.

Vulnerabilit®ossible Service/GStar Wars ldentid ed

Livello rischio Bas
Porta 7070/tcp
SPID 61064
Impatto The id tiled port found open on the target system is subject to a remote at
expl vulnerability to crash the target prorgam or base other attacks o
Soluzione  Pleas rade to the latest version of the program. It is recommended to Qr
ready Secure and updated to the latest version you can ignore this check.
Output dell I rabilita / Evidenze
Pl se note in this check we only relied on the presence of the found port. |

ou run another service on the found port please mark this check as a [false
posit
ive in the menu.

Vulnerabilit®ossible Service/Game: freephoneline Identil ed

Livello rischio Basso

Porta 6060/tcp

SPID 61289

Impatto The identid ed port found open on the target system is subject to a remote at

exploit this vulnerability to crash the target prorgam or base other attacks o
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Soluzione  Please upgrade to the latest version of the program. It is recommended to 01
already secure and updated to the latest version you can ignore this check.

Output della vulnerabilita / Evidenze

Please note in this check we only relied on the presence of the found port. |

y
ou run another service on the found port please mark this check as a Ise
posit

ive in the menu.

Vulnerabilit’d TTP only port without SSL found \

Livello rischio Basso

Porta 80/tcp, 82/tcp, 30000/tcp, 30001/tcp, 49152/tcp

SPID 58373

Impatto The identid ed Web server port found open does ts port SSL encryption.
have a http port open without forced ssl|l support. n allow attackers to ot

Soluzione | It is recommended toGrewall o0 the identid gfd port so only local users can c
http with ssl to be open. If you have redirecged e port to example port 443
this check.

Output della vulnerabilita / Evidenze
AttackOQutput: Protocol on 192.168_0.29: tcp matches http

Vulnerabilithethal Attack 1 HTTP Possible CGI

Livello rischio Basso

Porta 80/tcp

SPID 62585

Impatto The identid ed G les in the VULNOUTPUT section reveals sensitive error
can use this i rmatltfon to base other attacks on.

Soluzione | Please upgra the latest version of the identid ed dle and or if you coded

input tests on i
Qutput della vulnerabilita / Evidenze
Jack Crawler Possible CGI: (GET http://192.168.0.29/cgi-bin/main-c

Livell ¢ hio Bl nformazione
Porta 49152/tcp
I D 58296
I atto Via the identil ed banner on the found service port it reveals sensitive inforn

Operating System Check is running. This is very dangerous since attackers c
this information. It can even reveal if the operaitng system is end of |ife anc
wont be patched.

Soluzione It is recommended to clean the identilled version banner so it reveals as les
Qutput della vulnerabilita / Evidenze

Please note in this check it only relied on the httpos Version check. $So if
you

have a vulnerable version with custom patches you might look away from thic
eck. AttackString: HEAD / HTTP/1.0

AttackQutput: HTTP/1.0 500 Internal Server Error
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SERVER: Linux/3.18.20, UPnP/1.0, Portable SDK for UPnP devices/1.6.22
CONTENT-LENGTH: 60

CONTENT-TYPE: text/html <

<html><body><h1>500 Internal Server Error</hl></bod
y></html>

Livello rischio Bl nformazione

SPID 8311

Impatto This check probes all ports for their real protocols. If a atcWyes as it shou
check.

Soluzione | If there is found known services on unknown ports it is commended to prop

Output della vulnerabilita / Evidenze

.29:80/tcp matches http

.29:82/tcp matches ht

.29:554/tcp matches s@Wreaming-server
.29:30000/tcp majfhes p
.29:30001/tcp m es http
.29:49152/tcggmat s http

Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.
Protocol on 192.168.

O O O o O o

Livello rischio Il (nformazione
Porta 80/tcp, 30000/tcp
SPID 56003

Impatto The Interesting dir
attacker can u thi
attacks on.

by HTTP has been found to be existing. This might ne
formation to guess more information about thel systen

Soluzione It is recommen d to rename the directories to names that are hard to guess
called /admin/ call it f/addmin/ .

ilita / Evidenze
g: GET /../ HTTP/1.0
tackOWtput: HTTP/1.1 200 OK
egpTue, 19 Sep 2023 09:16:13 GMT
LaW(-Modified: Fri, 07 Aug 2020 02:42:22 GMT
tag: "5f2cbf8e.10699"
Content-Type: text/html
Content-Length: 10699
Connection: close

Qutput della vulng

Accept-Ranges: bytes
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-Xss-protection: 1

mode=block

<IDOCTYPE html>

<html|>

<head>

<script>
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/**

* _2kbmO%oEVhs [X[Uedv{ U uysetN6R <}Y1%

* Y,goai r IN-lig SAepR N: urIN R N N N*—eg:ep‘ie°R ¢}y — %o*sCnéa cloudl v{ U
* @return {[type]} [description]

*/

(function(){

var href = window.location.href

var ran = Math.round(Math.random() * 1000000000000)

if (-1 === href.indexOf(?)){

window.location.href = href + ?2_= + ran

} else if (-1 === href.indexOf(_=) && -1 === href.indexOf \
(/?2)){

window.location.href = href + & = + ran

}

HO

</script>

<meta http-equiv="X-UA-Compatible" conten
quot; />

<meta http-equiv="Content-Type" cont "text/html
charset=utf-8" />

<meta content="favicon.ico" item
/>

<link rel="stylesheet" href="/style/
.min_6389365.css"

type="text/css" />

gins/jquery-ui

<link rel="stylesheet" hr
" />

<link rel="styleshe ef:"style/color.css" /&gt

<title data-te ext.VideoManageSystem"></title&gt

yle/index_815c3la.css

</head>

="login_body" class="login_min_height_widthé&q

<div C ="pluginTip" id="pluginTip">

diy class="pluginVersionTip" id="pluginVersionT
dappta-title="Text. TipDbClickClose3"></div>

< >

<div class="login_fullPage login_min_height_width">

<div class="login_placeHolder">

<div class="login_minHeight"></div>

</div>

<div class="login_f

Livello rischio Bl nformazione
Porta 82/tcp
SPID 58296
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Impatto

Soluzione

Via the identil ed banner on the found service port it reveals sensitive inforn
Operating System Check is running. This is very dangerous since attackers c
this information. It can even reveal if the operaitng system is end of |ife anc
wont be patched.

It is recommended to clean the identid ed version banner so it reveals as les!
possible.elementos.*,Vulnerability found: NAME: Information: Identid ed Oper
Element OS Linux via Banner RISK: Low SPID: 58296 IMPACT: Via thefWidentil
service port it reveals sensitive information about which Operating

dangerous since attackers can base other attacks on this informggion. If®can

system is end of life and wide open to attacks and wont be pat d. RECOMI

recommended to clean the identil ed version banner so it reveals less infc
Output della vulnerabilita / Evidenze \

Please note in this check it only relied on the httpos V ion cweck. So if

you

have a vulnerable version with custom patches you mig look away from this

eck. AttackString: HEAD / HTTP/1.0
AttackOutput: HTTP/1.1 500 Internal Server Erro
Server: gSOAP/2.7

Content-Type: text/xml

charset=utf-8

Content-Length: 2837

Connection: close

<?xml version="1.0" encoding="U "?>

<SOAP-ENV:Envelope xmlns:SOA
/lenvelope/" xmIns:SOAP-ENC="http®’schemas.xmlsoap.org/soap/enco
ding/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance&quot

; xmiIns:xsd="http://www. rg/2001/XMLSchema" xmlns:tns="h
ttp://tempuri.org/tns.xs :tnsl="http://www.onvif.org/verl
O/topics” xmlns:cl4n="htt /www.w3.0rg/2001/10/xml-exc-cl4n#&qu

ot; xmlns:wsu="http cs.oasis-open.org/wss/2004/01/o0asis-200401-ws
s-wssecurity-utilit sd" xmlns:ds="http://www.w3.0rg/2000/0
9/xmldsig#" xm ="http://docs.oasis-open.org/wss/2004/01/0
asis-200401- ssecurity-secext-1.0.xsd" xmlns:wsa="http://sch
emas.xmlsoap Ng/ws/2004/08/addressing” xmlns:wsa5="http://www.w
3.0rg/2005/08/aMdressing” xmlns:xmime5="http://tempuri.org/xmime
5.xsd" xmlns:xop="http://www.w3.0rg/2004/08/xop/include"” xm

Ins:t ttp://www.onvif.org/verl0/plus/schema"” xmlns:tt=&quot

;https .onvif.org/verl0/schema” xmlns:wstop="http://docs.oas
ispope g/wsn/t-1" xmlns:wsrfr="http://docs.oasis-open.org/wsr

" xmlns:wsrfbf="http://docs.oasis-open.org/wsrf/bf-2"
tanae="http://www.onvif.org/ver20/analytics/wsdl/AnalyticsEngin
ding" xmlns:tanre="http://www.onvif.org/ver20/analytics/wsdl
/RuleEngineBinding" xmlns:tan="http://www.onvif.org/ver20/analyt
cs/wsdl" xmlns:tds="http://www.onvif.org/verl0/device/wsdl&quot

; Xxmins:tes-cppb="http://www.onvif.org/verl0/events/wsdl/CreatePullPo
intBinding" xmlns:tes-e="http://www.onvif.org/verl0/events/wsdl/
EventBinding" xmlns:tes-nc="http://www.onvif.org/verl0/events/ws
di/NotificationConsumerBinding" xmlns:tes-np="http://www.onvif.o
rg/verl0/events/wsdl/NotificationProducerBinding" xmlns:tes-ppb=&quot
;http://www.onvif.org/verl0/events/wsdl/PullPointBinding" xmlns:tes-p
ps="http://www.onvif.org/verl0/events/wsdl/PullPointSubscriptionBindi
ng" xmlns:tev="http://www.onvif.org/verl0/events/wsdIl" xmln
s:tes-psmb="http://www.onvif.

Livello rischio Bl nformazione
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SPID

Impatto

Soluzione

12167

In this check we are guessing the type of system device by tracing the MAC
interface card. This can reveal sensitive information such as Grewall manuf
attacker can use this data to base other attacks on. A MAC Address is a 24
Identifer (OUI). Please note the MAC Address can easily be spoofed cn a de:

It is recommended to have a(Grewall device up infront of your servers g¢hat w
of your network card. If you have already done this you can ignore thiQ chec

OQutput della vulnerabilita / Evidenze

AttackOutput: 48-ea-63-bb-4f-55 Zhejiang Uniview Technologie 0., Ltd.

Livello rischio Bl nformazione

Porta 80/tcp, 30000/tcp

SPID 56003

Impatto The Interesting directory HTTP has been fou to be existing. This might ne

Soluzione

attacker can use this information to guess ore gnformation about the syster
attacks on.

It is recommended to rename the direcyOrigs to names that are hard to guess
called /admin/ call it f/addmin/ .

Output della vulnerabilita / Evidenze

AttackString: GET /.../...[...] HT
AttackOutput: HTTP/1.1 200 OK

Date: Tue, 19 Sep 2023 09:16:13 GMT
Last-Modified: Fri, 07 A 20 02:42:22 GMT
Etag: "5f2cbf8e.10699"

Content-Type: text/

Content-Length: l&

Connection: cl e
Accept-Rangeqgytes
X-Content-Type-9ptions: nosniff
X-Frame-Options: SAMEORIGIN

X-XS ection: 1
mode= k

IDOCTYPE html>
t
<h¥ad>
script>
% x
* _2kbmO%oEVhe [X[lisdv{ U uysetNo6R }Y1%
* Y, goai r IN-lijg SAepR N: urIN R N N N*—g:ep‘ie°R ¢}y — %o*sCna cloudl_ v{ U
* @return {[type]} [description]
*/
(function(){
var href = window.location.href
var ran = Math.round(Math.random() * 1000000000000)

if (-1 === href.indexOf(?)){

window.location.href = href + ?2_= + ran

} else if (-1 === href.indexOf(_=) && -1 === href.indexOf
(/24
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window.location.href = href + & = + ran

}
HO
</script>

<meta http-equiv="X-UA-Compatible" content="edge&
quot; />

<meta http-equiv="Content-Type" content="text/html
charset=utf-8" />

<meta content="favicon.ico" itemprop="image"
/>

<link rel="stylesheet" href="/style/plugins/jguery-ui
.min_6389365.css"

type="text/css" />

<link rel="stylesheet" href="/style/index_815c3la.c4s
">

<link rel="stylesheet" href="style/color.css" /&gt

<title data-text="Text.VideoManageSystem"J</tithe&gt
</head>

<body id="login_body" class="login_mi heffght_width&q
uot;>

<div class="pluginTip" id="plugin
<div class="pluginVersionTip" id=" ginVersionT
ip" data-title="Text.TipDbClickClose3"></div>

</div>
<div class="login_fullPag®login_min_height_width">

<div class="login_p older">

<div class="login_ ight"></div>

</div>

<div class="1I i f

Livello rischi Informazione

Porta Ocp, 30000/tcp

SPID

Impat The Interesting directory HTTP has been found to be existing. This might ne«

ttacker can use this information to guess more information about the syster

attacks on.

| ione It is recommended to rename the directories to names that are hard to guess

called /admin/ call it /f/addmin/ .

Output della vulnerabilita / Evidenze
AttackString: GET /..... /| HTTP/1.0
AttackOutput: HTTP/1.1 200 OK
Date: Tue, 19 Sep 2023 09:16:13 GMT
Last-Modified: Fri, 07 Aug 2020 02:42:22 GMT
Etag: "5f2cbf8e.10699"
Content-Type: text/html
Content-Length: 10699
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Connection: close
Accept-Ranges: bytes
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-Xss-protection: 1

mode=block

<IDOCTYPE html>

<html>

<head>

<script>

[ **

* —2kbmO%oEVhs [X[Uedv{ U uysetN6R <}Y1%
* Y,goai r IN-lig SAepR N: urIN R N N N*—eg:ep‘ie°R ¢}y — %oesCné cloudl y{ U
* @return {[type]} [description]
*/

(function(){

var href = window.location.href

var ran = Math.round(Math.random() * 19000 0000)
if (-1 === href.indexOf(?)){

window.location.href = href + ?2_= + ran

} else if (-1 === href.indexOf(_=)}{& === href.indexOf
(/24

window.location.href = href + & = + ran

}

HO

</script>

<meta http-equiv=" Compatible" content="edge&
quot; />

<meta http-eqyfv="Content-Type" content="text/html
charset=utf-8

<meta content="Mavicon.ico" itemprop="image"

stylesheet" href="/style/plugins/jquery-ui
65.css"

t/css" [>

el="stylesheet" href="/style/index_815c31a.css

<link rel="stylesheet" href="style/color.css" /&gt

<title data-text="Text.VideoManageSystem"></title&gt

</head>

<body id="login_body" class="login_min_height_width&q
uot;>

<div class="pluginTip" id="pluginTip">

<div class="pluginVersionTip" id="pluginVersionT
ip" data-title="Text.TipDbClickClose3"></div>

</div>

<div class="login_fullPage login_min_height_width">
<div class="login_placeHolder">

<div class="login_minHeight"></div>
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</div>

<div class="login_f

Livello rischio Bl nformazione

Porta 80/tcp, 30000/tcp

SPID 56003

Impatto The Interesting directory HTTP has been found to be existing. ThiSgmight ne
attacker can use this information to guess more information out the syster
attacks on.

Soluzione It is recommended to rename the directories to names are hard to guess

called /fadmin/ call it f/addmin/ .

Output della vulnerabilita / Evidenze

AttackString: GET /...... /| HTTP/1.0

AttackOQutput: HTTP/1.1 200 OK

Date: Tue, 19 Sep 2023 09:16:13 GMT

Last-Modified: Fri, 07 Aug 2020 02:42: GM

Etag: "5f2cbf8e.10699"

Content-Type: text/html

Content-Length: 10699

Connection: close

Accept-Ranges: bytes

X-Content-Type-Options: niff

X-Frame-Options: SAME

X-Xss-protection: 1

mode=block

<IDOCTYPE html>

<html>

<head>

<script>

/**

* —2kbiNQ o [X[UeOVv{ U uysetNOR <}Y1+%

* ¥ goai r INWfg SAepR N: urIN R N N N*—g:ep‘ie°R ¢}y — %oesCna cloudl_ v{ U
regurn {[type]} [description]

*

function(){

var href = window.location.href

var ran = Math.round(Math.random() * 1000000000000)

if (-1 === href.indexOf(?)){

window.location.href = href + ?2_= + ran

} else if (-1 === href.indexOf(_=) && -1 === href.indexOf
(/204

window.location.href = href + & = + ran

}

HO

</script>

<meta http-equiv="X-UA-Compatible" content="edge&
quot; />
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<meta http-equiv="Content-Type" content="text/html
charset=utf-8" />

<meta content="favicon.ico" itemprop="image" 4
/>

<link rel="stylesheet" href="/style/plugins/jquery-ui
.min_6389365.css"

type="text/css" />
<link rel="stylesheet" href="/style/index_815c3la.css

">

<link rel="stylesheet" href="style/color.css" /&gt

<title data-text="Text.VideoManageSystem"></title&gt \
</head>

<body id="login_body" class="login_min_height_widt q
uot;>

<div class="pluginTip" id="pluginTip">

<div class="pluginVersionTip" id="pluginVersion

ip" data-title="Text.TipDbClickClose3"></di

</div>

<div class="login_fullPage login_min_ gh# width">
<div class="login_placeHolder">

<div class="login_minHeight"></

</div>

<div class="login_f

Livello rischio - Informaz

Porta
SPID

Impatto

Soluzione

80/tcp, 3000 c
56003

The Interesting directory HTTP has been found to be existing. This might ne
attackg an use this information to guess more information about the systen
attaa

Itgis re a mended to rename the directories to names that are hard to guess
alked /admin/ call it f/addmin/ .

Output dellaQulgferabilita / Evidenze

AttackString: GET /............... /| HTTP/1.0
ttackOutput: HTTP/1.1 200 OK

Date: Tue, 19 Sep 2023 09:16:13 GMT
Last-Modified: Fri, 07 Aug 2020 02:42:22 GMT
Etag: "5f2cbf8e.10699"

Content-Type: text/html

Content-Length: 10699

Connection: close

Accept-Ranges: bytes
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-Xss-protection: 1

mode=block
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<IDOCTYPE html>

<html>

<head>

<script>

%%

* _2kbmO%oEVhe [X[ii*6v{_U uysefNOR <}Y1+%

* Y, goai r IN-ljg SAepR N: urIN R N N N*—g:ep‘ie°R ¢}y — %o*sCna cloudl_ v{ U
* @return {[type]} [description]

*/

(function(){
var href = window.location.href

var ran = Math.round(Math.random() * 1000000000000

if (-1 === href.indexOf(?)){

window.location.href = href + ?2_= + ran

} else if (-1 === href.indexOf(_=) && -1 === href.Wde)JOf
(/2))4

window.location.href = href + & = + ran

}

HO

</script>

<meta http-equiv="X-UA-Compati
quot; />

ontent="edge&

<meta http-equiv="Content-Type" ¢ tent="text/html
charset=utf-8" />

<meta content="favicon. 49 itemprop="image"
/>

<link rel="styleshe ef="/style/plugins/jguery-ui
.min_6389365.css"

type="text/css'gl >

<link rel="st sfeet” href="/style/index_815c31la.css
">

<link rel="stylesheet" href="style/color.css" /&gt

uot,
div class="pluginTip" id="pluginTip">

<div class="pluginVersionTip" id="pluginVersionT
ip" data-title="Text.TipDbClickClose3"></div>

</div>

<div class="login_fullPage login_min_height_width">
<div class="login_placeHolder">

<div class="login_minHeight"></div>

</div>

<div class="login_f
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Livello rischio Bl nformazione

Porta 80/tcp, 30000/tcp

SPID 56003 <
Impatto The Interesting directory HTTP has been found to be existing. This might ne«

attacker can use this information to guess more information about the systen
attacks on.

Soluzione It is recommended to rename the directories to names that are har uess
called /admin/ call it f/addmin/ .

Output della vulnerabilita / Evidenze
AttackString: GET /.. HTTP/1.0
AttackOutput: HTTP/1.1 200 OK \
Date: Tue, 19 Sep 2023 09:16:13 GMT
Last-Modified: Fri, 07 Aug 2020 02:42:22 GMT
Etag: "5f2cbf8e.10699"
Content-Type: text/html
Content-Length: 10699
Connection: close
Accept-Ranges: bytes
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-Xss-protection: 1
mode=block
<IDOCTYPE html>
<html>
<head>
<script>
%%
* —2kbmO%oEVhe [X[iied
* Y,goai r IN-ljg SAe
* @return {[typ

v{ U OR *}Y1%
rIN R N N N*—eg:ep‘ie°R ¢}y — %oeeCnéa cloudl v{ U
} [description]

*/

(functd {

var h window.location.href

vglr ran Math.round(Math.random() * 1000000000000)
f -1 ,=== href.indexOf(?)){

w ow.location.href = href + ?2_= + ran

} else if (-1 === href.indexOf(_=) && -1 === href.indexOf
1?2))4

window.location.href = href + & = + ran

}

HO

</script>

<meta http-equiv="X-UA-Compatible" content="edge&
quot; />

<meta http-equiv="Content-Type" content="text/html
charset=utf-8" />

<meta content="favicon.ico
/>

itemprop="image"

<link rel="stylesheet" href="/style/plugins/jguery-ui
.min_6389365.css"
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type="text/css" />
<link rel="stylesheet" href="/style/index_815c3la.css

">
<link rel="stylesheet" href="style/color.css" /&gt 4
<title data-text="Text.VideoManageSystem"></title&gt
</head>
<body id="login_body" class="login_min_height_width&q
uot;>
<div class="pluginTip" id="pluginTip">
<div class="pluginVersionTip" id="pluginVersionT \
ip" data-title="Text.TipDbClickClose3"></div>
</div>
<div class="login_fullPage login_min_height_width">
<div class="login_placeHolder">
<div class="login_minHeight"></div>
</div>
<div class="login_f
Vulnerabili
Livello rischio Bl nformazione
Porta 80/tcp, 30000/tcp
SPID 56003
Impatto The Interesting directory WETTP has been found to be existing. This might ne«
attacker can use thj forn?ation to guess more information about thel systen
attacks on.
Soluzione It is recommen d name the directories to names that are hard to guess

called /admingcadl it f/addmin/ .

Output della vulnerabilita videnze

AttackString: GET /..%00/ HTTP/1.0

put: HTTP/1.1 200 OK

19 Sep 2023 09:16:13 GMT
st-MoWfified: Fri, 07 Aug 2020 02:42:22 GMT
g:,'5f2cbhf8e.10699"

C ent-Type: text/html

Content-Length: 10699

Connection: close

Accept-Ranges: bytes
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-Xss-protection: 1

mode=block

<IDOCTYPE html>

<html|>

<head>

<script>

/**

* _2kbmO%oEVhse [X[Uedv{ U uysetN6R <}Y1:%
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* Y,goai r IN-ljg SAepR N: urIN R N N N*—g:ep‘ie°R ¢}y — %o*sCna cloud:_ v{ U

* @return {[type]} [description]

*/ 4
(function(){

var href = window.location.href

var ran = Math.round(Math.random() * 1000000000000)

if (-1 === href.indexOf(?)){

window.location.href = href + ?2_= + ran

} else if (-1 === href.indexOf(_=) && -1 === href.indexOf

(/204

window.location.href = href + & = + ran \
}

HO

</script>

<meta http-equiv="X-UA-Compatible" content="ed%e&
quot; />

<meta http-equiv="Content-Type" content="tExt/hgmil
charset=utf-8" />

<meta content="favicon.ico" itemprop=Tmgagge"
/>

<link rel="stylesheet" href="/style ugin¥jquery-ui
.min_6389365.css"

type="text/css" />
<link rel="stylesheet" href="/style/index_815c3la.css

">

<link rel="stylesheet" hr le/color.css" /&gt

<title data-text="T deoManageSystem"></title&gt
</head>

<body id="log ody" class="login_min_height_width&q
uot;>

<div class="pluginTip" id="pluginTip">

<div
ipll d

—"pluginVersionTip" id="pluginVersionT

le="Text. TipDbClickClose3"></div>
div>
v glass="login_fullPage login_min_height_width">

< class="login_placeHolder">

<div class="login_minHeight"></div>

</div>

<div class="login_f

Livello rischio Bl nformazione

Porta 80/tcp, 30000/tcp

SPID 56003

Impatto The Interesting directory HTTP has been found to be existing. This might ne
attacker can use this information to guess more information about the systen
attacks on.
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Soluzione It is recommended to rename the directories to names that are hard to guess
called /admin/ call it /f/addmin/ .

Output della vulnerabilita / Evidenze <
AttackString: GET /..%00 HTTP/1.0
AttackOutput: HTTP/1.1 200 OK
Date: Tue, 19 Sep 2023 09:16:13 GMT
Last-Modified: Fri, 07 Aug 2020 02:42:22 GMT
Etag: "5f2cbf8e.10699"
Content-Type: text/html
Content-Length: 10699
Connection: close \
Accept-Ranges: bytes
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-Xss-protection: 1
mode=block
<IDOCTYPE html>
<html>
<head>
<script>
[ *x
* _2kbmO%oEVhe [X[Uedv{ U uysetN6R <}Y1:%
* Y,goai r IN-lig SAepR N: urIN R N N N*—g:ep‘ie°R ¢}y — %oesCna cloud:_ v{ U
* @return {[type]} [descri nj
*/
(function(){
var href = window.
var ran = Math.gou
if (-1 === hredlingexOf(?)){

window.locatio®ghref = href + 2 _= + ran
} else if (-1 === href.indexOf(_=) && -1 === href.indexOf
(/204
wind ation.href = href + & = + ran
}
)
Ipt>

<meta http-equiv="X-UA-Compatible" content="edge&
uot; />

<meta http-equiv="Content-Type" content="text/html
charset=utf-8" />

<meta content="favicon.ico" itemprop="image"
/>

<link rel="stylesheet" href="/style/plugins/jquery-ui
.min_6389365.css"

type="text/css" />
<link rel="stylesheet" href="/style/index_
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Livello rischio Bl nformazione

Porta 80/tcp, 30000/tcp

SPID 56003 <
Impatto The Interesting directory HTTP has been found to be existing. This might ne«

attacker can use this information to guess more information about the systen
attacks on.

Soluzione It is recommended to rename the directories to names that are har uess
called /admin/ call it f/addmin/ .

Output della vulnerabilita / Evidenze
AttackString: GET /%00/ HTTP/1.0
AttackOutput: HTTP/1.1 200 OK \
Date: Tue, 19 Sep 2023 09:16:13 GMT
Last-Modified: Fri, 07 Aug 2020 02:42:22 GMT
Etag: "5f2cbf8e.10699"
Content-Type: text/html
Content-Length: 10699
Connection: close
Accept-Ranges: bytes
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-Xss-protection: 1
mode=block
<IDOCTYPE html>
<html>
<head>
<script>
%%
* —2kbmO%oEVhe [X[iied
* Y,goai r IN-ljg SAe
* @return {[typ

v{ U OR *}Y1%
rIN R N N N*—eg:ep‘ie°R ¢}y — %oeeCnéa cloudl v{ U
} [description]

*/

(functd {

var h window.location.href

vglr ran Math.round(Math.random() * 1000000000000)
f -1 ,=== href.indexOf(?)){

w ow.location.href = href + ?2_= + ran

} else if (-1 === href.indexOf(_=) && -1 === href.indexOf
1?2))4

window.location.href = href + & = + ran

}

HO

</script>

<meta http-equiv="X-UA-Compatible" content="edge&
quot; />

<meta http-equiv="Content-Type" content="text/html
charset=utf-8" />

<meta content="favicon.ico
/>

itemprop="image"

<link rel="stylesheet" href="/style/plugins/jguery-ui
.min_6389365.css"
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type="text/css" />
<link rel="stylesheet" href="/style/index_815c3la.css

">
<link rel="stylesheet" href="style/color.css" /&gt 4
<title data-text="Text.VideoManageSystem"></title&gt
</head>
<body id="login_body" class="login_min_height_width&q
uot;>
<div class="pluginTip" id="pluginTip">
<div class="pluginVersionTip" id="pluginVersionT \
ip" data-title="Text.TipDbClickClose3"></div>
</div>
<div class="login_fullPage login_min_height_width">
<div class="login_placeHolder">
<div class="login_minHeight"></div>
</div>
<div class="login_f
Vulnerabili
Livello rischio Bl nformazione
Porta 80/tcp, 30000/tcp
SPID 56003
Impatto The Interesting directory WETTP has been found to be existing. This might ne«
attacker can use thj forn?ation to guess more information about thel systen
attacks on.
Soluzione It is recommen d name the directories to names that are hard to guess

called /admingcadl it f/addmin/ .

Output della vulnerabilita videnze

AttackString: GET /%00/interact.sh/ HTTP/1.0

put: HTTP/1.1 200 OK

19 Sep 2023 09:16:09 GMT
st-MoWfified: Fri, 07 Aug 2020 02:42:22 GMT
g:,'5f2cbhf8e.10699"

C ent-Type: text/html

Content-Length: 10699

Connection: close

Accept-Ranges: bytes
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-Xss-protection: 1

mode=block

<IDOCTYPE html>

<html|>

<head>

<script>

/**

* _2kbmO%oEVhse [X[Uedv{ U uysetN6R <}Y1:%
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* Y,goai r IN-ljg SAepR N: urIN R N N N*—g:ep‘ie°R ¢}y — %o*sCna cloud:_ v{ U

* @return {[type]} [description]

*/ 4
(function(){

var href = window.location.href

var ran = Math.round(Math.random() * 1000000000000)

if (-1 === href.indexOf(?)){

window.location.href = href + ?2_= + ran

} else if (-1 === href.indexOf(_=) && -1 === href.indexOf

(/204

window.location.href = href + & = + ran \
}

HO

</script>

<meta http-equiv="X-UA-Compatible" content="ed%e&
quot; />

<meta http-equiv="Content-Type" content="tExt/hgmil
charset=utf-8" />

<meta content="favicon.ico" itemprop=Tmgagge
/>

<link rel="stylesheet" href="/style ugin
.min_6389365.css"

type="text/css" />

jguery-ui

<link rel="stylesheet" href="/style/index_

Livello rischio Bl nforma @

Porta
SPID

Impatto

Soluzione

80/tcp, 82/tcp 0000/tcp, 30001/tcp, 49152/tcp
1745

It is possible to®onnect to the remote web server and issue a HEAD /| HTTP/
system time on the target. Attackers can use this knowledge to bypass possi
*NOTE* This vulnerability can be ignored because it is a Low risk
to change the required settings to block the timestamp requests.

nce tf
che:
(N ery easy. First you have to RE compile apache from source. Before rec
/apache_x_x/src/main/http_protocol.c where x_x is version number. Now in tl
p_send_header_0eld(r, "Date", ap_gm_timestr_822(r->pool, r->request_time
and UN Comment the line by setting a // in-front of the line.
After thatdnd the line ap_table_unset(r->headers_out, "Date")
and put a // in-front of that line as well. Now recompile apache.
IS
This is not directly possible here and has to be done ondrewall level or by :
IS WINDOWS
This is an option that can be very hard to accomplish since this is not a defz
time of the iis web server. So either block this atdrewall level or put|/ this in
you are aware of it.

s is a default option in most web servers, it has to be recond gured

OQutput della vulnerabilita / Evidenze

AttackString: HEAD / HTTP/1.0
AttackOutput: Tue, 19 Sep 2023 09:07:41 GMT

admin

NetworkScan_internal Pagina 194 di 799



14-09-2023 15:06:53

Livello rischio Bl Informazione
SPID 2853 <
Impatto The remote system answers to the PING command. The PING command is use

"Alive" on the Internet. By this an attacker can easily determine if the syste
INTERNET and base other attacks on this.

Soluzione | It is recommended to block atdrewall level so that the system do n spon
"Cloaking" the system to the INTERNET unskilled attackers can ink there i
address and simple move on the next IP address. This can be ked by Blo
and block outgoing icmp-type 14

Output della vulnerabilita / Evidenze \

64 octets from 192.168.0.29: icmp_seq=0 ttl=64 time=0 S

Livello rischio Bl Informazione

SPID 6175

Impatto The Penetrator uses dil erent techniquegpfor nection. Here is the list of C
Connections without the counting fro r lers and external tools.

Soluzione | Information check only
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Sistema Target: 192.168.0.30

<
Livello risc (s Alto
Porta 22/tcp
SPID 2733
Impatto The SSH service allows anyone to connect to it. This is a secUritWrisk becat

brute force attack and the service has a history of many da erous®vulnerab
Soluzione | It is recommended to only allow trusted users to connect to&

Qutput della vulnerabilita / Evidenze
AttackOutput: SSH-2.0-Mocana SSH 6.3

Livello rischiols Medio

SPID 3685

Impatto The target system reverses a source r e yhen responding to a source rout
an attacker to spoof a packet as c ing m a trusted IP address thet just |
through an IP address that the atffa r can snii on. The victim ip address w

to the spoofed source.

Soluzione | It is recommended to reconid gure the network device you have running on the
sourceroute option to zer

Livello rischiols Medio
Porta 23/tcp

SPID 29

CVE CVE-1999-0619
CVSS

service has been found on TCP port 23. This service is used for r
sernames,passwords and data unencrypted.

Impatto

Soluzione

le the Telnet service by uncommenting the telnet line in /etc/inetd.conf
WINDOWS:
ystems enter Control-Panel->Administrative Tools->Services and put the tel
NOTE: In this check we only relied on the presences of the identil ed port. S
with many ghost ports open in order to trick attackers. So it is recommended
running on the port and if you KNOW you and can verify that another service
not equal to what we detected please ignore this check.

OQutput della vulnerabilita / Evidenze
Please note in this check we only relied on the presence of the found port. |

y
ou run another service on the found port please mark this check as a false
posit

ive in the menu.

VulnerabilitdTTP only port without SSL found
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Livello rischio Basso

Porta 80/tcp, 1513/tcp

SPID 58373 <

Impatto The identid ed Web server port found open does not support SSL encryption.
have a http port open without forced ssl support. It can allow attackers to ot

Soluzione | It is recommended to Grewall o0 the identil ed port so only local usersfcan c
http with ssl to be open. If you have redirected the port to example 443

this check.
Output della vulnerabilita / Evidenze
AttackOQOutput: Protocol on 192.168.0.30:80/tcp matches http\

VulnerabilitB8NMP service detected on udp

Livello rischio Basso

Porta 161/udp

SPID 2295

Impatto The snmp service has been detected. It is nQmafly used to control routers a
routers and other network equipment. | s kn n to have contained several

Soluzione It is recommended to either disable th service or block incoming tral c

you NEED this service make sure t
we only relied on the presences
ports open in order to trick attac
port and if you KNOW you and can
we detected please ignore this check.

t O trusted ips are allowed to conne
identil ed port. Some system are setu
So it is recommended that you verify t
ify that another service is run on the p

Qutput della vulnerabilita / Evidenz

Please note in this chec e only relied on the presence of the found port. |
y

ou run another ser @ n the found port please mark this check as a false
posit

ive in the men

Livello rischio Informazione

SPID 811

Impatto heck probes all ports for their real protocols. If all matches as /it shou
c

Soluzijd If there is found known services on unknown ports it is recommended [to prop

OutputNella vulnerabilita / Evidenze

Protocol on 192.168.0.30:22/tcp matches ssh
Protocol on 192.168.0.30:23/tcp matches telnet
Protocol on 192.168.0.30:80/tcp matches http
Protocol on 192.168.0.30:1506/tcp matches telnet
Protocol on 192.168.0.30:1513/tcp matches http
Vulnerabili
Livello rischio Bl nformazione

SPID 12167
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Impatto

Soluzione

In this check we are guessing the type of system device by tracing the MAC
interface card. This can reveal sensitive information such as G rewall manufa
attacker can use this data to base other attacks on. A MAC Address is a 24 |
ldentifer (OUI). Please note the MAC Address can easily be spoofed ¢cn a d 4

It is recommended to have alGrewall device up infront of your servers|that w
of your network card. If you have already done this you can ignore thig chec

Output della vulnerabilita / Evidenze

AttackQutput: 20-67-7c-9f-33-80 Hewlett Packard Enterprise

—

Livello rischio Bl nformazione

SPID 2853

Impatto The remote system answers to the PING command. e PING command is use
"Alive" on the Internet. By this an attacker can silyf}determine if the syste

Soluzione

INTERNET and base other attacks on this.

It is recommended to block atGrewall level o that the system do not respon
"Cloaking" the system to the INTERNET unsRilledl attackers can think there i
address and simple move on the next IPgaddr . This can be blocked by Blo
and block outgoing icmp-type 14

Output della vulnerabilita / Evidenze
64 octets from 192.168.0.30: icm@_ =0 ttl=255 time=0.9 ms

Livello rischio Bl nformazione

Porta 1513/tcp

SPID 58

Impatto This can also jenti rong example if a Windows based system runnjling but

Soluzione

be because a x based Grewall is running infront. Via the identild ed banne
it reveals sens
attackers can baSe other attacks on this information. It can even reveal if th

life and_wide open to attacks and wont be patched.

mended to clean the identid ed version banner so it reveals as les:

Qutput della IneNgYilita / Evidenze

elgo rischio Bl nformazione
S 6175
Impatto The Penetrator uses dill erent techniques for connection. Here is the list of C

Soluzione

Connections without the counting from crawlers and external tools.

Information check only
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Sistema Target: 192.168.0.34

<
Livello risc (s Alto
Porta 22/tcp
SPID 2733
Impatto The SSH service allows anyone to connect to it. This is a secUritWrisk becat

brute force attack and the service has a history of many da erous®vulnerab
Soluzione | It is recommended to only allow trusted users to connect to&

Qutput della vulnerabilita / Evidenze
AttackOQutput: SSH-2.0-dropbear

Livello rischiols Medio
SPID 56963
Impatto The target DNS service is subject to a mog#e DNS Recursion vulnerability. /
DDoS Attacks. Recursion is used procYfs a DNS request where the|DNS s«
for the client. Recursion should ¢nl e allowed for trusted clients.
Soluzione @ Set permissions so only trusted cli can do recursion requests or disable
edit /etc/bind/named.conf. allow-transfer {"none™
}
allow-recursion {"none"
}

recursion no
On Windows pleass

http://technet.microsoft.com/en-us/library/cc771738

Output della vulnerabilita / Evi¥

yahoo.com m i handled by 1 mta7.amO.yahoodns.net.

Livello rischiols Medio

Porta 81l/tc

SPID 3

Impatt Th¥® target service found running is subject to an information vulnerability. A
ulnerability to execute arbitrary code on the target system with the same pe
daemon.

| ione  Please upgrade to the latest version of the identil ed software you are runnii
And it is recommened to set Grewall permissions so only trusted users can c
address. Note if you are running another service on this port you can ignore

OQutput della vulnerabilita / Evidenze
Please note in this check we only relied on the presence of the found port. |

y
ou run another service on the found port please mark this check as a false
posit

ive in the menu.

Vulnerabilitd TTP only port without SSL found
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Livello rischio Basso

Porta 8083/tcp, 8084/tcp

SPID 58373 <

Impatto The identid ed Web server port found open does not support SSL encryption.
have a http port open without forced ssl support. It can allow attackers to ot

Soluzione It is recommended to O0rewall o0 the identild ed port so only local usersfican c
http with ssl to be open. If you have redirected the port to example 443

this check.
Output della vulnerabilita / Evidenze
AttackOQutput: Protocol on 192.168.0.34:8083/tcp matches h\

VulnerabilitASP.NET path disclosure

Livello rischio Basso

Porta 8083/tcp, 8084/tcp

SPID 2190

Impatto The remote ASP.NET system is vulnerable t&a th disclosure vulnerability.

information to base other attacks on.
Soluzione @ Please upgrade to the latest version e ASP.NET service from http://www
Output della vulnerabilita / Evidenze

AttackString: GET /a%5c.aspx H 0

AttackOutput: HTTP/1.0 500 Intern erver Error

Connection: close

Vulnerabilit®ossible Service/G directtv Identia ed

Livello rischio Basso

Porta 8082/tcp

SPID 61358

Impatto The identid ed poft found open on the target system is subject to a remote at
exploit is vulnerability to crash the target prorgam or base other attacks o

Soluzione rade to the latest version of the program. It is recommended to Qr

Qutput dell nerabilita / Evidenze

e note in this check we only relied on the presence of the found port. |
urun another service on the found port please mark this check as a|false

posit
ive in the menu.

Livello rischio Bl nformazione

Porta 53/udp

SPID 58296

Impatto Via the identid ed banner on the found service port it reveals sensitive inforr

Operating System Check is running. This is very dangerous since attackers c
this information. It can even reveal if the operaitng system is end of |ife anc
wont be patched.
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Soluzione It is recommended to clean the identilled version banner so it reveals as les
Output della vulnerabilita / Evidenze
Microsoft DNS 6.1.7601 (1DB15F75) <

Livello rischio Bl Informazione

SPID 8311

Impatto This check probes all ports for their real protocols. If all matches s |it shou
check.

Soluzione | If there is found known services on unknown ports it is ommended to prop

Qutput della vulnerabilita / Evidenze

Protocol on 192.168.0.34:22/tcp matches ssh
Protocol on 192.168.0.34:80/tcp matches http
Protocol on 192.168.0.34:8081/tcp matches htt
Protocol on 192.168.0.34:8082/tcp matches fittp
Protocol on 192.168.0.34:8083/tcp matches t
Protocol on 192.168.0.34:8084/tcp ma es http
Livello rischio Bl Informazione
SPID 1746
CVE CVE-1999-05214
CVSS CVE-1999-0524 - CV QcOye V2:
Impatto By sending an ICM STAMP REQUEST packet (ICMP type 13), the syste!
identil ed. Informat ch as this can be used in extreme cases to bypass |
Detection Sysyms (IDS). *NOTE* This vulnerability can be ignored because
very dil cult i ur setup to change the required settings to block the times
Soluzione | At network-levelS§this trad c should be rejected both inbound and outbound.
UNIX:
ICMP 13 packets should be dropped inbound, and ICMP type 14 packets

Other ICMP packet types can be allowed into and out of your netw
gpded that these are assessed and O ltered accordingly.
IBDNDOWS:
s gpan be a hard option to set at the current time and it is therefor recomr
le

vulnerabilita / Evidenze
AttackOutput: 11:41:26

Livello rischio Bl nformazione
SPID 12167
Impatto In this check we are guessing the type of system device by tracing the MAC

interface card. This can reveal sensitive information such as Grewall manufa
attacker can use this data to base other attacks on. A MAC Address is a 24 |
Identifer (OUI). Please note the MAC Address can easily be spoofed cn a de:

Soluzione It is recommended to have a(Grewall device up infront of your servers that w
of your network card. If you have already done this you can ignore this chec
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Qutput della vulnerabilita / Evidenze

AttackOutput: ac-86-74-6f-8f-cO0 Open Mesh, Inc.

<
Vulnerabili
Livello rischio Bl nformazione
SPID 1746
CVE CVE-1999-0524
CVSS CVE-1999-0524 - CVS2.3core V2:
Impatto By sending an ICMP TIMESTAMP REQUEST packet (ICMP tyN@, the syste
extr

Soluzione

me cases to
ignored because
to block the times:

Detection Systems (IDS). *NOTE* This vulnerability ca@

ascertained to be. Information such as this can be used !!l
very dill cult in your setup to change the required setting§

At network-level this trall c should be rejected both i ound and outbound.
UNIX:

ICMP type 13 packets should be dropped inbaog d, ICMP type 14 packets
outbound. Other ICMP packet types can be lowed into and out of your netw
recommended that these are assessed and 0WRter accordingly.

WINDOWS:

This can be a hard option to set at thgcuyfrent time and it is therefor recomr
level.On a Cisco device it can be bloc setting the rules

access-list 101 deny icmp any an 3! ti¥iestamp request.

Output della vulnerabilita / Evidenze
10:41:26

Livello rischio Bl nforma @
SPID 2853

Impatto

Soluzione

Qutput dell

The remote s te answers to the PING command. The PING command is use
"Alive" on the ternet. By this an attacker can easily determine if the syste
INTERNET and se other attacks on this.

"Cloag the system to the INTERNET unskilled attackers can think there i
addre d simple move on the next IP address. This can be blocked by Blo
d b outgoing icmp-type 14

Ingrabilita / Evidenze
6 ctets from 192.168.0.34: icmp_seq=0 ttl=64 time=0.6 ms

Impatto

Soluzione

lo rischia

Bl nformazione

8084/tcp
58

This can also identify wrong example if a Windows based system running but
be because a Linux based Grewall is running infront. Via the identid ed banne
it reveals sensitive information about which operating system is running. Thi
attackers can base other attacks on this information. It can even reveal if th
life and wide open to attacks and wont be patched.

It is recommended to clean the identiled version banner so it reveals as les

Output della vulnerabilita / Evidenze
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Linux 2.2.x-3.x

Livello rischio Bl Informazione
SPID 6175
Impatto The Penetrator uses dill erent techniques for connection. Here is the lis®§of D

Connections without the counting from crawlers and external togfls.

N

Soluzione | Information check only
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Sistema Target: 192.168.0.37

Livello risc (s Alto

Porta 445/tcp

SPID 1990

Impatto The identl ed port running is known to contain the NetBIOS sefvi . It is kno
vulnerabilities and it is highly recommended not to have thig servi listenin
exploits like WannaCry on this port and it is recommended t\ewall of the
users to connect to it.

Soluzione
WINDOWS:
Network 0 Itering (through Grewalling or host-based s§curity settings) should
NetBIOS resources are not accessible from the | rngt via. TCP ports 135 1
require to allow NetBIOS services to be acceggiblefw is recommended that
such as C: and D: do not exist, and that strfflng user passwords and authenti
use.

If you wish to disable NetBIOS over TC
dial-up connection, the following step
Click through Start-> Settings-> Netwo Dial-up Connection

Right click on Local Area Connecty -> operties choose Internet Protocol
Advanced and WINS -> Disable N over TCP/IP. Further more to stop tl
port 445 in Regedit please goto:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetBT\Paramete
TransportBindName removggthe "\Device\l" value. It can also be done by oper
Up Connections applet ere select Advanced and Advanced Settings. Th
Printer Sharing for Micro Networks. NOTE: In this check we only relied o
identil ed port. Somg ste are setup to act with many ghost ports open in
it is recommended ou verify the service running on the port and if you
that another servic un on the port that is not equal to what we detected

1P | Ily - such as if you are conn
uld be taken -

Tt

Output della vulnerabilitagli Eyidenze

Please note in is check we only relied on the presence of the found port. |

y
ou run another service on the found port please mark this check as a false

posit
ive i @ enu.

i ol

Medio

P a 80/tcp, 8080/tcp, 20080/tcp
I 58665
I'm tto The HTTP Web Security Header Strict Transport Security is a recommended f

security on your website and strengthens your implementation of TLS by forc
HTTPS. It is often know as HSTS that forces the web site to make thel web b
accessed only by using HTTPS instead of the insecure HTTP.

Soluzione @ Fix by adding to your site: header("Strict-Transport-Security: max-age=3153
includeSubDomains")

Qutput della vulnerabilita / Evidenze
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Livello rischiols Medio

Porta 80/tcp, 8080/tcp, 20080/tcp

SPID 7770 <
Impatto The identid ed web server found running on the target system is subject to a

Soluzione

vulnerability. An attacker can exploit this vulnerability to crash the target se

Please upgrade to the latest version from http://www.delegate.org/

Qutput della vulnerabilita / Evidenze

Livello rischi

Porta
SPID
CVE
CcVv

S
C S
USN

Impatto

Soluzione

Please note in this check it only relied on the HTTP Version ch k. So if yot
h

ave a vulnerable version with custom patches you might loof#gaway Trom this
clhlelc

k. AttackString: HEAD / HTTP/1.0

AttackOutput: HTTP/1.1 200 OK

Date: Tue, 19 Sep 2023 13:43:56 GMT

Server: Apache

X-Frame-Options: SAMEORIGIN

Set-Cookie: Session=192.168.0.51.0ad8222 6945356ffba78bc8b7ebel?2
path=/

Set-Cookie: Locale=en-US

path=/

Cache-Control: no-cache,no-store ust-r alidate
Accept-Ranges: bytes

Content-Length: 4564

Pragma: no-cache

X-XSS-Protection: 1

mode=block

X-Frame-Options: ORIGIN

Connection: close

Content-Type:gfext/h |
charset=UTF-

Medio

CVE-2011-0762

CVE-2010-2632

CVE-2011-0762 - CVSSH Score V2:
CVE-2010-2632 - CVSY.8core V2:
1098-1

The identided FTP server found running is subject to a remote Denial of Ser\
attacker can exploit this vulnerability to crash the ftp server.

Please upgrade to the latest version of the identid ed ftp server.

Output della vulnerabilita / Evidenze

AttackOQutput: 220 (vsFTPd 2.2.2)
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Livello rischiols Medio

Porta 427 /tcp

SPID 40 <

Impatto tcp port 427 is known to be the port of Novell Client. Versions 3.0 and 3.01
known to be vulnerable to Denial of Service attacks.

Soluzione  If you are running the vulnerable client Please upgrade to the latest ffom ht:
NOTE: In this check we only relied on the presences of the identid e rt. S
with many ghost ports open in order to trick attackers. So it is rgcommefded
running on the port and if you KNOW you and can verify that a er service
not equal to what we detected please ignore this check.

Output della vulnerabilita / Evidenze \

Please note in this check we only relied on the presenc f theYfound| port. |
y

ou run another service on the found port please magk th check as a false
posit

ive in the menu.

Livello rischiols Medio

Porta 80/tcp, 8080/tcp, 20080/tcp

SPID 58860

Impatto The Permissions-Policy Security He er can help secure your website from X
sources of approved content you can this way prevent the browser from loadi
Security Header allows w ite security administrator to control resources tl
allowed to load on a giv e. This can help protect against Cross Site Sc

Soluzione @ Fix by adding to your site§header("Permissions-Policy: accelerometer=(), ca
domain=(), encryptg cdia=(), geolocation=(), gyroscope=(), magnetometer
payment=(), public edentials-get=(), usb=(), xr-spatial-tracking=[(), full
autoplay=(self)g mi one=(self), picture-in-picture=(), sync-xhr=(self)")

Qutput della vulnerabilitaf/ idenze

Livello rischiols Medio

Porta O/pcp, 8080/tcp, 20080/tcp

SPID 6

Impatt The Content Security Policy Security Header can help secure your website fr

ources of approved content you can this way prevent the browser from load]
Security Header allows website security administrator to control resources tl
allowed to load on a given page. This can help protect against Cross Site Sc

SoWzione | Fix by adding to your site: header("Content-Security-Policy: block-all-mixed-
script-src 'self' www.youriste.com ")

Output della vulnerabilita / Evidenze

Livello rischiols Medio
Porta 80/tcp, 8080/tcp, 20080/tcp
SPID 58666
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Impatto The Referrer Policy is a newer security header that allows a website 1o contl
the web browser is sending with navigation away from a document. It |is reco
set by all sites. The header protects which referrer information sent in Refel

Soluzione | Fix by adding to your site: header("Referrer-Policy: no-referrer,strict-origin-
Qutput della vulnerabilita / Evidenze

Livello rischiols Medio

Porta 80/tcp, 8080/tcp, 20080/tcp

SPID 58664 \

Impatto X-Content-Type-Options Security Header is used to pr a browser from t

sensitive content type & forces the browser to use the 2clared content-type
is used by the server to indicate the MIME types adWgrtis€d in the Content-T
changed. This can prevent MIME type sniing. Th§ heaWer was Grst introduce
Explorer IE 8 to allows webmasters block content ig¥ng that could transforn
types into executable MIME type. Other webgbrowsers have introduced it as \
penetration testing process to expect this hgadell to be set. The only valid v

header is nosnid .
Soluzione | Fix by adding to your site: header("X-€opfent-Type-Options: nosnia ")

Qutput della vulnerabilita / Evidenze

Livello rischiols Medio
SPID 1772
Impatto It is possible to qu N etBTOS Windows G le sharing services running on The

information. Determined attackers can use this inf
nst shared resources.

list of and other N
brute-force att ks

Soluzione  Network O ltergdnhg gthrough G rewalling or host-based security settings) should
NetBIOS reso es are not accessible from the Internet via the identiil ed TC
allow NetBIOS s®rvices to be accessible, it is recommended that all shares ¢
and D: do not exist, and that strong user passwords and authentication mech
If yo to disable NetBIOS over TCP/IP locally - such as if you are conn
dial- nection, the following steps should be taken -

ick t ugh Start-> Settings-> Network and Dial-up Connection

i t click on Local Area Connection -> Properties choose Internet Protocol

ced and WINS -> Disable NetBIOS over TCP/IP.

nerabilita / Evidenze
ttackOutput: : 28 > 24

Output la v

Livello rischiols Medio

Porta 139/tcp

SPID 58209

Impatto Anyone could access, list or even modify Gles in open non-protected shares.

sensitive information.
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Soluzione

RECOMMENDED SOLUTION: Network G Itering (through Grewalling or hjost-bas
be improved so that NetBIOS resources are not accessible from the Internet
138, 139 & 445. If you do require to allow NetBIOS services to be accessible
shares of entire drives such as C: and D: do not exist, and that strong user
authentication mechanisms are in use.

If you wish to disable NetBIOS over TCP/IP locally - such as if you are conn
dial-up connection, the following steps should be taken -

Click through Start-> Settings-> Network and Dial-up Connection

Right click on Local Area Connection -> Properties choose Interngt Pro®col
Advanced and WINS -> Disable NetBIOS over TCP/IP.

Output della vulnerabilita / Evidenze

Sharename Type Comment \
FILE_SHARE Disk
PS3 _driver Disk
UNIV driver Disk
XPS _driver Disk
IPC$ IPC IPC Service (SMB Server)
Server Comment

MFP12172073 SMB Server
Workgroup Master
WORKGROUP LAPTOP-0CIKA39T
found

PS3 driver

DH 0 Mon Sep 18 17:38" 2023

DH O Thu Mar 22 !’ 1:08 2018

eSPDPS.msi AH 17 Mon Oct 23 14:11:56 2017
0x0407.ini AH 24670 u Apr 14 13:10:34 2011
0x0411.ini A 50 Thu Apr 14 13:10:34 2011
0x0404.ini AH 58 Thu Apr 14 13:10:34 2011
0x040a.ini AH 24024 Thu Apr 14 13:10:34 2011
H 196608 Tue Sep 5 15:00:48 2017
AH 22770 Thu Apr 14 13:10:34 2011
0804.Fni AH 10324 Thu Apr 14 13:10:34 2011
3gmst AH 143360 Tue Sep 5 15:00:48 2017
10 .mst AH 102400 Tue Sep 5 15:00:48 2017
iscover DH O Thu Mar 22 23:11:00 2018
1045.mst AH 151552 Tue Sep 5 15:00:48 2017
1035.mst AH 147456 Tue Sep 5 15:00:48 2017
0x041d.ini AH 22224 Thu Apr 14 13:10:34 2011
1040.mst AH 155648 Tue Sep 5 15:00:48 2017
0x0414.ini AH 22816 Thu Apr 14 13:10:34 2011
0x0415.ini AH 23108 Thu Apr 14 13:10:34 2011
32bit DH O Thu Mar 22 23:10:59 2018
1049.mst AH 147456 Tue Sep 5 15:00:48 2017
1044. mst AH 143360 Tue Sep 5 15:00:48 2017
0x040c.ini AH 24944 Thu Apr 14 13:10:34 2011
STRINGS DH 0 Mon Oct 23 12:42:10 2017
0x040b.ini AH 21602 Thu Apr 14 13:10:34 2011
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1028. mst AH 122880 Tue Sep 5 15:00:48 2017
Setup.ini AH 5290 Mon Oct 23 12:42:08 2017

0x0410.ini AH 23754 Thu Apr 14 13:10:34 2011
1043.mst AH 151552
0x041f.ini AH 21928
1036.mst AH 196608
1031.mst AH 159744
0x0419.ini AH 22256
1030.mst AH 147456
1033.mst AH 20480 Tue Sep 5 15:00:48 2017

essetup.exe A 1646048 Mon Oct 23 14:10:42 2017
eSf3fw.dll AH 4412928 Tue Sep 5 15:18:20 2017
eSPDPS.exe AH 370176 Tue Sep 5 15:18:22 2017

Tue Sep

5 15:00:48 2017

Fri Jul 27 02:35:10 2012

Tue Sep
Tue Sep
Thu Apr
Tue Sep

5 15:00:48 2017
5 15:00:48 2017
14 13:10:34 2011
5 15:00:48 2017

0x0416.ini AH 22964 Tue Jun 18 11:15:18 2013
Readme DH O Thu Mar 22 23:11:00 2018
0x0409.ini AH 21440 Thu Apr 14 13:10:34 20
1046. mst AH 102400 Tue Sep 5 15:00:48 20Q7
eSPDPS.cfg H 228 Mon Sep 18 17:38:064202
64bit DH O Thu Mar 22 23:10:59 2018
0x0413.ini AH 23734 Thu Apr 14 13:10: 011

2052.mst AH 184320 Tue Sep 5 1
1041.mst AH 278528 Tue Sep 5 15:00
25671196 blocks of size 1024. 23474196 blocks available

found
FILE_SHARE

123804964 blocks o

D O Thu Mar 22 22;

D 0O Mon Feb 1 0

found
XPS_driver

DH 0O Mon Sep

0x04 AH 24670
0 4118 AH 14350

404 .ini AH 10258
0 Oa.ini AH 24024

1034. mst AH 196608
0x0406.ini AH 22770
0x0804.ini AH 10324
1053.mst AH 143360
1055.mst AH 102400

Discover DH 0 Thu Mar 22 23:

1045. mst AH 151552
1035.mst AH 147456
0x041d.ini AH 22224
1040.mst AH 155648
0x0414.ini AH 22816
0x0415.ini AH 23108
32bit DH 0 Thu Mar 22 23:11:05 2018

Thu Apr
Thu Apr
Thu Apr
Thu Apr
Tue Sep
Thu Apr
Thu Apr
Tue Sep
Tue Sep

Tue Sep
Tue Sep
Thu Apr
Tue Sep
Thu Apr
Thu Apr

8 2017
8 2017

1449018
8 2021
e 1024.

8 17:38:06 2023
u Mar 22 23:11:03 2018

14 13:10:34 2011
14 13:10:34 2011
14 13:10:34 2011
14 13:10:34 2011
5 15:00:48 2017
14 13:10:34 2011
14 13:10:34 2011
5 15:00:48 2017
5 15:00:48 2017
11:06 2018

5 15:00:48 2017
5 15:00:48 2017
14 13:10:34 2011
5 15:00:48 2017
14 13:10:34 2011
14 13:10:34 2011

117431880 blocks available
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eSPDXPS.cfg H 228 Mon Sep 18 17:38:06 2023
1049.mst AH 147456 Tue Sep 5 15:00:48 2017
1044.mst AH 143360 Tue Sep 5 15:00:48 2017
0x040c.ini AH 24944 Thu Apr 14 13:10:34 2011
STRINGS DH 0 Mon Oct 23 12:42:10 2017

0x040b.ini AH 21602 Thu Apr 14 13:10:34 2011
1028. mst AH 122880 Tue Sep 5 15:00:48 2017
Setup.ini AH 5296 Mon Oct 23 12:42:10 2017
0x0410.ini AH 23754 Thu Apr 14 13:10:34 2011
1043.mst AH 151552 Tue Sep 5 15:00:48 2017
0x041f.ini AH 21928 Fri Jul 27 02:35:10 2012 \
eSPDXPS.msi AH 1725952 Mon Oct 23 14:12:06 2017
1036.mst AH 196608 Tue Sep 5 15:00:48 2017
1031.mst AH 159744 Tue Sep 5 15:00:48 2017
0x0419.ini AH 22256 Thu Apr 14 13:10:34 2011
1030.mst AH 147456 Tue Sep 5 15:00:48 20
1033.mst AH 20480 Tue Sep 5 15:00:48 201

essetup.exe A 1646048 Mon Oct 23 14: 7
eSf3fw.dll AH 4412928 Tue Sep 5 15: 017
0x0416.ini AH 22964 Tue Jun 18 11:15: 013
Readme DH O Thu Mar 22 23:11:
0x0409.ini AH 21440 Thu Apr 14 1 :34 2011
1046.mst AH 102400 Tue Sep 5 15:00:48 2017
64bit DH O Thu Mar 22 2 :06 2018
0x0413.ini AH 23734 Th 4 13:10:34 2011
eSPDXPS.exe AH 37 76 e Sep 5 15:18:22 2017
2052.mst AH 1843 Sep 5 15:00:48 2017
1041.mst AH 27852 Sep 5 15:00:48 2017
25671196 blogks of size 1024. 23474196 blocks available
found
UNIV driver

DH n Sep 18 17:38:07 2023

D Mar 22 23:11:03 2018
00407 i AH 24670 Thu Apr 14 13:10:34 2011

411.ini AH 14350 Thu Apr 14 13:10:34 2011
0 04.ini AH 10258 Thu Apr 14 13:10:34 2011
0x040a.ini AH 24024 Thu Apr 14 13:10:34 2011
1034.mst AH 196608 Tue Sep 5 15:00:48 2017
0x0406.ini AH 22770 Thu Apr 14 13:10:34 2011
0x0804.ini AH 10324 Thu Apr 14 13:10:34 2011
1053.mst AH 143360 Tue Sep 5 15:00:48 2017
1055.mst AH 102400 Tue Sep 5 15:00:48 2017
Discover DH 0O Thu Mar 22 23:11:03 2018
1045.mst AH 151552 Tue Sep 5 15:00:48 2017
1035.mst AH 147456 Tue Sep 5 15:00:48 2017
0x041d.ini AH 22224 Thu Apr 14 13:10:34 2011
1040.mst AH 155648 Tue Sep 5 15:00:48 2017
eSPDUNI.cfg H 229 Mon Sep 18 17:38:07 2023
eSPDUNI.exe AH 370176 Tue Sep 5 15:18:22 2017
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0x0414.ini AH 22816 Thu Apr 14 13:10:34 2011

0x0415.ini AH 23108 Thu Apr 14 13:10:34 2011

eSPDUNI.msi AH 1725952 Mon Oct 23 14:11:40 2017 <
32bit DH O Thu Mar 22 23:11:02 2018

1049.mst AH 147456 Tue Sep 5 15:00:48 2017

1044 . mst AH 143360 Tue Sep 5 15:00:48 2017

0x040c.ini AH 24944 Thu Apr 14 13:10:34 2011

STRINGS DH 0 Mon Oct 23 12:42:08 2017

0x040b.ini AH 21602 Thu Apr 14 13:10:34 2011

1028. mst AH 122880 Tue Sep 5 15:00:48 2017

Setup.ini AH 5308 Mon Oct 23 12:42:08 2017 \

0x0410.ini AH 23754 Thu Apr 14 13:10:34 2011

1043.mst AH 151552 Tue Sep 5 15:00:48 2017

0x041f.ini AH 21928 Fri Jul 27 02:35:10 2012

1036.mst AH 196608 Tue Sep 5 15:00:48 2017

1031.mst AH 159744 Tue Sep 5 15:00:48 20

0x0419.ini AH 22256 Thu Apr 14 13:10:34 2§11

1030.mst AH 147456 Tue Sep 5 15:00:4
1033.mst AH 20480 Tue Sep 5 15:00:
essetup.exe A 1646048 Mon Oct 23 _14:
eSf3fw.dll AH 4412928 Tue Sep #i8:20 2017
0x0416.ini AH 22964 Tue Jun 18 11:1):18 2013
Readme DH O Thu Mar 22 23:11:03 2018
0x0409.ini AH 21440 Thu 14 13:10:34 2011
1046.mst AH 102400 Tu 15:00:48 2017

64bit DH O Thu Mar 23: :03 2018
0x0413.ini AH 237 Apr 14 13:10:34 2011
2052. mst AH 18432FE e Sep 5 15:00:48 2017

1041.mst AH 8928 Tue Sep 5 15:00:48 2017
25671196 bloc of size 1024. 23474196 blocks available

Livello rischgo Medio

Porta 157 49

SPID 47939

Impat nyone could access, list or even modify Gles in open non-protected shares.

sensitive information.

| ione RECOMMENDED SOLUTION: Network 0 ltering (through G rewalling or host-bas
be improved so that NetBIOS resources are not accessible from the Internet
138, 139 & 445. If you do require to allow NetBIOS services to be accessible
shares of entire drives such as C: and D: do not exist, and that strong user
authentication mechanisms are in use.
If you wish to disable NetBIOS over TCP/IP locally - such as if you are conn
dial-up connection, the following steps should be taken -
Click through Start-> Settings-> Network and Dial-up Connection
Right click on Local Area Connection -> Properties choose Internet Protocol
Advanced and WINS -> Disable NetBIOS over TCP/IP.

Qutput della vulnerabilita / Evidenze

Sharename Type Comment
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FILE_SHARE Disk
PS3_driver Disk
UNIV _driver Disk
XPS driver Disk
IPC$ IPC IPC Service (SMB Server)
Server Comment
MFP12172073 SMB Server
Workgroup Master
WORKGROUP LAPTOP-0CIKA39T
found
PS3 driver

DH 0O Mon Sep 18 17:38:06 2023

DH O Thu Mar 22 23:11:03 2018
eSPDPS.msi AH 1725952 Mon Oct 23 14:11:86
0x0407.ini AH 24670 Thu Apr 14 13:10:
0x0411.ini AH 14350 Thu Apr
0x0404.ini AH 10258 Thu Apr
0x040a.ini AH 24024 Thu Apr
1034.mst AH 196608 Tue Sep
0x0406.ini AH 22770 Thu Apr 14 13:10:34 2011
0x0804.ini AH 10324 Thu 14 13:10:34 2011
1053.mst AH 143360 Tu 15:00:48 2017
1055.mst AH 102400 5 15:00:48 2017
Discover DH O Thu 82 23:11:00 2018
1045.mst AH 15155 Sep 5 15:00:48 2017
1035.mst AH 47456 Tue Sep 5 15:00:48 2017
0x041d.ini AH 224 Thu Apr 14 13:10:34 2011
1040.mst AH 155648 Tue Sep 5 15:00:48 2017
i AH 22816 Thu Apr 14 13:10:34 2011
AH 23108 Thu Apr 14 13:10:34 2011

.mst AH 143360 Tue Sep 5 15:00:48 2017
0x040c.ini AH 24944 Thu Apr 14 13:10:34 2011
STRINGS DH 0 Mon Oct 23 12:42:10 2017
0x040b.ini AH 21602 Thu Apr 14 13:10:34 2011
1028. mst AH 122880 Tue Sep 5 15:00:48 2017
Setup.ini AH 5290 Mon Oct 23 12:42:08 2017
0x0410.ini AH 23754 Thu Apr 14 13:10:34 2011
1043. mst AH 151552 Tue Sep 5 15:00:48 2017
0x041f.ini AH 21928 Fri Jul 27 02:35:10 2012
1036.mst AH 196608 Tue Sep 5 15:00:48 2017
1031.mst AH 159744 Tue Sep 5 15:00:48 2017
0x0419.ini AH 22256 Thu Apr 14 13:10:34 2011
1030.mst AH 147456 Tue Sep 5 15:00:48 2017
1033.mst AH 20480 Tue Sep 5 15:00:48 2017
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essetup.exe A 1646048 Mon Oct 23 14:10:42 2017
eSf3fw.dIl AH 4412928 Tue Sep 5 15:18:20 2017
eSPDPS.exe AH 370176 Tue Sep 5 15:18:22 2017
0x0416.ini AH 22964 Tue Jun 18 11:15:18 2013

Readme DH O Thu Mar 22 23:11:00 2018
0x0409.ini AH 21440 Thu Apr 14 13:10:34 2011
1046.mst AH 102400 Tue Sep 5 15:00:48 2017
eSPDPS.cfg H 228 Mon Sep 18 17:38:06 2023
64bit DH O Thu Mar 22 23:10:59 2018
0x0413.ini AH 23734 Thu Apr 14 13:10:34 2011
2052.mst AH 184320 Tue Sep 5 15:00:48 2017
1041.mst AH 278528 Tue Sep 5 15:00:48 2017

25671196 blocks of size 1024. 23474196 blocks availab

found
FILE_S

HARE

DO Thu Mar 22 22:02:44 2018
D 0 Mon Feb 1 09:06:58 2021
123804964 blocks of size 1024. 117431 0 b

found

XPS driver
DH O Mon Sep 18 17:38:06 202
DH O Thu Mar 22 23:11:03 2018

0x0407
0x0411
0x0404
0x040a
1034.m
0x0406
0x0804
1053.m
1055.m
Disco
1045%
35.m
41d
1 .m
0x0414
0x0415

.ini AH 24670
.ini AH 14350
.ini AH 10258
.ini AH 24024
st AH 1966
.ini AH 77
.ini ARL10824
st AH 1 360
st AH 102400

Thu
Thu
Th

Thu
Tue
Tue

Apr 14 13:10:34 2011

14 13:10:34 2011

4 13:10:34 2011

r 14 13:10:34 2011
Sep 5 15:00:48 2017
Apr 14 13:10:34 2011
Apr 14 13:10:34 2011
Sep 5 15:00:48 2017
Sep 5 15:00:48 2017

H O Thu Mar 22 23:11:06 2018

H 151552

AH 147456
.ini AH 22224
st AH 155648
.ini AH 22816
.ini AH 23108

Tue
Tue
Thu
Tue
Thu
Thu

Sep 5 15:00:48 2017
Sep 5 15:00:48 2017
Apr 14 13:10:34 2011
Sep 5 15:00:48 2017
Apr 14 13:10:34 2011
Apr 14 13:10:34 2011

32bit DH O Thu Mar 22 23:11:05 2018
eSPDXPS.cfg H 228 Mon Sep 18 17:38:06 2023
1049. mst AH 147456 Tue Sep 5 15:00:48 2017
1044.mst AH 143360 Tue Sep 5 15:00:48 2017
0x040c.ini AH 24944 Thu Apr 14 13:10:34 2011
STRINGS DH 0 Mon Oct 23 12:42:10 2017
0x040b.ini AH 21602 Thu Apr 14 13:10:34 2011
1028. mst AH 122880 Tue Sep 5 15:00:48 2017
Setup.ini AH 5296 Mon Oct 23 12:42:10 2017
0x0410.ini AH 23754 Thu Apr 14 13:10:34 2011
1043. mst AH 151552 Tue Sep 5 15:00:48 2017

s available
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0x041f.ini AH 21928 Fri Jul 27 02:35:10 2012
eSPDXPS.msi AH 1725952 Mon Oct 23 14:12:06 2017
1036.mst AH 196608 Tue Sep 5 15:00:48 2017
1031.mst AH 159744 Tue Sep 5 15:00:48 2017
0x0419.ini AH 22256 Thu Apr 14 13:10:34 2011
1030.mst AH 147456 Tue Sep 5 15:00:48 2017
1033.mst AH 20480 Tue Sep 5 15:00:48 2017
essetup.exe A 1646048 Mon Oct 23 14:10:48 2017
eSf3fw.dll AH 4412928 Tue Sep 5 15:18:20 2017
0x0416.ini AH 22964 Tue Jun 18 11:15:18 2013
Readme DH O Thu Mar 22 23:11:06 2018 \
0x0409.ini AH 21440 Thu Apr 14 13:10:34 2011
1046.mst AH 102400 Tue Sep 5 15:00:48 2017
64bit DH O Thu Mar 22 23:11:06 2018
0x0413.ini AH 23734 Thu Apr 14 13:10:34 2011
eSPDXPS.exe AH 370176 Tue Sep 5 15:18:2 17
2052.mst AH 184320 Tue Sep 5 15:00:48 20Q7
1041.mst AH 278528 Tue Sep 5 15:00:480201
25671196 blocks of size 1024. 2347416 451ocks available
found
UNIV driver

DH O Mon Sep 18 17:38:07 2023

DH O Thu Mar 22 23:11:03 2018

0x0407.ini AH 24670 Thu 14 13:10:34 2011
0x0411.ini AH 14350 Th 4 13:10:34 2011
0x0404.ini AH 10258 r 14 13:10:34 2011

0x040a.ini AH 2407 Apr 14 13:10:34 2011
1034.mst AH 19660 Sep 5 15:00:48 2017
0x0406.ini AR€22470 Thu Apr 14 13:10:34 2011
0x0804.ini AH 324 Thu Apr 14 13:10:34 2011
1053.mst AH 143360 Tue Sep 5 15:00:48 2017
AH 102400 Tue Sep 5 15:00:48 2017
H O Thu Mar 22 23:11:03 2018

45.m AH 151552 Tue Sep 5 15:00:48 2017

5.st AH 147456 Tue Sep 5 15:00:48 2017
0 1d.ini AH 22224 Thu Apr 14 13:10:34 2011
1040.mst AH 155648 Tue Sep 5 15:00:48 2017
eSPDUNI.cfg H 229 Mon Sep 18 17:38:07 2023
eSPDUNI.exe AH 370176 Tue Sep 5 15:18:22 2017
0x0414.ini AH 22816 Thu Apr 14 13:10:34 2011
0x0415.ini AH 23108 Thu Apr 14 13:10:34 2011
eSPDUNI.msi AH 1725952 Mon Oct 23 14:11:40 2017
32bit DH 0 Thu Mar 22 23:11:02 2018
1049. mst AH 147456 Tue Sep 5 15:00:48 2017
1044 . mst AH 143360 Tue Sep 5 15:00:48 2017
0x040c.ini AH 24944 Thu Apr 14 13:10:34 2011
STRINGS DH 0 Mon Oct 23 12:42:08 2017
0x040b.ini AH 21602 Thu Apr 14 13:10:34 2011
1028. mst AH 122880 Tue Sep 5 15:00:48 2017
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Setup.ini AH 5308 Mon Oct 23 12:42:08 2017

0x0410.ini AH 23754 Thu Apr 14 13:10:34 2011

1043. mst AH 151552 Tue Sep 5 15:00:48 2017 <
0x041f.ini AH 21928 Fri Jul 27 02:35:10 2012

1036.mst AH 196608 Tue Sep 5 15:00:48 2017

1031.mst AH 159744 Tue Sep 5 15:00:48 2017

0x0419.ini AH 22256 Thu Apr 14 13:10:34 2011

1030.mst AH 147456 Tue Sep 5 15:00:48 2017

1033.mst AH 20480 Tue Sep 5 15:00:48 2017

essetup.exe A 1646048 Mon Oct 23 14:10:38 2017

eSf3fw.dIl AH 4412928 Tue Sep 5 15:18:20 2017 \

0x0416.ini AH 22964 Tue Jun 18 11:15:18 2013

Readme DH O Thu Mar 22 23:11:03 2018

0x0409.ini AH 21440 Thu Apr 14 13:10:34 2011

1046.mst AH 102400 Tue Sep 5 15:00:48 2017

64bit DH O Thu Mar 22 23:11:03 2018

0x0413.ini AH 23734 Thu Apr 14 13:10:34 2§11

2052.mst AH 184320 Tue Sep 5 15:00:48201

1041 . mst AH 278528 Tue Sep 5 15:00: 017

25671196 blocks of size 1024. 2347419

cks available

Livello rischiols Medio

Porta 25/tcp

SPID 43141

Impatto The identil ed Send ail server found running is subject to a remote Mar
vulnerability. atta er can exploit this vulnerability to do man in the midc
system with t{e me privileges as the Sendmail Program. This can lead to &

Soluzione @ Please upgrad o the latest version of Sendmail from http://www.sendmail.o
distribution package system.

gilita / Evidenze

OQutput della vulnge®
Q ut: 220 192.168.0.37 ESMTP Sendmail 8.14.3/8.14.3
198fep 2023 16:18:42 +0200

Vulneda ithist of Netbios service lists installed
Li Ilo
| 2616

Im tto It is possible on the remote system via the NetBIOS service to retrieve a list
patches on the system. An attacker can use this information to base cther at

c¢hio Basso

Soluzione | It is recommended to block incoming tradc to the NetBIOS service running or
135,136,137,139,445 TCP ports 135,136,137,139,445

Output della vulnerabilita / Evidenze
servicelist List: Server: \\192.168.0.37: User: Domain:
Connection: OK
Services

Spooler: Print Spooler
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NETLOGON: Net Logon

RemoteRegistry: Remote Registry Service

WINS: Windows Internet Name Service (WINS) 4
Exit Status: SUCCESS

Vulnerabilitd TTP only port without SSL found

Livello rischio Basso

Porta 80/tcp, 8080/tcp, 20080/tcp

SPID 58373 \

Impatto The identid ed Web server port found open does not supg® SSE® encryption.
have a http port open without forced ssl support. It ca attackers to of

Soluzione It is recommended to drewall o0 the identil ed port 0 o local users can ci
http with ss|l to be open. If you have redirected the rt to example port 443
this check.

OQutput della vulnerabilita / Evidenze
AttackOutput: Protocol on 192.168.0.37:80/%cp mhtches http-apache-2

VulnerabilitdNetBIOS service listening 137 UDP

Livello rischio Basso

Porta 137/udp

SPID 1990

Impatto The identl ed port runni known to contain the NetBIOS service. It is kno
vulnerabilities and it is ly"'recommended not to have this service |istenin

Soluzione
WINDOWS:
Network O Itering (t h Grewalling or host-based security settings) should
NetBIOS resoyffices are not accessible from the Internet via. TCP ports 135 1
require to all etBIOS services to be accessible, it is recommended that &
such as C: and : do not exist, and that strong user passwords and authenti
use.
If you h to disable NetBIOS over TCP/IP locally - such as if you are conn

dial-€p nection, the following steps should be taken -
Click ggh Start-> Settings-> Network and Dial-up Connection

ight clFfck on Local Area Connection -> Properties choose Internet Protocol

apced and WINS -> Disable NetBIOS over TCP/IP. NOTE: In this check we

p nces of the identil ed port. Some system are setup to act with many ghc
trick attackers. So it is recommended that you verify the service running on
ou and can verify that another service is run on the port that is not equal t
ignore this check.

t t della vulnerabilita / Evidenze

Please note in this check we only relied on the presence of the found| port. |

y
ou run another service on the found port please mark this check as a [false
posit

ive in the menu.

VulnerabilitMAC address obtained via NetBIOS
Livello rischio Basso

SPID 1771
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Impatto

Soluzione

It is possible on the remote target via NetBIOS to retrieve the MAC address.
physical address on the netcard. An attacker can use this number to spoof o
and do hacks which will look like to be done with your netcard. «

d

Network G Itering (through G rewalling or host-based security settings) shoul
NetBIOS resources are not accessible from the Internet via. TCP ports 135,
do require to allow NetBIOS services to be accessible, it is recommended th.
such as C: and D: do not exist, and that strong user passwords and aufhenti
use.

If you wish to disable NetBIOS over TCP/IP locally - such as if ypu are ®onn
dial-up connection, the following steps should be taken -

Click through Start-> Settings-> Network and Dial-up Connection

Right click on Local Area Connection -> Properties choose ernet Protocol
Advanced and WINS -> Disable NetBIOS over TCP/IP. \

Output della vulnerabilita / Evidenze

MAC Address: 00-00-00-00-00-00

Vulnerabilitat is possible to obtain remote NetBIOS nam ble

Livello rischio Basso

SPID 1770

Impatto Attackers can use this information to e her attacks on.

Soluzione  Network O Itering (through Grewallj or h¥'st-based security settings) should
NetBIOS resources are not acces@i from the Internet via. TCP ports 135,

do require to allow NetBIOS servicesglo be accessible, it is recommended th:
such as C: and D: do not exist, and that strong user passwords and authenti
use.
If you wish to disable Ng DS over TCP/IP locally - such as if you are conn
dial-up connection, the f g steps should be taken -

Click through Start- ettiMgs-> Network and Dial-up Connection

Right click on Locs Connection -> Properties choose Internet Protocol
Advanced and WIN: Disable NetBIOS over TCP/IP.

OQutput della vulnerabilita Evidenze

Name Service
MFP12 073 Workstation Service
MFP 73 Messenger Service
Mg P12 073 File Server Service
KGROUP Domain Name
GROUP Browser Service Elections

Vdlnerabllitd P Laserjet or brand Printer Identid ed

Li Ilo rischio Basso

Porta 9100/tcp

SPID 2470

Impatto The identid ed port found is known to host the HP Laserjet Service. It is subj
Service vulnerabilities where it is possible for a remote attacker to crash th
vulnerabilities where it is possible for the attacker to change the text in the
printer can lead to social engineering attacks.
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Soluzione @ Please G lter incoming tradc to the identilded port. NOTE: In this check we on
the identii ed port. Some system are setup to act with many ghost ports open
So it is recommended that you verify the service running on the port and if vy
verify that another service is run on the port that is not equal to what we d
check.

Qutput della vulnerabilita / Evidenze

Please note in this check we only relied on the presence of the found| Rort. |

y
ou run another service on the found port please mark this checkgas a false
posit

ive in the menu.

N\

VulnerabilitdNetBIOS service listening 139 TCP

Livello rischio Basso
Porta 139/tcp
SPID 1990
Impatto The identd ed port running is known to contadn thp NetBIOS service. It is kno
vulnerabilities and it is highly recomme ed to have this service Jistenin
Soluzione
WINDOWS:
Network 0 Itering (through Grewallj or h¥'st-based security settings) should
NetBIOS resources are not accesi@l from the Internet via. TCP ports 135 1

require to allow NetBIOS services to dfe accessible, it is recommended that
such as C: and D: do not exist, and that strong user passwords and authenti
use.
If you wish to disable Ng DS over TCP/IP locally - such as if you are conn
dial-up connection, the f g steps should be taken -

Click through Start- ettiMgs-> Network and Dial-up Connection

Right click on Locs Connection -> Properties choose Internet Protocol
Advanced and WIN: Pisable NetBlIOS over TCP/IP. NOTE: In this check we
presences of t ide Ued port. Some system are setup to act with many ghc
trick attacker§. it is recommended that you verify the service runnjing on
you and can veWfy that another service is run on the port that is not equal t
ignore this chec

Output della vulne | hilita / Evidenze
ugun another service on the found port please mark this check as a |false

Si
v n the menu.

e in this check we only relied on the presence of the found|port. |

| rabilitS8NMP service detected on udp

Livllo rischio Basso

Porta 161/udp

SPID 2295

Impatto The snmp service has been detected. It is normally used to control routers a

routers and other network equipment. It is known to have contained several
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Soluzione It is recommended to either disable the snmp service or block incoming tral
you NEED this service make sure that ONLY trusted ips are allowed to conne
we only relied on the presences of the identil ed port. Some system are setu
ports open in order to trick attackers. So it is recommended that you \verify
port and if you KNOW you and can verify that another service is run on the p
we detected please ignore this check.

Qutput della vulnerabilita / Evidenze

Please note in this check we only relied on the presence of the foun rt. |
y

ou run another service on the found port please mark this che s a false
posit

ive in the menu. \

Vulnerabilit®rinter Spooler access port 515 TCP

Livello rischio Basso

Porta 515/tcp

SPID 2359

CVE CVE-2001-0670

CVE CVE-2001-1022

CVE CVE-2001-0353

CVE CVE-2000-0839

CVSS CVE-2001-0670 - CVSY.Score V2:
CVSS CVE-2001-1022 - CVSY.Score V2:
CVSS CVE-2001-0353 - CVS9 (5 V2:
CVSS CVE-2000-0839 - CVSS 2:
Impatto The Printer spooler ice®has been found listening. This service is known |

vulnerabilities on
possible for an att

e platforms. The vulnerabilities can lead to system
in some cases to gain access to the printer and by t

and denial of rvice attacks by overly 0 ooding the printer and make it print
attacker can s print information out on your printer that can look like it i
employers to gl the attacker access.

Soluzione | It is recommended to block incoming tradc to the printer on the identided po
truste RS are allowed to connect to the printer. NOTE: In this check we on!
the i @ ed port. Some system are setup to act with many ghost ports open

Sg it i commended that you verify the service running on the port and if vy

erpfy that another service is run on the port that is not equal to what we de

Qutput la v@nerabilita / Evidenze
lease note in this check we only relied on the presence of the found port. |
y
ou run another service on the found port please mark this check as a false
posit

ive in the menu.

Livello rischio Bl nformazione
Porta 25/tcp

SPID 1765

CVE CVE-1999-0531

CVSS
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